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g SKCURITY WITHIN THE

o NORTH ATLANTIC Taniny ORGANIZATION

- CORRIGENDUM 2 to Volume I to C-M 15(Final)

2 ate s uly,

Following approval by Council on 11th November, 1974
of amendments to Enclosures "B" and "C" to C-M{(55)15(Final)
contained in C-M(74)51, holders of Volume I of C-M(55)15(Final)
should substitute the attached pages 5, 8, G, 16-19, 26, 29-32,
34 and 45-72 for the existing ones (N.B. there is no existing
page 18(4)).

2. For ease of reference, holders may wish to note that
substantive changes to Enclosure "C" consist of the addition of
the following new paragraphs: 3, 4.1, S(footnote), 32, 34, 37,
37.1, 37.2, 44,1, 89(a), 109, 170, 116, 162-207 inclusive, and of
new Annexes 1, 2 and 6.

3, The amendment sheet in the front of Volume I should
be annotated accordingly.
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PERSONNEL SECURITY

Clearance of Personnel

g. All persons, civilian and military, whose duties require
access to information classified CONFIDENTIAL or above should he
cleared before such access is authorized., This clearance should be
designed to determine whether such individuals are of:

(2) unquestioned loyalty; and

(b)Y  such character, habits, associates and discretion as to
cast no doubt upon their trustworthiness in the handling
of classified information.

Particularly close scrutiny in the clearance procedures should be
given to:

(c) persons to be granted access to TOP SECRET
information;

(d) all persons occupying positions involving constant
access to a considerable volume of information
classified SECRET;

(e) persons originating from or having connections of any
nature, directly or indirectly with nationals of
Communist countries(1); and

(f) any other persons who may be vulnerable to pressure
from foreign or other sources.

In the circumstances outlined in sub-paragraphs {c), (d), (e) and (f)
above, the fullest practicable use should be made of the technique of
background investigation.

10. When persons such as messengers, night custodians, etc.,

are employed i circumstances in which they will have special opportunities
to obtain improper access to classified information, consideration should
be given to their t!rst being security cleared as if they were, in fact,
authorized to have access to information of the same classification.

Removal of Personnel

11. Persons who are considered to be security risks such as
those who are members of subversive organizations, or those concerning
whose loyalty or trustworthiness there is reasonable doubt, should be
excluded or removed from positions where they might endanger the
security of the nation,

(1) A list of Communist countries is at Annex 6 to enclosure "C"
NATO RESTRICTED
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ENCLOSURE "¢
SECURITY PROCEDURES FOR THE PROTECTION
OF NATO CLASSIFIZD INFORMATION
INTRODUCTION
1, The detailed procedures in this docuranent are designed
to protect NATO classified informatic 1),
2. The terny- "NATO classified information”used throughout

this document embraces all classified information, military, political
and economic, circulated within NATQ, whether such informatior:
originates in the Organization itself or is received from member
nations or trom other international organization:,

PUBLI C DI SCLOSED/ M SE EN LECTURE PUBLI QUE

3. Classified information contributed by rnember naticus,
NATO commands or agencies or by other international organizations
may be circulated, in accordance with the need-to-know principle and
without reference to the originator, within the North Atlantic Treat'y
Organization, It should be emphasised that the information itself
remains the property of the originator and may not be given to any
non- NATO nations or to any other internationa! organization except
by the originator or as set out in Annexes | anu 2.

4, If a NATO Committee believes that one of its econai. i,
scientific or technical reports, the classification of which is not
higher than NATO SECRET, is of a general interest warranting o
wider distribution within NATO miember goveraments and that it cannot

DECLASSI FI EDY DECLASSI FI EE -

(1) Throughout these instructions:

(a) the words "classified information” mearn any classificd item,
be it an oral communication of classified contents or the
electrical or electronic transrnission of a classified inessage,
or v it "material” as defined in (L) below;

(b) the word "material’ includes document” as defined 1o (¢) bejow
and also any item of machinery or equipment or weapons
either manufactured or in the process of manufacture;

(c) the word "docwment” means any letter, note, minute, report,
memorandum, signal/message, sketch, photograph, filn,
map, chart, plan, notebook, stencil, carbon, etc, or other
form of recorded information (e. g. tape recording, magnetic
recording, punched card, tape, etc.)

. NATO RESTRICTED
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with advantage be so distributed by declassifying it, then with the
consent of the contributing governments, and the approval of the
appropri.te NATO authority, the following statement may be
inserted by the committee at the beginning of the text of the
particular document and the member governments may distribute
the report:

"Member governments are authorized, after removal
of all NATO markings and the separation of this
statement from the basic report, and after inclusion
in the basic report of thr statement 'no further
dissemination is authorized without the permission
of the National Security Authority’, to effect its
further dissemination under corresponding national
classification and protection, "

4.1 Although NATO UNCLASSIFIED information does not
require security protection, it may only be released to non-NATO
nations, organizations and individuals when such release would not
be against the interests of the North Atlantic Treaty Organization,
Any procedures considered necessary for such release will be
decided independently by member nations and NATO commands and
agencies,

5. The procedures have been set out in convenient sections
so that all persons who are required to handle NATO classified
information may be readily aware of their responsibility in fulfilling
their particular function, It is not possible, however, in this
document to allow for national and local conditions, and member
nations and NATO commands and agencies(l) may require to
supplement these procedures with more detailed regulations of

their own,

(1) Except where specifically noted otherwise, the term “"NATO
command and agency"”and "NATO command or agency”used
throughout CC-M(55)15(Final) include the following: the Military Committee,
International Military Staff, Major NATO commands, NATO Military
agencies, NATO [nternational Secretariat, NATO civil ageucies.

NATO RESTRICTED




PUBLI C DI SCLOSED' M SE EN LECTURE PUBLI QUE

DECLASSI FI EDY DECLASSI FI EE -

NATO RESTRICTED

Revised 4, 10,1974 ~1é- C-M{S33¥5(FTINALY
217, NATO This word is a marking which, when

applied to a document, signifies:

(a) that the document is the property of NATO and if
bearing a security classification may not be passed
outside the Organization except under the conditions
laid down in paragraph 3,

(b) that the document, if bearing a security classification,
is subject to the security protection outlined in these
procedures,

28, The marking .vATO will be applied to all copies
prepared for circulation within the North Atlantic Treaty Organization
of SECRET, CONFIDENTIAL and RESTRICTED documents, The
marking NATO may also be applied to UNCLASSIFIED documents.

NATO RESTRICTED
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SECTION III

ACCESS TO NATO CLASSIFIED INFORMA TION

NEED-TO-KNOW

29. Access to NATO classified information will be confined

to those whose duties make such access essential. No person is entitled
solely by virtue of rank or appointment or security clearance to have
access to NATO classified information. In each and every case the
need-to-know will be established.,

PERSONNEL SECURITY

30. Each member nation will be responsible for security clearing all
its nationals before they are authorized access to NATO information
classified TOP SECRET, SECRET or CONFIDENTIAL either in member
nations or NATO commands or agencies,

31, Each member nation will, at the request of the NATO
command or agency, at which a person is to take up duty, provide

a completed copy of the NATO security clearance certificate (copy

at Annex 3) certifying that the person has been security cleared.

If any information about one of its nationals serving with a NATO
command or agency is received by a member nation, which in its
opinion would affect the security of NATO, that nation will either
communicate such information to the security authority of the NATO
command or agency concerned, in so far as national security permits,
or withdraw that person's security clearance. If the latter course of
action is taken, the security authority of the NATO command or agency
will gimilarly be informed. Where such information has been obtained
by a member nation in respect of a national of another member nation
or by a NATO command or agency in respect of a member of its staff,
the nation concerned should be advised,

32, The security clearance certificate provided under the
terms of paragraph 31 for an individual on initial appointtment to NATO
will be based on an investigative action which was completed:

(a) in the case of personnel seconded from the armed
forces or civil services, not more than three years
before the date of the appointment;

(b) in the case of personnel not seconded from the armed
forces or civil services, not more than nine months
before the date of the appointment,

In either case, the date of expiry appearing on the certificate will in no
case be more than five years from the date of the last investigative action.
After the issue of the initial security clearance certificate and provided
the staff member has unbroken service with NATO, the certificate wil]l be
renewed at intervals not exceeding five years with effect from the date of
the last investigative action on which it was based.

NATO RESTRICTED
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BRIEFING
33, Before having access to COSMIC TOJ SECRET information, all

persons will be tbrieied on NATO security procedures and the consceguences
which the law or administrative or executive order of their nation provides when
classified information passes into unauthorized hands either by intent or through
negligence, Persons with access to NATQO SECRET, NATO CONFIDENTIAL
and NATO RESTRICTED information will be :nade aware of the apprepriate
NATO security regulations and of the consequences of negligence,

34. It is important that persons ~vho are required to handle NATO
classified information are made aware of the dangers to security arising from
indiscreet conversation; on their relationship with the press: and nnr the threat
presented by activities of hostile intelligence. Such persons will be thoroughly
briefed on these dangers with particular emphLasis on the serious threat to
security inherent in professional or social contacts with nationals ot Commiiinist
countries(1).

33, Such personnel must be urged to reoort immediately to the
appropriate security authorities any contacts they may have with nationals or
Communist countries occurring outside their normal duties and any approach
or manoeuvre with suspicions of an intelligence backyground,

36. All personnel normally exposed to frequent contact with represent-
atives of Communist countries must be given a briefing on the techniques known
to be employed by various intelligence services.

37. Persons who have accesgs to NATD classified information and who
intend to travel to or through (including schedules stop-overs by air travel)
Communist countries or to any destination by any form of transport that belongs
to, is registered in, or managed from a Communist country, shall, before
commencing their journey:

(a) be given a thorough briefing about the security hazards which mnay
be involved, During the briefing, they will be requested to report
as soon as they return on any occurrence, no matter how unirnportant
it may seem, which could have security implications;

(b) if serving in NATO commands or agencies, obtain prior approval
for the journey from the head (or the oificer designated by him) of
their NATO command or agency who. in turn, must seek prior
authority through established channels from the appropriate parent
National Security Authority. Additionally, the NATO Qffice of
Security will be consulted in cases involving NATO civil agencies and
the appropriate military security authority will be consulted in tases
involving NATO military commmands or military agencies;

(c) if holding permanent or temporary NATO passes or NATO (ivil
Wartime Agencics' identification cards, deposit these docwnents
in a secure place,

{1) Throughout C-M(55)15(FINAL) the term "'Communist countr(y}{(iesl includes
any of the countries listed at Annex 6

NATONO REFSTRITCT ED



A e N

PUBLI C DI SCLOSED/ M SE EN LECTURE PUBLI QUE

DECLASSI FI EDY DECLASSI FI EE -

NATO RESTRICTED

(Revised 4, 10, 74) -18A- C-M{533)15(F1nAL)

37.1 Staff of NATO commands and agencies whose dependents wish
to make similar journeys shall notify the security authority in their NATO
command or agency prior to the journey, The dependents will be suitably
briefed and debriefed, preferably by the security authorities concerned, or,
if this is impracticable, by the person whose dependents are making

the journey,

37.2 The procedures in paragraphs 37 and 37,1 above are without
prejudice to any more stringent regulations of the traveller's parent
nation which exist on this subject,

ACCESS TO NATO CLASSIFIED INFORMATION

38. Each individual in possession of NATO classified information
is responsible for ensuring that persons to whom it is passed are
authorized to have access to information of at least that specific
classification,

39, The responsibility for authorizing access to NATO classified
information, and for the briefing of personnel on the NATO security
procedures, rests with the responsible officials of the government
department or NATO command or agency in which the person is to be
employed.

40, Member nations and the heads of NATO commands and agercies
sponsoring delegates to conferences and meetings away from their parent
organizations will transmit certification to the appropriate authorities that
such delegates are authorized to have access to NATO classified information
of the appropriate level, Exceptionally, such certification may be hand-
carried by the delegates concerned, A copy of the certificate of security
clearance to be used for all visits, except repeated visits or visits to
facilities in more than one member country to be made under the terms
of Section VI of Enclosure 'D’, is at Annex 4,

41, Persons outside regular government or NATO employment on
NATO or national business requiring access to NATO classified information
do so under the sponsorship of their own government and will be security
cleared and briefed as to their responsibility for security,

ACCESS TO COSMIC TOP SECRET INFORMATION

42, Access to COSMIC TOP SECRET information must be specially
controlled. Those who are required to have such access will be specifically
designated by the government department or NATO command or agency
concerned, and their names will be recorded in the appropriate COSMIC
registry or control point.
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43, All persons to be authorized access to COSMIC TOP SECRET
information will sign a certificate to the effect that they have been briefed
on NAT" security procedures and that they fully understand their special
and continuing responsibility for safeguarding COSMIC TOP SECRET
information, and the consequences of unauthorized disclosure of classified
information either by intent or through negligence,

44. The names of all persons ceasing to be employed in duties
requiring access to COSMIC TOP SECRET information will be removed
from the COSMIC list, All persons ill be reminded of their special and
continuing responsibility for the safeguarding of COSMIC TOP SECRET
information and will :"ign a certificate to the effect that they understand
this, Should any such person be re-employed on duties requiring access
to COSMIC TOP SECRET information, the procedures in paragraphs 33 to
37.2, 42 and 43 above will be completed by the new department in which
the person is to be employed,.

ACCESS TONATO CRYPTO INFORMATION

44. 1 Security clearance procedures for establishing a person’s
eligibility to have access to NATO classified information are equally
applicable for eligibility to have access to NATO crypto information. In
addition, individuals who in the normal course of their duties are required

to have continuous access to NATO high grade key material or crypto
information of a sensitive nature must be specifically authorized in
accordance with the procedures set forth in NATO crypto security | structions
which have been promulgated by the Military Committee,

INTERIM ACCESS TO NATO CLASSIFIED INFORMATION IN AN
EMERGENCY

45, In wartime or in periods of mounting international tension when
emergency measures require it, member nations and heads of NATO
commands and agencies may in exceptional circumstances grant by a
written authorization access to NATO classified information to persons who
do not possess the requisite security clearance provided that such
authorization is absolutely necessary and there are no reasonable doubts

as to the trustworthiness of the person concerned.

46, In the particular case of COSMIC TOP SECRET information,

this emergency access will be confined wherever possible to those personnel
whose clearances already afford them access to NATO SECRET or NATO
CONFIDENTIAL information.

47, Whenever such emergency access is granted a record of the
authorization will be made by the authority concerned who will, as soon
as possible, institute the procedures necessary to fulfil the normal
clearance requirements,
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DISTRIBUTION
86. Distribution of NATO classified documents will be on a

need-to-know basis, Documents classified NATO CONFIDENTIAL
and above will be restricted to persons currently authorized to have
access to such information,

817, The initial distribution of documents classified NATO
CONFIDENTIAL and above should be specified by the originator. The
addressee may authorize such wider distribution as may be required in
accordance with the principle laid down in paragraph 86 above.

88, Distribution of COSMIC '+OP SECRET documents will be
through registry channcls except as provided for in paragraph 119.
COSMIC TOP SECRET documents on loan outside a registry or control
point will be returned when no longer rzquired,

EXTRA COPIES, TRANSLATIONS AND EXTRACTS

89. If an addressee requires extra copies of a COSMIC TOP SECRET

document these should normally be obtained, except in the case of a signal/
message, from the originating member nation or NATO command or agency,
It is recognized, however, that it may be necessary in exceptional cases
for an addressee to make copies or translations of COSMIC TOP SECRET
documents. In such cases reproductions or translations of COSMIC TOP
SECRET documents and signals/messages must:

(a) be authorized by the Control Officer(l) of a COSMIC central
registry, This authorization may be delegated to a Control
Officer of a COSMIC sub-registry but in such cases a report
of such reproduction or translation will be reported to the
COSMIC central registry who will monitor such reproductions
and translations and record the copies made. In the case of
a signal/message the officer in charge of the signal office
primarily concerned may authorize the production of those
copies and translations necessary to make initial distribution,
Thereafter the authority for reproduction and translation of
signals/messages will be the same as for other COSMIC
TOP SECRET documents;

(b) bear the reference and copy number of the original document
together with the name of the originating authority and that of
the reproducing element;

(c) be marked with an identifying copy number locaitly assigned by
the element making the reproduction or translation;

(d) display the COSMIC TOP SECRET marking and classification
and all other markings accorded to the original document;

(1) The terms Control Officer of a COSMIC central registry; Control Officer
of a COSMIC sub-registry; and COSMIC Control Officer throughout this
Section and Section VII include their alternates - see paragraph 116
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(ii) copies when produced are brought under reaistry and
inventory control applicable to COSMIC TOP SECRZT
documents and reported irn the annual muster along with
other COSMIC TOP SECRET documents held;

(iii) the Control Officer of a sub-registry authorizing
reproduction from microfilm reports the nuniber of
copies made to the Control Officer of the COSMIC
central registry.

TRANSMISSION
Packaging
97. Documents classified NATO CONFIDENTIAL and above will

be transmitted under double opaque and strong cover. The inner cover

will be secured and bear the marking COSMIC or NATO as appropriate
together with the security classification, The inner cover will be enclosed

in a secure outer cover, The outer cover will bear an address and a

package number for receipting purposes and will not indicate the classification
of the contents or the fact that it contains classified information. If documents
are transmitted under double cover by courier, the outer cover should be
clearly marked, e.g., "by courier only'. A locked pouch or box or a sealed
diplomatic pouch may be considered as the outer cover.

98. When NATO classified documents are carried betwcen offices
of the same building or enclosed group of buildings by officials (other than
messengers), they will be covered in such a way as to prevent observation
of their contents, 1f they are carried by messengers they will be ¢nclosed
so that the messenger does not have access,

Document Control

99. A receipt will be enclosed in the inner cover of COSMIC TOP
SECRET and NATO SECRET dccuments, NATO CONFIDENTIAL documents
will be receipted for only if required by the transmitter., The receipt will
be immediately returned to the sender after having been cdated and signed.
COSMIC TOP SECRET documents transmitted between registries and control
points will be opened and receipted for only by a COSMIC Control Officer.

In exceptional circumstances the inner cover of a COSMIC TOP SECRET
document may be addressed to an individual through a COSMIC Control
Officer, in which case only that individual will open and receipt for the
documents. The receipt and disposal of such documents will be recorded in
the usual manner,
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100, A continuous receipt system is required for COSMIC TOP
SECRET documents, For transmission of NATQO SECRET documents
within member nations and NATO command and agencies, each member
nation or NATO command or agency concerned will establish internal
controls, to include periodic inspections, and such other appropriate
measures as will ensure that NATO SECRET documents are controlled
and their movements recorded,

101, A receipt, which requires no security classification, will
quote only the reference number, date, copy number and language of
the document and not its title,

102, For NATO CONFIDENTIAL and above couriers and
messengers will obtain receipts against package numbers. Receipts
for packages containing NATO CONFIDENTIAL documents are only
required if carried outside the confines of a building or enclosed group
of buildings.

Personal Carriage

103, Each member nation and NATO command and agency will
prepare instructions covering the personal carriage of documents
classified NATO CONFIDENTIAL and above based on these regulations,
The bearer will be required to read and sign these instructions, In
particular, the instructions should make it quite clear that in no
circumstances:

(a) may the documents leave the possession of the bearer unless
they are housed in accordance with the provisions for safe
custody contained in Section IV above;

(b) may documents be left unattended (e, g. in hotels, and
vehicles) or stored in hotel safes or luggage lockers;

(<) may documents be read in public places (e.g. in aircraft,
trains, etc.).

INTERNATIONAL TRANSMISSION

104. Documents classified NATO CONFIDENTIAL and above
wil! be conveyed by diplomatic pouch or military courier service, In
addition, NATO SECRET and NATO CONFIDENTIAL documents may be
transmitted by registered mail through specific postal services approved
by the NATO Office of Security,

105, Exceptionally, documents classified NATO CONFIDENTIAL
and above may be carried by hand of persons other than courjers provided:

(a) they are authorized access at least to the level of
classification of the documents carried;
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(b) that a record is held in the appropriate registry in the case
of COSMIC TOP SECRET documents, and in the appropriate
offices in the case of NATO SECRET and NATO CONFIDENTIAL
documents, of all documents carried, The receipt for the
documents or the actual documents, if returned, should be
checked against this record;

(c) the docurnents will be carried in a locked container which will
bear a label with an identification and instructions to the finder;

(d) this container will be covered by an official seal, or likewise
protected under procedures designed to prevent customs
examination;

(e) the bearer carries a courier certificate (copy at Annex 5)

recognized by all NATO nations authorizing him to carry
the package as identified;

(£) the bearer does not travel either by surface routes through
non-NATO nations or by air routes over Communist countries,
When speed is of paramount importance, this restriction may
be waived on the specific authority of the head of the NATO
command or agency or his authorized designate or by the
appropriate authority of the member nation,

NATIONAL TRANSMISSION

106, National transmission of documents classified NATO CONFIDENTIAL
and above will be by authorized messenger service, courier or hand of person
authorized to have access at least to the level of the classification of the
documents carried, Additionally NATO SECRET and NATO CONFIDENTIAL
documents may be transmitted by registered or insured mail if such transmission
is permitted under national regulations.

107, Whenever a messenger service is used {or the carriage of
documents classified NATO CONFIDENTIAL and above outside the confines of
a building or an enclosed group of buildings, the packaging and receipting
provision contained in paragraphs 97 to 99 and 102 above will be complied with,
Exceptionally documents classified NATO CONFIDENTIAL and above may be
carried within a member nation provided the provisions of paragraphs 103

and 105(a), (b) and (c) are complied with,

TRANSMISSION OF NATO RESTRICTED DOCUMENTS

108, NATO RESTRICTED material will be transmitted nationally or
internationally by such means as are authorized by the appropriate National
Security Authority, In the case of NATO commands and agencies, the rules
governing such transmissions will be set by the head of the command or
agency after agreement with the National Security Authority of the member
nation in which the material is despatched,

ELECTRICAL TRANSMISSION

109, Signals/messages will be accorded at lcast equivalent protection
to that laid down for other documents of the same classification, When
electrically transmitted, messages classified NATO CONFIDENTIAL and
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above will be :ncyphered and if classified COSMIC TOP SECREZT cor NATO
SECRET only the cryptographic systems specifically authorized by the

Military Committee will be used, The handling oi COSMIC TOP SECRET
messages in signal centres will be restricted to officers or other specially
designated cryptographic personnel whose number should be kept to a minimum,
In addition, each message or signal centre used for the receipt of encyphered
NATO classified messages will initiate a system to ensure that persons not
authorized access to NATO classified information will not gain such information
through reviewing incoming message files, NATO RESTRICTED messages

will be encyphered when transmitted across national {rontiers, They will

also be encyphered when transmitted nationally except where the means of
encyphering is not available or speed is of paramount importance; in such
cases, they may be passed in clear text wer the telex system provided
national security regulations allow such transmission,

110, Telephones even with speech inversion equipment will not

normally be used in the discussion of infcrmation classified NATO CONFIDENTIAL
and abhove, As an exception such classitied information may be conveyed by
telephone when secure voice equipment evaluated and approved by the Military
Committee is used., Information so conveyed will not exceed the classification
levels for which approval has been given, The discussion of NATO RESTRICTED
information over the telephone will be subject to the regulations laid down by

the National Security Authority of the member nation in which the call originates,

SECURITY OF COURIER AND MESSENGER PERSONNEL

11l, All couriers and messengers employed to carry documents
classified NATO CONFIDENTIAL and above will be security cleared by the
appropriate national authority, There is, however, no necessity for such
persons to be briefed on NATO security procedures, Couriers and messengers
will be instructed on their duties for protecting the documents entrusted to them,

DESTRUCTION OF NATO CLASSIFIED DOCUMENTS

Routine Destruction

112, To prevent unnecessary accumulation, superseded documents and
documents no longer needed will be destroyed as soon as practicable, It is not
necessary to await destruction instructions from the originator, Holders of
NATO classified documents will maintain a continuing review of them to
determine whether they can be destroyed,

113, Surplus or superseded classified documents including all classified
waste such as spoilt copies, working drafts, shorthand notes, carbon paper,
etc, will be destroyed under appropriate security regulations and supervision
by burning, reducing to pulp, shredding or pulverising into an unrecognizable
form and beyond reconstruction:

(a) except as provided for in sub-paragraph (c) all COSMIC TOP
SECRET documents for destruction will be returned to the
registry which holds them on charge, Each COSMIC TOP SECRET
document will be listed on a certificate of destruction which is
to be signed by the COSMIC Control Officer and by the official
witnessing the destruction who must be authorized to have access
to COSMIC TOP SECRET information, PDestruction certificates
of COSMIC TOP SECRET documents \thich have been microfilmed
should so indicate that factg
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SECTION VII

COSMIC REGISTRIES AND CONTROL POINTS

116, The purpose of COSMIC registries and control points is to #nsure
the correct recording, handling and distribution of COSMIC TOP SCRLT
documents, The head of the COSMIC registry or control point is designited
the "COSMIC Control Officer'. Alternate COSMIC Control Officers should be
designated as necessary. An alternate COSMIC Control Officer may perfor::;
some of the duties of the COSMIC Control Officer on a permanent basis and
will assume all authority and responsibility during the latter’s absence,

117, Central registries act as the main receiving and despatching
authority for the member nation or NATO _ommand or agency within which
they have been established, Central registries may also act as sub-registries
where appropriate,

118, Sub-registries are responsible for the internal distribution of
COSMIC TOP SECRET documents and for keeping records of the location of

each document held on the sub-registry's charge, When issued on temporary

loan to other than a control point, such records will include the individual custody,

119, A COSMIC control point is an administrative means for assisting

in the control of COSMIC TOP SECRET documents below the registry level,

Its primary purpose is to provide facilities for the receipt, routing, and custody
of COSMIC TOP SECRET documents received from the registry under which it
operates, and when authorized from other COSMIC central registries, sub-
registries or control points and to control them when on temporary loan to
individual users,

120, COSMIC control points may be established in accordance with
regulations issued by the appropriate National Security Authority, the Secretary
General, the Military Committee or Major NATO Commanders, Infrequent and
temporary access to COSMIC TOP SECRET documents does not necessarily
require the establishment of a COSMIC control point provided procedurcs assure
that the documents remain under the control of the appropriate COSMIC

registry or existing control points,

121, In exceptional circumstances control points may be authorized to
exchange COSMIC TOP SECRET documents directly with other registries and
control points provided that the transmission and receipt is recorded in the
registries responsible for holding the documents on charge,

122. Control points are responsible for keeping up-to-date records of
the individual custody of all COSMIC TOP SECRET documents in their charyge,

123, In order to expedite NATO business, and for administrative
economy, sub-registries and control points may be authorized by the
appropriate authority of the member nation or NATO command or agency

to transmit COSMIC TOP SECRET documents direct to other sub-repistries
and control points within the same member nation or NATO command or

agency.
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SECTION X

PROTECTION OF NATO CLASSIFIED INFORMATION
HANDLED AND STORED IN AUTOMATIC DATA PROCESSING SYSTEMS

INTRODUCTION

162. The security policy and requirements in this Section apply to
all automatic data processing systems processing NATO classified
information except ADP systems and in=tallations used solely for

communications purposes. The securit requirements for such communications

computers are defined elsewhere. Because these are based on the same
security principles, this will not inhibit interface between data processing
and communications computers when necessary, Furthermoie, paragraphs
165 through 167 and 177 through 181 appiy only to automatic data processing
systems operated by NATO commands and agencies, Some ADP systems
currently used or already initiated may not permit attainment of all the
objectives immediately but every effort should be made for their earliest
practicable inclusion., They must be included in all systems initiated at

a future date. Any computer or terminals which are connected to the
NATO systems must meet the requirements of this Section.

GENERAIJ,

163. ADP installations are capable of processing and storing larve
amounts of NATO classified information in a compact form designed to
permit its quick retrieval and use. Within ADP installations it is not
always practical to implement the''need-to-know' 'principle to the same
extent as in a conventional office and opportunities are increased for the
surreptitious acquisition of information. These installations are, therefore,
att ractive espionage targets, The complex electronic equipment comprising
an ADP system is expensive, difficult to repair or to replace rapidly and

is very vulnerable to accidental or malicious damage,

164. To achieve protection equivalent to that afforded under
conventional circumstances, ADP installations processing NATO classified
information require the highest appropriate standards of conventional
gsecurity coupled with special security procedures and techniques designed
for automatic data processing.

SECURI.'Y RESPONSIBILITY

165. The responsibility for security of ADP systems will rest with
the security authority of the NATO organization. This responsibility
is distinct from that of operational responsibility vested with the
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operational element of the organization as described in paragraph 1569,
As the recurity problems will include areas which are covered by the
communications security and counter-intelligence services, proper
co-operation and co-ordination between the different elements must
be assured.

166, Similarly, co-operation and co-ordination between the
ADP authority and the security authority are essential from the outset
whenever an organization:

(a) plans to develop or acq ire an ADP system;
(b) proposes to make changes to an existing configuration;

(<) proposes to make significant changes to the mode of
operation;

(d) proposes to make significcnt changes to existing, or to
adopt new, controlling systems software (see paragraph 195);

(e) proposes to undertake work of a higher security classification
than has previously been processed by an existing ADP
installation,

167. The security authority and the ADP authority will decide on
security measures to be applied by the suppliers during the installation
and testing stages,

168. The ADP authority will be responsible for the implementation
and control of the special security features designed as part of the overall
ADP system., Before an ADP system becomes operative, the
responsibilities for the implementation and supervision of security

during operation must be detailed,

169, The head of the office immediately responsible for an ADP
system will designate from his ADP staff an ADP security officer to

whom will be delegated the responsibility for the supervision of the
implementation of the security provisions within the ADP system,

including those outlined in the Operating Procedures (paragraph 207 below),

PEXRSONNEL SECURITY

170. Because of the vulnerabilities described in paragraph 163
above, particular care must be taken over the training and supervision
of ADP staff,
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Clearance of Staff

171, Individuals must be cleared to the highest classification
and category of information to which their duties could possibly give
them access,

Compartmentalization of Staff Duty Assignments

172, Wherever possible, duties and responsibilities should be so
allocated to ADP staff that no viie person has complete knowledge or
control of the system security key and software, The aim should be
that collusion between two or mor._ individuals would be necessary for
surreptitious acquisition of NATO classified information or intentional
degradation of the system,

TRAINING

173. In order to ensure that security measures are sensibly devised
and implemented, ADP and security staff with responsibility for ADP
security must be trained to the extent necessary to understand each
other's problems,

AUTOMATIC DATA PROCFESSING SYSTEMS

Design of Security Safeguards

174, The aim of the design must be:

(a) to prevent unauthorized access to NATO classified
information;

(b) to detect, abort and report attempts to obtain unauthorized
access; and

(c) to detect and report unauthorized access after the event,

An evaluation of the security features of the hardware and software must
be made and consideration given to the design of additional measures and
procedures necessary to give an acceptable degree of protection to NATO
clagsified information. Monitoring and auditing facilities should he
provided to allow a continuous check on security to be carried out,

175, Any means for the electrical transmission of NATO

classified information outside the ADP centre must satis{y pertinent
communications security standards.
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176. A central computer facility must have the capability of
positiv=ly denying access to NATO classified informa tion to any or all

of its remote terminals, when required, either by physical disconnection
or by special software features approved by the security authority.

Procurement

177. Procurement of ADP systems will be limited, in so far as
possible, to systems designed and manufactured in NATO member
nations, Specifications for procurement should include the requirement
that appropriate security safeguard ' are incorporated in the system,

A complete description of these sa.cguards and how they function should
be made available bv the supplier. The specifications should also
include a requirement for the supplier to provide, on 1equest,
documentation on all hardware and software as originally supplied,

to identify any subsequent mocafications and to state how they affect the
operation of the security fectures.

178, In deciding whether equipment to be used for classified
work should be purchased or leased, it must be borne in mind that
such equipment, if classified, cannot be released outside an
appropriately secure environment without first being declassified to
the approval of the security authority and that such approval may not
always be possible.

Installation

179. Installation of ADP systems should be so specified that
installation is carried out by security qualified installers under constant
supervision of technically qualified personnel who are cleared for access
to NATO classified information to the level equivalent to the highest
classification which the ADP system is expected to handle., All equipment
must be installed in accordance with NATO directives pertinent to the
installation of electrical/electronic equipment for the processing of
classified information,

Acceptance Testing and System Approval

180. The suppliers of an ADP system should give an assurance
that it incorporates the security features required by the procurement
speification. Before the system is used for processing NATO
classified information, it should be subjected to security testing

and approval by an independent team of technically qualified and
appropriately security cleared personnel acting for the user organization.
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Maintenance
181, Contracts for scheduled and on-call maintenance of ADFP

systems processing NATO classified information must specify
requirements and/or arrangements for maintenance personnel who
must enter the classified ADP area or who may acquire access to
NATO classified information in the course of their maintenance
duties (see paragraphs 171 and 184).

Routine Checking of Security Features for Continued Approval

182, After acceptance, ie correct operation of security ieatures
should be checked as often as possible, and in the case of NATO
commands and wgencies at least once annually. It must also be checked
after any modification, repair or failure any of which could have
affected the security safeguards of the system. Continued approval of
the system depends on the satisfactory completion of the checks,
Changes will be effected in conjunction with the relevant security
authority.

PHYSICAL SECURITY

Classified ADP Areas

183, Areas in which classified information is transcribed or
processed or stored by ADP means, must be designated as classified
ADP areas and established as NATO Class [ or Class Il sccurity arcas
or national equivalent, as appropriate.

Control of Entry

184, Entry to and departure from the classified ADP areas of
both people and material will be controlled by positive means,
Individuals requiring temporary or intermittent access to these

areas will be authorized entry as visitors by the responsible security
authority. Visitors must be supervised at all tin:¢s to ensure they are
denied unauthorized access to NATOQO classified information and that
they do not gain access to the ADP equipment for illicit purposes,

Application of Physical Security Measures

185, Physical security measurces appropriate to the highest
category of information normally processced or stored nrust Le applied
at all times to the classified ADP areas. A central conputer tacihty
should never be occupied by only one authorized individual.
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SECURITY OF INFORMATION

Classification

186, It is the responsibility of the requester of the information
to be processed, in consultation, where necessary, with the system
analyst/programmer to identify and classify all input, programmes,
data files and output and any intermediate form in which his data will
be recorded during processing, The agreed classification must be
included in the system and/or programme documentation, Qutput will
have the same classification as the data used for its production, unless
the competent authority has agreed, ifter review, to a different one -
sce also paragraph 71, The fact that the data may be in a brevity code,
transmission code or in any form of binary representation does not
provide any security protection and should not, therefore, influence the
classification of the data.

187. Re-usable storage media used for recording classified
information shall retain the highest classification for which they have

ever been used until destroyed or properly declassified.

Identification

188. User data input and output in documentary form shall

be identified by control number, user identity, security classification
and date. Where possible, the system shall identify each terminal
with its authorized users and each combination of terminal and
authorized user with the access allowed. The beginning and end of
all classified output deriving from user data bases shall be indicated
and each page of printout shall be numbered and marked with the

classification. Multiple copies of material classified COSMIC TOP SECRET

and NATO SECRET and special categories of information (e. g.
ATOMAL and SIOP) will be identified individually and assigned
copy numbers prior to release. Classified outputs produced for
reproduction purposes will be identified as reproduction masters
and controlled appropriately.

Marking

189, Information must be clearly marked withits classification
in plain language before being removed from the classified ADP area.
Within the classified ADP area plain language classification markings
will be used whenever practicable. When not practicable, a locally
devised classification code must be used.
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Control
190. Manual and, whzre possihble, automatic logs will be kept to

control NATO classified information through all its stages of processirng
and storage. These logs should be retained for a period to be agreed with
the security authority,

191. Except as stated in paragraph 192 below, classified ADP
output and material containing accountable information shall be transferred
from the classified ADP area to a 1 scipient only by prescribed classiiied
document control procedures, Cla _sified information recorded in machine
readable form, i, e, magnetic tape, punched tape and punched cards, etc.,
will be identified and described on the receipt form as to classification,
subject and content.

192, Information connected with a particular classified job held
within the classified ADP area or in the custody and under the control

of the individual for whom the material was originally produced, may be
handled as one classified item and need not be registered with the central
(or other) document registry, provided the material is identified, marked
with its classification and controlled within the classified ADP area until
reduced to record copy and placed on permanent file, or entered into
transmission channels or destroyed. This material may be handled as
classified working papers and held in approved storage facilities for the
minimum required period after which time it shall either be brought under
formal document accountability or destroyed, Appropriate records and
control of bulk classified material shall be maintained by the custodian and
the ADP centre until the material is brought under formal document
accountability control or destroyed,

Destruction of NATO Clasgsified Information Stored on Ren:ovaiile
ADP Media

193, Electromagnetically recorded NATO classified information
should be destroyed by approved methods as soon as it is no longer
required. When a storage medium comes to the end of its useful life,
it should be physically destroyed unless it can be released under the
terms of paragraph 178, NATO classified information in hard copy

(i. e. printout, punched cards, punched tape, etc.) should be destroyed
by procedures approved for the destruction of NATO classified material
as laid down in Section VI,
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Access Codes or Security Keys

194, All information controlling access to data must be ciearly
identified and protected under such arrangements as prescribed for the
highest classified information to which it may give access.

Controlling Systems Software

195, Master copies of all controlling systems software(l) in

use should be stored under the most secure conditions available. The
versions in use should be verified at ‘egular intervals to ensure their
integrity and correct functioning in order to preclude security violations.
New versions of any controlling systems software should not be used for
the processing of NATO classified information until the software security
features have been thoroughly checked,

Handling and Control of Removable Magnetic Stores

196. All removable magnetic stores held within a classified ADP
area must be properly identified and controlled. The control must include:

(a) means of identification for each separate medium;

(b) records, manual or by computer, of the general content
and classification of the information: and

(c) fixed procedures for entry into and release from the
area and for final disposition of the stores by destruction
or other methods,

To avoid confusion in manual systems of having, for example, NATO SECRE
information recorded on a magnetic tape marked COSMIC TOP SECRET
(see paragraph 187), it is recommended that the locally devised
classification code referred to in paragraph 189 should be amplified to show
the disposition category of the store as well as the classification nf the
information recorded on it,

(1) All systems software which may be present to control the
execution of applications software or the interaction of
computer systermn components
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Electrically Transmitted Information

197, The information passed between a central computer facility
and its remote terminals or between two or more ADP systems, shall
include, as a preamble, the highest NATO security classification of

the information being transmitted as well 2as any other information needed
to control its proper handling, processing and distribution,

Protection against Compromising Radiations and Clandestine
Devices

198. Where required by the s curity authority a technical inspection
and radiation survey of the ADP system shall be carried out by a technically
qualified security inspection team and appropriate corrective measures take:
before the system is allowed to begin processing classified information.

To ensure continued conformity with the criteria in NATO directives
pertinent to the installation of electrical equipment for the processing of
classified information, such technical inspections and radiation surveys
shall be repeated after any major change in the configuration or after any
new conductor has been introduced into or through the inspected zone or

at intervals as required by the security authority., Additionally, such
technical inspections and radiation surveys will be carried out at least

once a year in NATO commands and agencies,

199. Where the possibility of technical security or counter-
intelligence monitoring of signals exists, the monitoring sweeps should
include examination of those frequencies which might carry signals
originating from the ADP system and should be performed at such
intervals as to intercept signals originating from the ADP system
during periods of classified operations,

200. Before an ADP system first processes classified work, its
rooms, furnishings and ancillary devices shall be comprehensively
examined for the detection and neutralization of clandestine intelligence
devices., Such examinations shall be conducted by qualified counter-
intelligence teams and repeated at intervals as required by the security
authority, These examinations will be carried out once a year, in NATO
commands and agencies.

SECURITY DURING PROCESSING

201, Until and unless it shall have been proved to the
contrary, it must be assumed that no software or hardware
features can be relied upon, either individually or in combination
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to prevent or detect unauthorized acquisition of information bv a person
who has good knowledge of the system and who has authority to ernter

the computer room, submit a job over the counter, or use a terminal

or who has access to any other entry port{l)., These features must,
therefore, be augmented by additional security measures including, where
necessary, restrictions on certain modes of processing,

202. When specizal category information, i.e. ATOMAL and
SIOP, or information classified COSMIC TOP SECRET is being
processed, the equipment used should be dedicated to this categoryv
and/or classification. When such de lication is impracticable,
information concurrently processed  ithin the ADP system must be held
at the COSMIC TOP SECRET and/or special category level until
reviewed (see paragraph 186) and all terminals not authorized access

to this level and category of information must be denied access (see
paragraph 176).

203, Each ADP system qualified for NATO classified work will
ensure that security measures are in effect to permit access bv onlv
specified and authorized personnel to classified information processed

or produced, This may be accomplished through such ADP access control
techniques as a user identity code, a terminal identity code, and an
information identity code or a combination thereof, An information
identity code or some other equivalent technique shall be used to control
access to all data or information on all classified ADP systems,

204. The access control measures shall allow NATO classitied
data or information to be transmitted to or received from only
authorized local or remote terminals which are manned by authoriced
personnel, Release of NATO classified information to unmanned
facilities will be prohibited unless special arrangements are in force,

205, The security measures should also be capable of aborting
any unauthorized attempt to gain access to NATO classified data or
information and to record and display or print at the ADP centre
pertinent informatien concerning the attempt so that the officer in
charge of operations can take immediate action and report the incident
to the responsible security authority,

(1) Any facility or point of access whereby data or information
may be passed to or frem an ADP system
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System security features will allocate to each local and
remote terminal used for automatic data processing of NATO
classified information an entry port which the system shall recognize
and verify prior to passing NATO classified data to the terminal,

The system shall also be capable of positively checking that the
requesting user, the terminal and the communications link(s) via
which the terminal is accessed, are authorized for such data.

OPERATING PROCEDURES

207,

information,

Organizationg having AI'P systems will issue instructions
covering operating procedures for 1 rocessing of NATO classified

Such instructions will be prepared by the ADP authority

in consultation, whei e appropriate, with the security authority, who

will co-ordinate with other security elements concerued,

The tnstruct-

ions must cover where applicable, the aspects listed hereunder:

(a)

(b)

(<)

(d)

(f
(8)

(h)
(i)
(i)

the allocation of security responsibilities to particular
members of the staff;

arrangements for liaison with the organization’s

security authority;

the personnel authorized routine access to the classified

ADP areas, their duties and responsibilities;

arrangements for the establishment and maintenance of
a list of authorized users and their access control codes
and for the safeguarding of the latter;

visitor control and the measures to be taken for preventing
unauthorized personnal having access to classified

information;

receipt of input;

the control of the collection, distribution and transmission

of output;

control of all storage media;

destruction of classified information;

methods of marking identification and classification on
all information-carrying media;
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handling of work within the classified ADP area and the
records to be kept in this respect;

periodic accountability control, inventory and audit of all
classified holdings within an ADP centre;

measures to ensure the integrity of software;

computer configuration to be used for processing under
various conditions, including any terminals to be denied
access and any peripheral equipments which are to be disatled;

security classification 2 .d category and description of data
which may not be processed urder normal operating conditions
and actions to be taken before such information 1 #av be processed

details of the precautions to be taken before and after processing
or preparing different types of classified work, including
routines for clearing main memory and clearing all stores,
including those associated with peripheral devices and data
processing apparatus;

running of monitor or audit programmes and scrutinv of the
records created by such programmes for detection of
unauthorized attempted access;

examination of manual records and the computer logs in order
to ensure that instructions are being followed;

detailed procedures to be followed in the event of failure of
systemns components, power outage or other fault conditions
which could affect the reliability and/or operational
characteristics of the ADP systems security features:

guidance to ADP users, for example, about preparation of
input including security requirements, responsibility for
classification, safeguarding of user identification, and file
access passwords, and reporting unusual incidents which
might be relevant to security such as receipt of wrony output;

the responsible authority who shall approve procedures

under which the remote terminals shall resume processinyg
classified data or producing classified information atter
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(v)

such processing or producing has been suspended
because of suspicious actions, e, g.,, unauthorized
attempts to gain access;

an emergency destruction plan for all classified ADP
information,
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PROCEDURES TO BE FOLLOWED FOR THE RELEASE OF NATO
CLASSIFIED INFORMATION TO INTERNATIONAL ORGANIZATICNS
OUTSIDE THE NORTH ATLANTIC TREATY ORGANIZATION
COMPOSED ONLY OF SOME OR ALL NATO NATIONS

1. Any member nation or NATO command or agency
considering it would be advantageous to NATO to release to an
international organization, outside the North Atlantic Treaty Organization,
composed only of some or all NAT( member nations NATO classified
information up to and including COf AIC TOP SECRET but excludiny that
originated by one or more of the nations participating in a NATO Production
and Logistics Organization or other organization granted a charter under
the terms of C-M(62)18 or generated within such an organization and
pertaining to it - see paragraph 3 below -~ will submit an application for
its release to the Military Committee or NATO civil committee most
concerned with the information(1).

2, The authority to release such NATO classified information
will rest exclusively with either the Council or the relevant committee,
In the case of information referred to a NATO civil committee that
committee will authorize its release, provided it is unanimous that the
information may be released and provided the information is not
classified higher than NATO CONFIDENTIAL, If the information is
classified COSMIC TOP SECRET or NATO SECRET, the NATO civil
committee, having agreed that the information should be released, will
seek the approval of Council, for its dissemination. Normally, such
approval will be sought case by case but where there is a need to release
a certain type of information on a continuing basis, Council miay authorize
the NATO civil committee to act on its behalf. (If the originator of the
information, for which release is desired, is not a member o! the
relevant committee, that committee must first seek the originator 's
consent to the release, if the originator or originators cannot be
established the relevant committee will assume the responsibility

of the originator.)

3. In the case of NATO classified information originated Ly
one or more of the nations participating in a NATO Production and
Logistics Organization or other organization granted a charter under
the terms of C-M(62)18 or penerated within that organization and
pertaining to it, the application for release - see paragraph | above -
will be submitted to the Board of Directors (or to any other hody
designated by higher authority) of the NATO organization concerned.

(1) For ease of reference, hereafter in this Annex the term “relevant
committee"” will be used in lieu of the expression "as appropriate,
either to the Military Committee or to the NATO civil commniittee
most concerned with the information”
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Provided it unanimously agrees that the information should be released,
the Board of Directors (or any other body designated by higher authority)
will seek the approval of the National Security Authorities of the nations
participating in the NATO organization programme for its dissemination.
If approval is given, the information will be passed in accordance with

the procedures referred to in paragraph 4 below., The NATO organization
concerned will maintain records of all NATO classified information passed
under these procedures together with the written confirmation mentioned
in paragraph 4 below. These rec« rds will be subject to examination by

the NATO Office of Security durir , their annual inspections.

4, When approval for release has been given and before
any NATO classified information is passed to such an international
organization, that organization will confirm, in writing, to the security
authority of the member nation or NATO command or agency or NPLO
(or other) Management Agency making the release, with a copy to the
NATO Office of Security, that the relevant paragraphs of the Security
Regulations set out in the attached Appendix will be implemented at all
times, Normally, this written confirmation will be required only before
NATO classified information is passed to the international organization
for the first time. Subsequent confirmation may be required as a
result of an inspection by the NATO Office of Security,
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. international organization : ,
. " or the NATO:civil comm ee or the Board of Directors (or any other
" body designated by highe ‘authority), as appropriate, referred to in
- paragraph 1 above, - o

- DECLASSI FI EDY DECLASSI FI EE -

... above will bé forward ;-
© channels as laid down in Section VI of Enclosure "C™

NATO RESTRICTED

APPENDIX to
ANNEX 1 to
ENCLOSURE 'C"’ to

| SECURITY REGULATIONS TO ENSURE THE PROTECTION OF NATO
. “FTASSIFIED INFORMATION PASSED BY THE NORTH ATLANTIC

M____—_-—_——-——-——-—-—.‘—-—_-—-———
REATY ORGANIZATION TO AN INTERNATIONAL ORGANIZATION

RN ,VCO'MP-OSE'DONL:Y OF SOME OR ALL NATO NATIONS

. ,__"PER'SONNEL]' -

: Thenumberof officials of the international organizations who

t will be the responsibility of the Military Committee
ittee most concerneéd with the information to be

- Directors (or of any other body designated by

‘of information pertaining to NATO Production
(NPLO) and other. organizations governed by

pbtain assurances from the recipient organization
rganization who will be given access to the NATO

2 " Security cledrance certificates for the individuals concerned
" must be provided to the NATO Headquarters Security Service, or to the
" security authority of the NPLO or other organization concerned before
such individuals can have accéss to NATO classified information,

ofNATOdocuments to be transmitted to the

‘rests: exclusively with the Military Committee

it elcctedin accordance with paragraph 3

NATO do s selocte ) with
¢ international organization through approved

forwarded t

uble ver-yotamwill be used, The inner cover will
\TO"; together. with the security classification, A receipt
closed for each NATO classified document. The receipt
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form, whxch requires no security classification, should quote only
© the reference number, date, copy number and language of the document
and not 1ts title, :

' 6'." : j.‘ . The inner cover w1ll be enclosed in an outer cover which
. will bear a package number for receipting purposes, Under no
" circumstances will any securxty classification appear on the outer envelope,
; :.,7., . SR Messengers wxll alwaye obt ain receipts against package numbers,

o gietration on Arrzval " :

A 8. R As 800N as a NATO classified document is received, it will
. be 1isted. ina speciel register, held by the organization, the pages of which
. will bear columns indicating ‘the date received, the date of the document,
o its serial number, its copy number, ‘its security classification, its title,
" the'date when the receipt is returned and the date the document, when no
L '_ longer required, is eent back to NATO. o

PUBLI C DI SCLOSED/ M SE EN LECTURE PUBLIQUE =

Custodl a.nd Security Protection

o 9. R . When not in us . documents will be stored in a security container
. which is approved for ‘the sto rege of national documents of the same classification
. as the NATO document, = Such containers will bear no indication of their contents,
" which will be accessible’ only to those atithorized to have access to NATO
- classified information. ‘In the case: of combination locks, the combination
- will be known only to the’ officials of the international organization authorized
S 'acceee to NATO classified information and will be changed every six months,
- . or-sooner in case of trunsfer of a.n authorized official, or when compromise
v ds euspected. ' o : : :

~DECLASSI FI EDY DECLASSI FI EE -

N ‘10. SRR NATO clauified documente may only be removed from the
g ...eecurity container in which they are: houeed by members of the international
'5*"organization who are authorised to have access to the documents, The person
.. removing a document from't ‘e,’eecurity container will be responsible for
- ensuring. its eafe cuetody a "timee until he replacee it in the container,
i Im particular, he must ‘ens _that no one, who is not authorised to see the
_document, hee acceu to it S

P "'}racte of NATO classified documents will be made.

lx, No copiee or.
k! fxz Pll.ns for the di ’truction in an emergency of NATO classified
fdocumente ehould be pr i
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o -Breaches of Security P
A 1 3. ,3 When a breach of securxty involving a NATO classified
- document occurs or u lulpected the followmg action should be taken
"-":xmme diately' B L
SRy dxscover the circumstances of the breach of security;

B (b) v*f'notify the NATO Offxc of Securxty.

g (c) 'mim.mize the damage done°
e v'_ (d) ‘. : Vdeviae meaeurea to prevent recurrence;
_ (e) o unplement any recommendatione made by the NATO
| i c _Offxce of: Security to prevent a recurrence,
p PHYSICAL _- | SR
14 o When not in uee. any security container used for the storage of

. NATO classxﬁed documente will at all times be kept securely locked,

o " 15 When meintennnce personnel or cleaners are required to enter
;o or remain in the room in’ ‘which the security container is located, they must

at all times be escorted by a member of the international organization’s

'_.‘__eecurity section. .

16 Outside ofﬁce houre (nt night, week-ends and holidays) protection“
o of the secunty container’ will be provided either by a watchman or by an
. -'v;‘nutomatic alarm yl_tetn e

.of. Security will be. permitted to carry out
ures in force to protect NATO classified
netional organiution. o

th -"'-internntionnl organization holds NATO classified
"ennunl report, to reach the NATO Office of :
",‘ach yeer, to confirm the above security regulations

RESTRICTED
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“.. " PROCEDURES TO BE FOLLOWED FOR THE RELEASE OF NATO
‘ ASSIFIED INFORMATION TO NON-NATO NATIONS AND TO
INTER.NATIONAL "ORGANIZA TIONS COMPOSED EITHER WHOLLY
OR PARTL "‘:QF NON~NATO NATIONS .

o v >’ nation or NATO command or agency considermg

S it would be advantageous vto NATO to release to 2 non-NATO nation or to an
"' ‘international organizatic 'poaed either wholly or partly of non-NATO

o ions, mformation <la up to and including NATO. SECRET, excluding
.. that. origmated by one or'm of the nat ons participating in a NATO

© " Production and Logistics O Janization or other organization granted a

" -charter under the: terms'o 'C- M(62)18 or generated within such an organization

~.and pertaimng to it -~ see pi agraph 3'below - will, as a sponsor, submit an

application for its releaee as approprxate, ‘either to the Military Committee

- or to the NATO civil committee most conc erned with the information(l), The
' applicatzon ahould- o _

PUBLI C DI SCLOSEDY M SE EN LECTURE PUBLI QUE = . ...

.’..

' '(a) e . estabhsh the need—to—know of the intended recipient;

o (b) defme the. advantage whxch would accrue to NATO if the
RN releaee were made. S

e " The authority to release the NATO classified information in
‘ queation will rest exclusively ‘with either the Council or the Military Committee,
" "In the case of information for which release must be approved by Council, the
"NATO Civil committee most concerned will first consider the request, and
. only-if {t° ‘supports the: appl.i_“ ion will the approval of Council be sought for
- - ite dissemination, 'Th ». done by the silence procedure. (If the
S originator of the informati & which releane ds deeired, is nota member
, : oi the relmnt committo

- 'DECLASSI FI EDY DECLASSI FI EE -

and .pertaining to it, the application for
'_11 be nubmitted to the Board of Directors

Any
oY o{ the National Security Authorities of the
NATO organisation s programme for its dissemination,

. eaither'to

. . "'-‘v.";?_f_:"."',j"""moet concﬂ ihformation"

RES IC ED
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T Ii‘ approval is given, the information will be passed in accordance with the
o procedures referred to in paragraphs 4 and 5 below, Records of all
" classified information passed under these procedures together with the
.. written confzrmation referred to in paragraph 5 below will be maintained
. by the NATO organigation concerned, These recards will be subject to
' examination by the NATO Ofi'ice of Security during their annual inspections,

Lo 4. o i approva.l is gwen, the relevant committee or Board of
SR Du'ectors (or any other body designatf i1 by higher authority), as appropriate,
©‘will'ask the sponsor to obtain from the intended recipient, confirmation that
.- 'the information to be released will be accorded at least that measure of
o security protectxon already afforded toit within the North Atlantic Treaty
Organization. In certain circumstances the sponsor may consider it
" useful to send to the intended recxpient a copy of the relevant instructions
al set out in the attached Appendix.

5'.‘. S When release has been approved by Council or the Military
: ':Committee or the. National Security Authorities concerned, as appropriate,

‘and the sponsor conﬁrms that the written undertaking required by paragraph 4

e above has been obtained, the release will be made:

(a) o in reapect of military information excluding that noted in
: (c) below by—the sponsor ‘or other body designated by the
s aponaor;

| : (b) : in respect of;-non-military information excluding that noted
o vin (c)}i_'_:f elow by the Division of Political Affairs;

\of c- M(6Z)18 by the Board of Directors (or by
eaignated by higher authority) of the NATO

should be removed
documentn are tranlm

conlidered practicable or desirable, before the
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SECURITY REGULATIONS TO ENSURE THE PROTECTION OF NATO
CLASSIFIED INFORMATION PASSED BY THE NORTH ATLANTIC
TREATY ORGANIZATION TO NON-NATO NATIONS AND TO
INTERNATIONAL ORGANIZATIONS COMPOSED EITHER WHOLLY
OR PARTLY OF NON-NATO NATIONS

PERSONNE L

The number of officials ir the non-NATO nationor the
international organization who will hav access to NATO classified
information must be strictly confined to those whose duties make such
access essential according to the principle of need-to-know, These officials
must be authorized to have access to national information of the same
classification as the NATO document,

DOCUMENTS

Registration on Arrival

2, As soon as a NATO classified document ig8 received, it will be
listed in a special register, held by the nation or national organization, the
pages of which will bear columns indicating the date received, the date of the
document, its serial number, its copy number, its security classification,
its title, the date when the receipt is returned and the date the document,
when no longer required, is sent back to NATO or destroyed.

Return of Documents

3. If a NATO classified document is returned to the sender the
double cover system must be used. The inner cover will be marked NATO
together with the security classification, A receipt form will be enclosed for
each NATO classified document, The receipt form, which requires no security
classification, should quote only the reference number, date, copy number and
language of the document and not its title, The inner cover will be enclosed in
an outer cover which will bear a package number for receipting purposes,
Under no circumstances will any security classification appear on the outer
envelope, Messengers will always obtain receipts against package numbers.

 Custody and Security Protection

4, When not in use, documents will be stored in a security container
which is approved for the: storage of national documents of a similar
classification as the NATO documents, Such containers will bear no

indication of their contents, which will be accessible only to those authorized
to have access to NATO classified information, In the case of combination
locks, the combination will be known only to the officials of the nation or

NATO UNCLASSIFIED
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international organization authorized access to NATO classified
information and will be charged every six months, or sooner in case
of transfer of an authorized official, or when compromise is suspected.

5, NATO classified documents may only be removed from the
security container in which they are housed by members of the nation or
international organization who are authorized to have access to the documents.
The person removing a document from the security container will be responsible
for ensuring its safe custody at all time: until he replaces it in the container,

In particular, he must ensure that no or.c who is not authorized to see the
document has access to it,

6, No copies or extracts of NATO classified documents will be
made, Original requests for the document should denote the number of
copies required - which must be kept to 2 minimum,

7. Plans for the rapid and total destruction in an emergency of
NATO classified documents should be prepared and confirmed as workable,

PHYSICAL

8, When not in use, any security container used for the storage
of NATO classified documents will at all times be kept securely locked.

9. When maintenance personnel or cleaners are required to enter
or remain in the room in which the security container is located, they must
at all times be escorted by a member of the national or international
organization responsible for that particular room or by a member of the
security staff of that organigzation,

10, Outside office hours (nights, week-ends and holidays), protection
of the security container will be provided either by a watchman or bv an
automatic alarm system,

BREACHES OF SECURITY

11, Whenever a breach of security affecting NATO classified
information is discovered:
(a) ., @8 re’poft-giV’ihg details of the breach will be sent immediately

to the security authority of the sponsor or NATO body which
sent the document;

(b)  an investigation into the circumstances of the breach will be
made, When completed, a full report will be submitted to
either security authority mentioned in (a) above. At the
conclusion of this investigation, remedial or corrective
action, where appropriate, will be taken,

NATO UNCLASSIFIED
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REPORTS

12, So long as the nation or international organization holds

NATO classified information it will submit an annual report, to reach the
NATO Office of Security by 31st January each year, to confirm the above
security regulations are being implemented,

NATO UNCLASSIFIED
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NATO SECURITY CLEARANCE CERTIFICATE

Certification is hereby given that:

Full Name:
Date and Place of Birth: -
has been granted a security clearance by the Government of

.
CODOOOOOOPODPOOOPOOOOOOCESEOOSLIDPIO®OOSOOGOOEPIOESIGOSGESTY C AN B BN B BN Y BN B B B I AR B A BN BB N A K J m

accordance with current NATO regulations, including the Security Annex
to C-M(64)39 in the case of ATOMAL information, and is, therefore,
declared suitable to be entrusted with information classified up to and
including: (1) ...cvvievereocuressrensorsossrosansessasocanannnns

@O OO OB O OO OO IOOOONPOOPOOOOOOOOOPOOOOOPOOPOOOOPOEOPOPIPSTOOSIOOSIEPOSIOPIOIEOG®ILIETS

PUBLI C DI SCLOSED/ M SE EN LECTURE PUBLI QUE

G 0O QP OO OPOODOOOPOOOO OO O POOOOPOOOIOOOOOOOPOIPPOOIPOIOIOPIOOITSTOROIOGPIOSETOIID

Lu L B B B BN KON BN BN B BN AU BN BN BN N BN BN AN BN B N BN AN N A IR I AR NI BN A AN KA B BN Y U AN X AN BN NN Y N B N N ¥ J
|
E LI A B B A B A B AR BN Y BU AN BN BN BN AW BE Y B BN BN AN BN Y BN AN Y B B A B BN BN N A B AN BN BN BN BN AN BB B AN B AN B BN BN AN ]
@ 2, The validity of this certificate will expire not later than(2)
d OO GO QOO PP OGO G P OO0 OOOOOO GO OOOOPOPC OO PO 0O OOPOeOePO PO b
a
a)
L Signed:
L
@ Title: Offical government stamp
< .
@) Date:
a} ,‘
(1) Insert, as appropriate, one or more of the following:
| (a) COS‘M_ICvTOPF,SEC'RET‘ (d) COSMIC TOP SECRET ATOMAL
(b) NATO SECRET = (¢) NATO SECRET ATOMAL
~(c) NATO CONFIDENTIAL (f) NATO CONFIDENTIAL ATOMAL

(2) Date of expiry of this ‘certificate must conform to the provisions
of paragraph 3 of the Supplement to C-M(55)15(Final)

NATO UNCLASSIFIED
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CERTIFICATE OF SECURITY CLEARANCE

Issued by © 0000000 PLL LN CINS P L0000 CN IR B0PTICRCORRLSRCGOIRCOCOsCo0c0 s

(member nation or NATO command or agency)

Date and Place of Issue 0 0 000 CCIPPVO0L 0P 00006000 000006000 BISILILIGISICLCIEOIOTDEOIOS

............................ Validuntil ® 0000050 000005060 900050 00sos0e

This is to certify that:

Full Name sesescecsosscccessooncnssooooscrosesccssesossccssvscsossonne
Date Of Birth ceceeceeoocsocsscsoccsosocrescooscososscscsscssscsscoasce
‘Place of Birth o, 0ceeeecvcsevsocosrecscncoorrereccscsscosscssssccscance
Nationality csvesececcccsvsoccrcccrcoavsccscccocscosnccsesorcevessocccsncse
Where employed . ceeeceocvscocsccccsccsonscosvncscovccsssocsscscccsscsccosscs
PurposeanqurafionofVisit.........................................
Holder of Passport/Identity Card NO. ceceecccsccsccescocscscccssccccsse
Issued at soosovceeverceocosscscsssnoscssces Dated o veverervcncoonns
Military Rank and Number (where applicable) ceocecosocccrocccocccasooes
has been cleared for access to NATO information classified up to and

iNcluding ceseeccecevocsocccscoscessscnscocscsesresessesss in accordance
with current NATO security regulations and has been briefed accordingly

Signed:
Title: Offical seal or stamp

Date: '

NOTE: This certifcate must be handled in accordance with the provisions

of paragraph 40 of Enclosure ''C'' to C-M(55)15(Final)

NATO UNCLASSIFIED
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COURIER CERTIFICATE

Valid until P a000s00000000ss0ves00esrecrne

10 This is to Cerﬂfy that the bearer €000 000000000000 006000s00000e000) holder
(name and rank, where applicable)
of Passport/Identity Card No. ...... is a member of........................
(parent organization)

2, -On the journeys detailed overleaf, the bearer is travelling in the execution

of his official functiona-and is designated as an official NATO courier. He is

authorized to carry ...c....... Of packages of official NATO documents, the
(number)

seals on which correspond to the specimen seal appearing against the appropriate

journey, -

3. All customs and immigration officiais concerned are, therefore, requested
to extend to the official ~orrespendence and documents being carried under
official seal by the bearer the immunity from search or examination conferred
by the Agreement on the Status of the North Atlantic Treaty Organization
National Representatives and International Staff, and the Agreement between

- the Partxes to the North Atlantic Truty regardmg the Status of their Forces,

Signature of Authorizing Official:

Designation:

(Name and rank in capitals)
Official stamp of NATO member
nation or NATO command or agency. Date:

ORDRE DE MISSION D'UN COURRIER
: ' vmblejusquau..o.oooo.-o..aooo.oooo.bo

1, Il est certifw par la préunte que le POrteur ,.,...covvercevsveccccncsnces
(nom et grade, le cas échéant)
detenteur du Passeport/Carte d’identite no, .+..... ¢85t membrede .,........

.....".........‘..O...'.

(organisme d'appartonance)

2, Au cours des voyages. mentionn‘c au verso, le porteur voyage en exécution
de ses fonctions officielles: et ost accréditd comme un courrier officiel de 1'OTAN,
11 est autoris‘ a tranaportet sveseees paquets contenant des documents officiels

- (nombre)
de 1° OTAN, dont lon sCeaux correapoudent au modéle du sceau apposc en regard
du voyage indiqua. Gl e

3, Tous les- fonctionnsirés des’ services de douanes et de 1'immigration sont,

en conséquence, priés d'appliquer & Ta correspondance et aux documents officiels

transportés sous sceau officiel par le porteur 1’ immunite prévue en matiere de
visite et de contrﬁh dauanier. par la Convention sur le Statut de 1'Organisation
du Traitd de l'Atlantique.Nord, des R‘preunumts nationaux et du Personnel
international et la Convention entre les Etats parties au Traité de 1'Atlantique
Nord sur le Statut de leurs Forces. v _
, : : Signature du fonctionnaire responsable:

Désignation:
(nom et grade en majuscules)

Sceau officiel du pays membre

de 1'OTAN ou du commandement

ou organisme de 1'0OTAN Date:

an a om Y Ay £~ T A QERTITD TITEDND
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DETAILS OF ITINERARY SPECIMEN OF SEAL USED
DETAILS DE L'ITINERAIRE MODELE DU SCEAU UTILISE
From to

De a

See note below
Voir note ci-dessous

From to
De a

See note below

Voir note ci-deasous
From to
De a

See note below

Voir note ci-dessous
From to
De ‘ a

See note below
Voir note ci-dessous

NOTE; In addition to an impression of the seal, the officer affixing the

seal must print his name, rank and the name and address of hia
department, command, agency or facility,

En complément A 1'impression du sceau, le fonctionnaire apposant
1e sceau doit mentionner en majuscules, son nom et grade ainri que
le nom et 1'adresse de son dervice, commandement, organisme ou
stablissement, SR

A ] . 8 IED
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COMMUNIST COUNTRIES

Albania

Bulgaria

Chinese People’'s Republic
Cuba

Czechoslovakia

German Democratic Republic
Berlin (East)

Hungary

North Korea

North Vietnam

Outer Mongolia

Poland

Rumania

Soviet Union

Yugoslavia

NATO UNCLASSIFIED
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INDEX

to

ENCLOSURES **A‘, ‘*B**, **C*, *‘D** AND SUPPLEMENT

Note: In this Index, the references given are to paragraphs, preceded by
the letters A, B and C representing the appropriate Enclosures, with
cross-references to the Indexes to Enclosure **D** (D) and The
Supplement (S)

Example: COMMUNIST CON FACTS B. 9(e), C. 34-37
See also Index to D
Index to S

indicates that the'required information will be found in paragraph 9(e)
of Enclosure ‘*B**, in paragraphs 34 to 37 of Enclosure **C** and under
““COMMUNIST CONTACTS"** in the Indexes to Enclosure **D** and to

The Supplement.

Paragraph
ACCESS TO INFORMATION: See INFORMATION,
CLASSIFIED
ACCESS TO SECURE AREA: See ENTRANCE
CONTROL
PASSES
PREMISES
ADP SYSTEMS C.162-207
ADVERSE INFORMATION: See INFORMATION,
DEROGATORY
ADVERTISEMENTS FOR CALLS FOR BIDS See Index to D
AGENCIES
See also CIVIL AGENCIES
MILITARY COMMANDS AND
AGENCIES
Definition of **'NATO Agency** C. 5 footnote
Agencies concerned with ADP C.162, 165-169

Agencies concerned with industrial security See Index to D

AGREEMENT BY THE PARTIES TO THE NORTH
ATLANTIC TREATY A (entire)

NATO RESTRICTED
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Paragraph
AIR TRANSPORT OF MATERIAL See Index to D
ALARMS C.54-57
ALCOHOLISM See Index to §
ANARCHY See Index to S
ANNEXES AND APPENDICES TO DOCUMENTS Cc.72, 82, 84, 85
AREA OF SECURITY B.17, 18
C.48-65, 135-137, 141,
143, 144
ARMED FORCES See Index to S
ASSOCIATIONS, SUBVERSIVE See Index to S, under
- » ORGANIZATIONS
ATOMAL/ATOMIC INFORMATION C.9(i), 188, 202
AUSTRALIAN NATIONALS IN UK FORCES See Index to S
AUTOMATIC DATA PROCESSING SYSTEMS:
See ADP
BEHAVIOUR See Index to S
BIDDING, INTERNATIONAL COMPETITIVE See Index to D
BIRTH RECORDS See Index to S
BLOCKED-OFF STOWAGE See Index to D
BREACHES OF SECURITY C.147-161, Annexes 1,2
: See also Index to D
Index to S

BRIEFINGS: See EDUCATION
BUILDINGS: See PREMISES

CAHIER DES CHARGES See Index to D
CARGO See Index to D
CARRIER COMPANIES See Index to D
CERTIFICATES

Personnel security clearance certificates C.31, 32, 40

Annexes 1, 2, 3
See also Index to D
Index to S

Destruction of documents C.113

NATO RESTRICTED
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CERTIFICATES (continued)
Annual musters of documents
Authorization of access by delegates

Understanding of security regulations

International hand carriage of documents
(courier certificate)

Facility security clearance certifica‘es
CHARACTER REFERENCES
CITIZENSHIP STATUS
CIVIL AGENCIES

Responsibilities
Responsibilities for infrastructure projects

Co-ordination with national security
authorities

NATO Civil Wartime Agencies
CIVIL AIRCRAFT
CLANDESTINE DEVICES
CLASSIFICATION, SECURITY
See also DOWNGRADING
Definition of classifications
Document classification_'

- Procedures

Responsi_bility for classification

Overclassification.

Review of classification
Extracts
Microfilm

Infrastructure documents

Packages containing documents

Installations and key points

NATO RESTRICTED

C-M(55)15(FINAL)

Paragraph

C.129
C.40

B.13
C.43, 44

C.105(e), Annex 5
See Index to D
See Index to S

See Index to S

C.5, 16, 37, 39, 40, 42, 45,
70, 89, 100, 150-161, Annex I

See Index to D, under
AGENCIES

C.19

C.37

See Index to D
C.135, 136, 198-200

C.21-24

B.4; C.67-77, 80, 97
C.66

B. 16

B.16; C.74-77

C.93, 94

C.95, 96

See Index to D

C.97

B. 4
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CLASSIFICATION, SECURITY (continued)
ADP systems

Infrastructure projects and industrial
contracts

CLASSIFIED CONTRACTS

CLASSIFIED INFORMATION:

See INFORMATION, CLASSIFIED
CLASSIFIED MATERIAL: See MATERIAL
CLEANERS AT CONFERENCES
CLEARANCES, PERSONNEL SECURITY

Principles and standards

Procedures

Supplemental procedures

Non-NATO orga.nizations

CLEARANCES, INDUSTRIAL/INFRASTRUCTURE

FACILITIES
COASTAL WATERS

CODE NUMBERS ON CONSIGNMENTS OF
MATERIAL

COERCION
COMBINATION LOCKS/SETTINGS
COMMANDS: See MILITARY COMMANDS
COMMITTEES

See also MILITARY COMMITTEE

| SECURITY COMMITTEE

~Authority to release information

COMMUNICATIONS

Respoﬁsibility for security

Electri cal transmission of signals/
messages

Communications between nations concerning

infrastructure

NATO RESTRICTED

C-M(55)15(FINAL)

Paragraph

C.178, 186, 187, 191, 196,
201, 202

See Index to D

See Index to D, under
CONTRACTS

C.133, 135, 137, 141

B.6, 9, 10, 12

C.18(e), 30-32, 40, 41,
45.47, 58, 111, 133, 171

See Index to S

C. Annexes 1, 2

See Index to D

See Index to D

See Index to D
See Index to S
C.64, 65, Annex 1

C. Annexes 1, 2

C.13
C.109, 110

ee Index to D
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COMMUNIST CONTACTS/COUNTRIES

COMPROMISE OF INFORMATION
COMPUTERS: See ADP SYSTEMS
CONFERENCES, CLASSIFIED
CONFIDENTIAL
Definition
CONSIGNEE
CONSIGNOR
CONSULTANTS in industry
CONTAINERS
See also PACKAGING
Security containers for documents
Containers for transport of equipment
CONTRACTING OFFICERS
CONTRACTORS
CONTRACTS, CLASSIFIED
CONTROL OFFICERS

Responsibilities

Establishment of sub-registries

List of names and signatures of Control
Officers and alternates

Temporary control officers
CONTROL POINTS, COSMIC: See REGISTRIES
CO-ORDINATION

- between government departments within
nations

~ between National Security Authorities of
member nations and NATO commands
and agencies

- between authorities concerned with ADP

NATO RESTRICTED

C-M(55)15(FINAL)

Paragragh

B.9(e); C. 34-37, 105(f),

Annex 6

See also Index to D
Index to S

C.147-161
C.40, 131-146

C.23
See Index to D
See Index to D

See Index to D

C.60-65

See Index to D
See Index to D
See Index to D

See Index to D

C.89, 95, 96, 99, 113, 116,
126, 127

C.12, 15

C. 126(b) & (e), 127(h)
C.139

C.19
C.165, 166
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COPYING OF DOCUMENTS
Extra copies
Extracts
Reproduction
Microfilm

COPYING OF MATERIAL

COPY NUMBERS ON DOCUMENTS

COSMIC
Definition
Originators
COSMIC REGISTRIES: See REGISTRIES
COUNCIL, NORTH ATLANTIC
Responsibilities
COUNTER-SABOTAGE: See SABOTAGE
COURIERS

CREDIT RECORDS

. CRIMINAL CONDUCT .

CRIMINAL RECORDS
CRISES: See EMERGENCIES
CRYPTOGRAPHIC MATERIAL
Emergency safeguarding and destruction
Compromise
CRYPTOGRAPHIC SYSTEMS
CUSTOMS
DANGEROUS SUBSTANCES, TRANSPORT OF
DECLASSIFICATION OF DOCUMENTS:
See DOWNGRADING
DEFINITION OF TERMS

Terminology used in industrial security

NATO RESTRICTED

C-M(55)15(FINAL)

Paragraph

C.89

C.93, 94
C.79, 89-94
C.96

C. 188
See also Index to D

C.81, 89(b) & (c), 92, 96(b),
188

C. 25, 26
C.69, 70, 90, 94

C.20, 25, 27, Annexes 1, 2

B.10, C.97, 98, 102-107,
111; Annex 5

See Index to S
See Index to S

See Index to S

See also Index to D
C.115

C. 161

C.44.1, 109, 145
See Index to D

See Index to D

C.1 footnote, 2, 5 footnote,
21-28

See Index to D
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Paragraph

DELEGATES AT CONFERENCES C.40, 133, 135, 137, 146

DELEGATION OFFICES AT CONFERENCES C.143

DEROGATORY INFORMATION: See INFORMATION,

DEROGATORY

DESIGNATED SECURITY AGENCIES See Index to D

DESTRUCTION C.96, 112-115, 126(d), 142,
193, Annexes 1, 2

DIPLOMATIC POUCH C. 104

See Index to D

Cc.3, 4, 86-88, 118, 119,
126, 127, 1139

DIRECTORS in industrial facilities
DISTRIBUTION OF DOCUTMENTS

See also TRANSMISSION

DOCUMENTS See also Index to D

Index to S

See also CLASSIFICATION, SECURITY
DESTRUCTION
DISTRIBUTION
DOWNGRADING
INVENTORIES
MARKING
MICROFILM
MUSTERS
PACKAGING
REPRODUCTION
TRANSLATION
TRANSMISSION

Definition

Preparation C. 78-85

C. 1 footnote

Extra copies
Extracts
Accountability

Annexes and appendices

Personal carriage

NATO RESTRICTED

C.89, Annexes 1, 2
C.93, 94, Annexes 1, 2

C.119, 122, 128, 158,
Annexes 1, 2

c.72, 82, 84, 85
C.98, 103, 105, 106
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DOCUMENTS (continued)

Receipts for documents

L.oans

Safeguarding and custody

Originators for COSMIC TOP SECRET
documents

Handling of documents in registrie 3
Non-NATO organizations
DOORKEEPERS: See GUARDS
DOWNGRADING
Documents
Contracts and infrastructure projects
ADP
DRUG ADDICTION
EAVESDROPPING DEVICES
EDUCATION

Security briefing of personnel

Investigation of education record of
personnel '

ELECTRICAL TRANSMISSION OF DOCUMENTS
EMERGENCIES

Protection of information during local or
national emergencies

Interim access to information
EMPLOYMENT
ENTRANCE CONTROL

EQUIPMENT: See MATERIAL
ESCORTS
See also GUARDS

Escorts for industrial security

NATO RESTRICTED

C-M(55)15(FINAL)

Paragragh

C.97, 99-102, 105, 107,
126(c), 127(e)

C.88, 119, 124

C.54-65, 124, 140, Annexes
1, 2

C.69, 70, 90, 94
C.116-128

C. Annexes 1, 2

B,16; C.73-77, 128
See Index to D
C.178

See Index to S

C. 135, 136

B.13; C. 33-37, 39, 41, 111,
147
See also Index to D

See Index to S
C.109, 110, 175, 197

B, 19; C.18, 26, 114, 115
C.45, 47
See Index to S

B.i8; C.51-53, 135, 137,
144, 184

See Index to D
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ESPIONAGE
National records
Briefings on hostile intelligence activities
Prevention of espionage at conferences

Reports on results of hostile intelligence
activities

ADP installations
EVACUATION
EXAMINATIONS: See INSPECTIONS
EXPERTS

Provision of security experts by member
nations and NATO commands and agencies
to NATO Office of Security

EXPLOSIVES
Search for devices at conferences
Transport of explosives

EXTRACTS OF DOCUMENTS

FACILITIES, INDUSTRIAL/INFRASTRUCTURE

FALSIFICATION OF FACTS

FINANCIAL STATUS

FORCE, ADVOCACY OF USE OF

FORMS: See CERTIFICATES
FRONTIERS, CROSSING OF
GOVERNMENTS, RESPONSIBILITIES OF:
See MEMBER NATIONS
NATIONAL SECURITY AUTHORITIES
GROUPS, SUBVERSIVE
GUARDS

HEADQUARTERS SECURITY SERVICE, NATO

NATO RESTRICTED

C-M({55)I15(FINAL)

Paragraph

B. 3(a), 8
C. 34, 36
C.136

C. 150(d)
C.163, 201, 205
C.114

C.8

C.136

See Index to D
C.93, 94

See Index to D
See Index to S

See Index to S

See Index to S, under
VIOLENCE, ADVOCACY

OF USE OF

See Index to D

See Index to S

Co 54’59
See also Index to D

C. 9(h)
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HOST NATION

Responsibilities concerning personnel
clearances

Responsibilities concerning NATO contracts
IDENTIFICATION CARDS: See PASSES
ILLNESS
IMS: See INTERNATIONAL MILITARY STAFF
INDEXES, INDUSTRIAL
INDUSTRIAL SECURITY
INFORMATION, CLASSIYIED

See also ADP SYSTEMS

CLEARANCES
DOCUMENTS
Definition
Protection of information

- Agreement by Parties to the North
Atlantic Treaty

- Basic principles and minimum standards
- Detailed procedures
Access to and release of information

- Conditions

Persons/organizations outside the
government '

NATO and non-NATO nations and
organizations

Responsibility for authorization

Controls concerning COSMIC TOP SECRET
information

- Interim access in an emergency
Compromise of information
Industrial/infrastructure

NATO RESTRICTED

C-M(55)15(FINAL)

Paragragh

See Index to S

See Index to D

See Index to S

See Index to D

See Index to D

C. 1 footnote

A (entire)
B (entire)
C (entire)

B.9, 20
C.3-5, 20, 29-47, 132-146
See also Index to S

B. 20

C.3, 4, Annexes 1, 2
C.3, 39-41

C.45-47
C.147-161

See Index to D
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INFORMATION, DEROGATORY

INFORMATION, UNCLASSIFIED

INFRASTRUCTURE
INSPECTIONS
- of unattended areas
- in national agencies
- in NATO commands anc agencies
- at conferences

- technical

of ADP systems

in non-NATO organizations

industrial examinations and inspections
INSTALLATIONS, PROTECTION OF
INTELLIGENCE

Collection and recording by national
security organizations

Activities of hostile intelligence services
INTER-DEPARTMENTAL CO-ORDINATION
INTERNATIONAL COMPETITIVE BIDDING

INTERNATIONAL MILITARY STAFF (IMS)
Reports to IMS on breaches of security
INTERNATIONAL SECRETARIAT, NATO

See also HEADQUARTERS SECURITY
SERVICE, NATO

OFFICE OF SECURITY, NATO
Responsibilities
INTERNATIONAL VISITS
INTERVIEWS
INTOXICATION
INVENTIONS, SAFEGUARDING OF SECRECY OF

INVENTORIES

NATO RESTRICTED

C-M({55)15(FINAL)

Paragraph

B. 14; C. 31
_S_ga__a_l_s_g Index to S
Index to D

C.4.1
See alsolndex to D

See Index to D

B.17; C. 57, 59
C. 18(4d)

C.10, 16
C.136, 141

C. 136

C. 198-200

C., Annexes 1, 2
See Index to D
B.2, 4, 21, 22

B. 3(a), 8, 21
C.34, 36, 150(q)
B.3, 7

See Index to D,
under BIDDING

C.157, 159

C,14, 15
See Index to D
See Index to S

See Index to S

A, 2
See also Index to D

C.96(e), 128-130
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INVESTIGATIONS

Personnel security clearance investigations

Investigations following breaches of security

ISS/100 FORM
JOURNALISTS: See PRESS
KEY POINTS, PROTECTION OF
KEYS
LAW ENFORCEMENT AGENCIES
LEGAL OBLIGATIONS in industry
LISTENING DEVICES
LOAN OF DOCUMENTS: See DOCUMENTS
LOCKS
MAGNETIC STORES
MAINTENANCE STAFF AT CONFERENCES
MAINTENANCE OF ADP SYSTEMS
MANAGEMENT AGENCY/OFFICE, NATO
MARKING

"See also CLASSIFICATION, SECURITY

Definition and use of COSMIC and NATO
markings '

Placing of markings on documents
Marking of reprdduced documents
Marking of documents downgraded from CTS
Marking of packages of documents

Removal of markings to enable wider
distribution

Automatic data processing
MATERIAL
See also DOCUMENTS
Definition
Safeguarding and custody
ADP equipment
International transportation of material

Protection of material on infrastructure
sites

NATO RESTRICTED

C-M(55)15(FINAL)

Paragraph

B.9; C.32
See also Index to S

C.150-155, 159, 160

See Index to D

B.2, 4, 21, 22
C.64, 65
See Index to S

See Index to D
C.135, 136

C.64, 65, Annexes 1, 2
C.196

C.133, 135, 137

C. 181

See Index to D

C.25-28, 18
C. 80
C. 89(b) & (d)
C. 77
C.97

C.4
Co 189

C. 1 footnote
C. 54-65
C.163-207

See Index to D

See Index to D
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ParagraRh

MEDICAL ADVICE See Index to S

MEETINGS, CLASSIFIED C.40, 131-146

MEMBER NATIONS
See also HOST NATIONS
NATIONAL SECURITY AUTHORITIES
PARENT NATIONS

Responsibilities B(entire);
c.17-20, 30, 31, 39-41, 42,
45, 70, 89, 100
See also Index to D

Release of information contributed by

member governments C.3, 4

Security Agreement by the Parties to

the North Atlantic Treaty A(entire)
MENTAL ILLNESS See Index to S
MESSAGES: See SIGNALS
MESSENGERS B.10; C.97, 98, 102-107,

111, Annexes 1 and 3

MICROFILM C.95, 96, 113(a)
MILITARY AIRCRAFT See Index to D
MILITARY COMMANDS AND AGENCIES

Responsibilities C.5, 10-12, 37, 39, 40, 42,

45, 70, 89, 100, 120, 150-161,
162, 165-169, Annexes | and 2
See also Index to D

Co-ordination with National Security

Authorities C.1l9
MILITARY COMMITTEE, NATO
Responsibilities C.10-13, 120, Annexes |} and 2
Reports on breaches of security C.157, 159
MISREPRESENTATION OF FACTS See Index to S
MUSTERS OF DOCUMENTS C.96(e), 128-130

NATIONAL AGENCIES
See also NATIONAL SECURITY AUTHORITIES
NATIONAL SECURITY ORGANIZATION

Agencies concerned with industry See Index to D

NATO RESTRICTED
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Paragraph
NATIONALITY
Persons connected with transport See Index to D
Verification for clearance purposes See Index to S

NATIONAL SECURITY

Basic principles and minimwn standards B(entire)
NATIONAL SECURITY AUTHORITIES
Establishment by member nations C.17
Responsibilities C.18, AnnexI
See also Index to D
Index to S
Relationship with NATO Office of Security
and NATO agencies C.18, 19
Establishment of control points C.120
Reports concerning breaches of security C.150-160
NATIONAL SECURITY ORGANIZATION
Responsibilities B.3

NATIONS See HOST NATIONS
MEMBER NATIONS
NON-NATO NATIONS
PARENT NATIONS
NATO AGENCIES: See AGENCIES
NATO HEADQUARTERS SECURITY SERVICE:
See HEADQUARTERS SECURITY SERVICE, NATO

NATO INDUSTRIAL ADVISORY GROUP See Index to D, under
: INDUSTRIAL ADVISORY
GROUP, NATO

NATO INDUSTRIAL SECURITY INDEX See Index to D, under
INDEXES

NATO INTERNATIONAL SECRETARIAT:
See INTERNATIONAL SECRETARIAT
““NATO** MARKING ‘
Definition C.27, 28
NATO MILITARY COMMANDS/AGENCIES:
- See MILITARY COMMANDS AND AGENCIES

NATO MILITARY COMMITTEE:
See MILITARY COMMITTEE, NATO

NATO RESTRICTED
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Paragraph
NATO OFFICE OF SECURITY:

See OFFICE OF SECURITY, NATO

NATO PRODUCTION AND LOGISTICS
ORGANIZATIONS (NPLOs) See Index to D, under NPLOs

NATO SECURITY COMMITTEE:
See SECURITY COMMITTEE, NATO

NEED-TO-KNOW B.5; C.3, 29, 50, 86, 94, 163
See also Index to D
NEGOTIATO_R in industrial contracts See Index to D
NEW ZEALAND NATIONALS IN UNITED KINGDOM
FORCES See Index to S
NON-NATO NATIONS/ORGANIZATIONS
Conditions for release of information C.3, Annexes ]! and 2
See also Index to D
Index to S

Travel by bearers of documents through
non-NATO countries C. 105(f)

NORTH ATLANTIC COUNCIL:
See COUNCIL, NORTH ATLANTIC

NOTICES OF TRANSPORTATION See Index to D
NPLOs (NATO PRODUCTION AND LOGISTICS
ORGANIZATIONS) C. Annexes ! and 2

See also Index to D
OFFICE OF SECURITY, NATO
Establishment and composition C.8

Responsibilities C.8, 9, 19, 20
See also Index to D

Relationship with National Security
Authorities and NATO commands and

agencies C.18-20
Reports on annual musters C.130
ROle re breaches of security C.150-159
Role re travel in Communist countries C. 37
ORGANIZATIONS
' Release of information to organizations B.20; C. 3, Annexes | and 2

NATO RESTRICTED
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ORIGINATOR OF INFORMATION

Rights of originator

Originators for COSMIC TOP SECRET
documents

A - .
Role of originator after compromise of
information

OVERLOOKING OF CONFERENCE ROOMS
PACKAGING

Documents

Industrial/infrastructure material
PARENT NATION

Responsibility for personnel clearances

Responsibility for iﬁfrastructure
PASSES
PATENT RIGHTS, PROTECTION OF
PERIMETER SECURITY:

See ENTRANCE CONTROL

PASSES

PERSONAL CARRIAGE OF DOCUMENTS

See also COURIERS
MESSENGERS
PERSONAL PARTICULARS FORM

PERSONNEL

See also CLEARANCES, PERSONNEL
SECURITY

CONTROL OFFICERS
COURIERS

EXPERTS

GUARDS
MESSENGERS

C-M(55)15(FINAL)

Pa ragragh

A(entire)
C.3, 25, 27, 87, 89-91, 94

C.69, 70, 90, 94

C.152-154, 159
C. 136

C,97, 98, 107, Annexes } and 2

See Index to D

See Index to S

See Index to D

C.37, 51-53, 135, 137
A2

C.98, 103, 105, 106,
Annex 5

See Index to D
Index to S

NATO RESTRICTED
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PERSONNEL (continued)

PASSES
SECURITY OFFICERS

Principles and practices of personnel
security

Supplemental principles and practices for
security of personnel

Persons outside the governmer
Cryptographic personnel

Personnel in non-NATO organizations
Supervision of staff

Staff at conferences

Travel in Communist countries

ADP personnel

Personnel in industry and infrastructure
projects

PHYSICAL SECURITY

Basic principles and minimum standards

Procedures

Responsibilities of COSMIC Control
Officers

Measures at meetings and conferences
ADP systems
Non-NATO organizations

POSTAL SERVICES
PREMISES

See also ENTRANCE CONTROL
INSPECTIONS

Protection against unauthorized access

Control of members of the Press at
Conferences

PRINCIPAL OFFICIALS in industrial

facilities

C-M(55)15(FINAL)

Paragraph

B.5, 9-15; C.30-47

See Index to S

B. 20; C. 41

C. 109

C. Annexes 1 and 2

B.15; C. 179

C.133, 137, 141-144,

C.37
C.170-173. 179, 203

See Index to D

B.16-19, 21, 22;
C. 48-50

C. 48-65

C. 126(f), 127(i)
C.132-146
C.183-185

C. Annexes ] and 2
See Index to D
C.104

146

B. 18; Co "}8'65. 132"146

C. 144

See Index to D

NATO RESTRICTED
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Paragraph

PROPELLANTS, TRANSPORT OF See Index to D

PUBLIC SESSIONS AT CONFERENCES C.137

RADIATION SURVEY C.198

RAIL TRANSPORTATION OF MATERIAL See Index to D

RECEIPTS FOR DOCUMENTS C.97, 99-102, 105, 107, 126(c

127(e), Annexes 1 and 2

RECORDING EQUIPMENT C.138

RECORDS
Registry responsibilities C.105, 118, 121, 122, 126(4d),

127(f)

Personnel clearance registers B. 12
Checking of records for clearance
purposes See Index to S
Lists of persons having access to
COSMIC TOP SECRET information C. 42-44, 127(b)
Documents carried by hand C. 105
Microfilms C. 95, 96
Authorization for emergency access to
information C. 47
Passes C.52
Keys and locks C. 64
Destroyed documents C.113, 126(d), 127(f)
Subversion and espionage B.8
Release of information to non-NATO
organizations C. Annexes 1 and 2
Industrial security records See Index to D

REGISTRIES
| See also CONTROL OFFICERS

Establishment or disestablishment of
registries and sub-registries C.11, 12, 14, 15, 18

Establishment of COSMIC control points Cc.119, 120

Purpose and responsibilities of
registries, sub-registries and control
points C. 89, 96, 105(b), 116-130

Control of vigitors C.53

NATO RESTRICTED
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. Paragrapn
REGISTRIES (continued)
List of registries and control points C.126(b) and (e), 127(h)
Records of persons having access to
COSMIC TOP SECRET information C. 42
Destruction of documents C. 113, 126(d), 127(f)

RELEASE OF INFORMATION:
See INFORMATION, CLASSIFIED

PUBLI C DI SCLOSED/ M SE EN LECTURE PUBLI QUE

REPRODUCTION See also Index to D
Documents C. 79, 89-94, 96
- Extra copies C. 89
- Extracts C.93, 94
- Microfilm C.96

RESIDENCE IN COMMUNIST DOMINATED AREAS See Index to S

L
ET_J RESIDENCE IN MEMBER NATIONS OTHER THAN
% PARENT NATION See Index to S
2 RESTRICTED
g Definition C.24
- REVOLU TIONARY ACTION See Index to S
= ROAD TRANSPORTATION OF MATERIAL See Index to D
5 SABOTAGE
2 Protection of keypoints and installations B.2, 4, 21, 22
g Prevention of sabotage at conferences C. 136
Sabotage in industrial facilities See Index to D
Effect on granting of clearances See Index to S
SAFES C.59-65
" SCANDINAVIAN AIRLINES SYSTEM (SAS) See Index to D
SEARCHES AT CONFERENCES C.137, 141
SEA TRANSPORTATION See Index to D, under
SHIPPING
SECRET
Definition C.22
SECRETARY GENERAL C. 9(e) and (i), 14, 15, 120, 160

‘ SECURE AREA:
See AREA OF SECURITY
NATO RESTRICTED
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SECURE VOICE EQUIPMENT
SECURITY AGENCIES/ORGANIZATIONS
See NATIONAL SECURITY AUTHORITIES

C-M(55)15(FINAL)

Paragraph
C.110

NATIONAL SECURITY ORGANIZATIONS

OFFICE OF SECURITY, NATO

HEADQUARTERS SECURITY SERVICE,

NATO

SECURITY AGREEMENT BY T! E PARTIES TO
THE NORTH ATLANTIC TREATY

SECURITY ASPECTS LETTER
SECURITY BREACHES:

See BREACHES OF SECURITY
SECURITY CLASSIFICATION:

See CLASSIFICATION, SECURITY
SECURITY CLASSIFICATION BOARD
SECURITY COMMITTEE, NATO

Composition and responsibilities

Chairmanship
SECURITY GUARDS:

See GUARDS
SECURITY OFFICERS

Appointment of security officers at
conferences

Designation of ADP security officers
Security officers in industry
SECURITY REGULATIONS/POLICY

A(entire)

See Index to D

See Index to D

cC.6, 7
See also Index to D

C.8

C. 134, 146
C. 169

See Index to D

Instructions for ADP operating procedures C, 207
Governmental instructions B, 7
Supplementary procedures in commands

and agencies C.5
Military Committee implementing

regulations C.13
Security instructions at conferences C. 146
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SECURITY REGULATIONS/POLICY (continued)
Modifications to security procedures

Release of informa.tion to non-NATO
organizations

Industrial security policy
SECURITY SERVICE, NATO HEADQUARTERS:

See HEADQUARTERS SECURITY SERVICE,
NATO

SEDITION
SEXUAL PERV£RSION
SHAPE
ROGle as host nation in industry
SHIPPING
SIGNALS AND MESSAGES
SIOP
“*SLICE'* OF INFRASTRUCTURE
SPECIFICATIONS
- for procurement of ADP systems
- for infrastructure contracts
SPOUSE, INFORMATION REGARDING
STAFF:
See PERSONNEL
STORAGE
See also ADP SYSTEMS
Documents
Material
STOWAGE
SUB-CONTRACTOR
SUB-CONTRACTS

SUB-REGISTRIES:
See REGISTRIES

C-M(55)15(FINAL)

Paragraph

C.20

C. Annexes ]! and 2

See Index to D

See Index to S

See Index to S

See Index to D
See Index to D
C.89, 109
C. 188, 202

See Index to D

C.177, 180, 181

See Index to D

See Index to S

C.60-65, 140
See Index to D
See Index to D

See Index to D

See Index to D, under

CONTRACTS
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SUBVERSION

SUPERVISION OF STAFF
TECHNICAL SPECIFICATIONS:

See SPECIFICATIONS
TECHNICAL STAFF AT CONFERENCES
TELEGRAMS
TELEPHONES
TENDERS

TERMINOLOGY

THREATS TO SECURITY
See also ESPIONAGE
SABOTAGE
TOP SECRET

Definition

Originators for TOP SECRET documents

TRANSLATION OF DOCUMENTS
TRANSMISSION OF DOCUMENTS
Packaging
Control of documents
Personal carriage
- carfiage between offices
International transmission
National transmission
Electrical transmission

Couriers/messengers

Registry responsibilities
TRANSPORTATION OF MATERIAL

Industrial security aspects

C-M(55)15(FINAL)

Paragraph

B.8
See also Index to D
Index to S

B.15, C.179

C.133, 135, 137
C. 145
C.110

See Index to D, under
BIDDING

C. 1 footnote, 2, 5 footnote,
21-28
See also Index to D

B. 3(a); C.34-36

C.21
C.69, 70, 90, 94
Co 79. 89‘92

C.97, 98

C.99-102, 108
C.103, 105, 106
C.98

C.104, 105

C. 106, 107

C.109, 110, 175, 197

C.97, 98, 102-107, 111;
Annex 5

C.116-127

See Index to D
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TRAVEL

- through or over non-NATO and
Communist countries by bearers of

documents

- travel to Communist countries by
holders of NATO identity cards

- effect of travel to Communist areas

on granting of clearances
TREASON
UNCLASSIFIED DOCUMENTS

Use of NATO marking
VIOLATIONS OF SECURITY:

See BREACHES OF SECURITY
VIOLENCE, ADVOCACY OF USE OF
VISITORS
VISITS

VOICE RECORDING APPARATUS
WARTIME AGENCIES, NATO CIVIL:
See CIVIL AGENCIES
WASTE, CLASSIFIED

WATCHMEN:
See GUARDS

C-M(55)15(FINAL)

Paragraph

C. 105(f)
C.37

See Index to S

See Index to S

C.28

See Index to S

C.51, 53, 144, 184
C. 40, Annex 4

See also Index to D

C.138

C.113, 141, 142
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