
N A T O  i ? Z S Z ' R I C T E D ( l )  

- ORIGINAL: ENGLISH 
10th March, 1973 

SbCmITY W I T H I N  THE 
NORTH A T 1  Ir. d. TZATION 

Following approval by Council on 11th November, 1974 
Of 8mendments to Enclosures VIBIt and "Cn to C-Y(55)75(Ffnal) 
contained ln C-M(74)57, holders of Volume I of C-M(55)75(Final) 
should substitute the attached pages 5 ,  8, 9 ,  16-79, 25, 29-32, 
34 and 45-72 f o r  the  exist ing ones (N.B. there is no existing 
Page 4 

2 .  For ease of reference, holders may wish to note that 
substantive changes to Enclosure "C" consist of the addition of 
the followin new para-raphs: 3, 4.1 5(footnote), 32, 34,  37, 
37.1, 37.2, h.?, 83(a ?09, 110, ? l&,  762-207 inclusive, and O 
new Annexes 1 ,  2 an6 6 .  

F 
3. The amendmen-i; sheet in t h s  front of V o l m e  1 should 

be annotated accordingly. 

NATO , 
7110 Brussels. 
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(Revised 4.  10. 74) -5- 

PERSONNEL SECURITY 

Clearance of Personnel 

9. All  persons,  civilian and military, whose duties require 
access  to  information  classified CONFIDENTIAL Dr above should be 
cleared before such  access  is authorized. This clearance should be 
designed to determine  whether  such  individuals a re  of: 

(a) unquestioned  loyalty;  and 

(b) such character,  habits, associates and discretion a s  to 
cast  no doubt upon their  trustworthiness i n  the  handling 
of classified  information. 

Particularly  close  scrutiny i n  the clearance  procedures should b e  

persons  to be granted  access to TOP SECRET 
information; 

all persons occupying positions involving constant 
access  to a considerable  volume of information 
classified SECRET; 

persons  originating  from or having  connections of any 
nature,  directly  or  indirectly  with nationals o i  
Communist  countries( 1); and 

any  other  persons who may be vulnerable  to  pressure 
from foreign or other  sources. 

In the circumstances  outlined  in  sub-paragraphs (c), (d), (e) and ( f )  
above,  the fullest practicable use should b e  made of the techniqrte of 
background  investigation. 

1 o .  When persons  such  as   messengers ,  night custodians, etc.. , 
are employed h circumstances in  which they  will  have  special opportuni t ies  
to  obtain  impropcr  accese to classified  information,  consideration nhorlld 
be given to t h e i r  f!.rst being  security  cleared  as  if t h e y  w e r e ,  in fact, 
authorized  to  have  access to information of the same classiiication. 

Removal of Personnel 

11. Persons who are   considered to be  security  risks such a p  
those who a re   members  of subvereive  organizations, or those concerning 
whnne lnvaltv nr truntwnrthinenn t h e r e  i n  r e n n n n a h l p  dntlht. ahntrlri h m  
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- 8 -  

1. The detailed procedures i n  t h i s  docurrent arc des igned  
to  protect NATO classified  informatic , ( l ) .  

3. Classified information  contributed by member  n a t i c : ; s ,  
NATO commands or agencies o r  by ot!:cr ixicrnational orgAniz,!tior-:$ 
may b e  circulated,   in  accordance with the need-to-know principle 2t.d 
without  reference  to  the  originator,  within tile Fiorth Atlantic T r e a ? y  
Organization.  It should be emph:lsised that t h e  inforrnLtion i t se l f  
remains  the  property of t h e  oriqinator a n d  rrla!, n o t  be given ?c# 2r1y 
non-NATO nations o r  to any other is ternat ior ln!  oipar:iz.*tion except  
by the  originator o r  as  set   out  in Annexes  1 :JII~ .I  2. 

4. If a KAT0 Committee believes ti l;!t  one of i ts  t'conc..; i i . ,  
scientific or technical reports, the classificatiurl of which  is  110t 

higher than NATO SECRET, is  of a g e n e r a l  interest v:drr; inting ;: 

wider distribution  within NATO n1enlber g o v u r r m e n t s  al;d that i t  car lnc j t  

(1) Throughout these instructions: 

the word "docuxtnt" means :ivy l e t t e r ,  note, n ~ i n u t e ,  r e p t > r t ,  
memorandum, s i g n a l / m e u s a g e ,  sketch, photograph,  i i l r l l ,  
map, chart, plan, notebook, stencil, cartmu, etc .  or ot11t:r 
form of r e c o r d e d   i n f o r n ~ ~ t i o ~ ~  (c .  g. tape rcc*orrling:, : I I ; I ~ ~ C ' I ~ C  

recording,  punched  card, taprt, e t c . )  
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with advantage be so distributed by declassifying it, then  with the 
consent of the contributing  governments,  and  the  approval of the 
appropr ide  NATO authority,  the  following  statement may be 
inserted by the  committee at the  beginning of the  text of the 
particular  document  and the  member  governments  may  distribute 
the report: 

"Member  governments  are  authorized,  after  removal 
of a l l  NATO markings  and  the  separation of th i s  
statement from the basic report, and after  inclusion 
in  the  basic  report of thr statement 'no further 
dis semination is authorized  without the permis  sion 
of the  National  Security  Authority', to effect its 
further  dissemination  under  corresponding  national 
classification  and  protection. " 

4. 1 Although NATO UNCLASSIFIED information does not 
require  security  protection, it may only be released to non-NATO 
nations,  organizations  and  individuals when such  release would not 
be against  the  interests of the  North  Atlantic Treaty Organization. 
Any procedures  considered  necessary  for  such  release  will  be 
decided  independently by member  nations and NATO commands and 
agencies. 

5. The procedures  have  been  set out i n  convenient sections 
80 that   al l   persons who are   requi red  to handle NATO classified 
information  may be readily  aware  of  their   responsibil i ty i n  fulfilling 
their  particular  function. It is not  possible,  however, in  this 
document  to allow for national and local  conditions,  and  member 
nations  and NATO commands  and  agencies(1)  may require to 
supplement  these  procedures  with more detailed  regulations of 
their  own. 

(1) Except where specifically  noted  otherwise,  the term "NATO 
command  and  agency"and "NATO command or agency"u8ed 
throughout  c-M(55)15(Final)  include the following: the Military Committee 
International  Military  Staff,  Major NATO commands,  NATO h,filit;rry 
agencies,  NATO [ntert~afion;ll S e c r e t a r i a t ,  NATO c i v i l  a l*2e*lcies ,  
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2 7. NATO This word is a marking which, when 
applied  to a document,  signifies: 

( 4  that the document is the  property of NATO and i f  
bearing a security  classification m a y  not be passed 
outside the Organization except under  the  conditions 
laid down in  paragraph 3. 

(b) that  the  document, if bearing a security classificatior 
is subject to the  security  protection  outlined in  t h e s e  
procedures. 

2 8. The  marking ;JATO will be applied to all copies 
prepared for cjrculation  within  the  North  Atlantic  Treaty  Organizatior 
of SECRET, CONFIDENTIAL  and RESTRICTED documents. T h e  
marking NATO may also be applied t o  UNCLASSIFIED documents. 

N A T O  R E S T R I C T E D  
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SECTION III 

ACCESS TO NATO CLASSIFIED INFORMATION 

NEED-TO-KNOW 

29. Access  to NATO classified  information  will  be  confined 
to  those  whose  duties  make  such  access  essential. No person is entitled 
solely by virtue of rank or appointment  or  security  clearance  to have 
access   to  NATO classified  information. In  each  and  every  case  the 
need-to-know will  be  established. 

PERSONNEL  SECURITY 

30. Each  member  nation wil l  be  responsible  for  security  clearing a 
its nationals  before  they  are  authorized  access to NATO information 
classified TOP SECRET, SECRET or CONFIDENTLAL either  in  member 
nations or NATO commands  or  agencies. 

31. Each  member  nation will, at  the  request of the NATO 
command  or  agency,  at  which a person is to  take  up duty, provide 
a completed  copy of the NATO security  clearance  certif icate (copy 
at Annex 3) certifying that the  person has been  security  cleared. 
If any  information  about  one of its nationals  serving  with a  NATO 
command  or  agency is received by a member nation,  which  in its 
opinion  would  affect  the  security of  NATO, that  nation will  either 
communicate  such  information  to  the  security  authority of the NATO 
command o r  agency  concerned,  in so far as  national  security  permits, 
or  withdraw  that  person's  security  clearance. If the  lat ter  course of 
action is taken,  the  security  authority of the NATO command  or  agency 
will  similarly be  informed. Where  such information has been  obtained 
by  a member  nation  in  respect of a national of another  member  nation 
o r  by a NATO command  or  agency in  respect of a member of its staff, 
the  nation  concerned should be advised. 

32. The  security  clearance  certificate  provided  under  the 
te rms  of paragraph 31 for  an  individual on initial  appointment to NAT9 
wil l  be based on a n  investigative  action which was completed: 

( 4  i n  the case  of personnel  seconded from the  armed 
forces  or  civil   services,  not more than  three years 
before the  date of the  appointment; 

(b) in  the  case of personnel not seconded  from  the  armed 
forces  or civil services, not more  than  nine  months 
before  the  date of the  appointment. 

In  either  case,  the  date of expiry  appearing on the certificate will  i n  no 
" - _. . .  a .. 
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BRIEFING 

S 3 .  !.jefore having   access  to COSMIC T G P  SXCRLT inforrr.;ttion, all  
persons   wi l l  be t,rieic:d on NATO Bec:uri?y procedures and t h e  corts.zr;uer.c.es 
which the law or a d m i n i s t r a t i v e   o r   e x e c u t i v e  orcit:r oi t h e i r  nzt ion provides whe 
c lass i f ied   in format ion   passes   in to   unauthor ized  hhnas  e i t h e r  by irl texlt  or t h r n u g  
neg l igence ,   Pe r sons   w i th   access  to NAT@ SECRET, NATO CONF1i)ENTIAL 
and NATO RESTRICTED i n fo rma t ion  will  te made aware of the aypropri.ate 
NATO secur i ty   r egu la t ions  and of t h e  consequences of neqli;er!ce. 

34. It is i m p o r t a n t   t h a t   p e r s o n s  uho a r e  requi red   to   handle  N.4'f'O 
c lass i f ied   in format ion  a re  m a d e   a w a r e  of the d a n g e r s  to  secur i ty  ar is i :>g fro::-! 
i nd i sc ree t   conve r sa t ion ;  on t h e i r   r e l a t i o n s h i p  with t h e  press :   and  O R  tht- t h r e a t  
p resented   by   ac t iv i t ies  of hos t i l e   i n t e l l i gence .   Swn   pe r sons  wiLl !>e tiloroughly 
b r i e fed   on   t hese   dange r s   w i th   pa r t i cu la r  empl-.asis OCI the :;erious t h r e a t  to  
s e c u r i t y   i n h e r e n t   i n   p r o f e s s i o n a l  o r  soc ia l  co:lt;lcts with nat ioxais  ot Comr:::irlis' 
coun t r i e s (  1). 

3 5. Such p e r s o n n e l  must be u r g e d  t o  report immediately tir the  
appropr i a t e   s ecu r i ty   au tho r i t i e s  a n y  contacts   they may have seith na t iona ls  o [  

C h n m u n i s t   c o u n t r i e s   o c c u r r i n g  o u t s i d c  tht-ir I ~ O I - ! I I ; ~ ~  dut le s  a n d  A I I ~  3pproat 11 

or   manoeuvre   w i th   susp ic ions  of an in te l l igence  b n ~ k g ; O t i r l d .  

36. Al l   pe r sonne l   no rma l ly  exposed to frequent contact  with  represt 'rlt- 
a t i ves  of C o m m u n i s t   c o u n t r i e s   m u s t  be given a brief ing on the t e c h n i q u e s  k n o w n  
to  be employed by va r ious   i n t e l l i gence   s e rv i ces .  

37. P e r s o n s  who h a v e   a c c e s s  to  NATO c lass i f ied  in format ion  ar:d whu 
i n t e n d   t o   t r a v e l   t o  o r  through  ( including  schedules   s top-overs  by a i r  t rave l )  
Communis t   coun t r i e s  or to any dest inat ion by a n y  form of t r anspor t   t ha t  belo:~gs  
to, is  r eg i s t e red   i n ,  o r  managed  f rons a Con7rnut:ist count ry ,  s h a l l .  twiort-. 
commenc ing   t he i r   j ou rney :  

be  given a thorough briefing about the  secur i ty  hazard6 .xhi(-l l  rira v 
be  involved.  During  the briefing, they w i l l  be requested to report  
a s  soon as t h e y   r e t u r n  on any   occu r rence ,  no m a t t e r  how unimportar  
it m a y  seem, which  could  have  securi ty   implicat ions;  

i f  s e rv ing  i n  NATO commands or  agencies ,  obtain pr ior  approva l  
for   the  journey from the   head  (or the oificer designated h ) +  hi.m) 63i 

t h e i r  NATO cocnmaud o r  agency who. i n  t u r n ,  must seek prior  
authori ty   through  es tabl ished  chan: le ls  Iron1 the appropriate: p;trc!: l t  

National  Security  Authority.   Additionally,  the  N A T O  @ifi(:c c ; ! '  

Secur i ty  wi l l  be   consul ted  i n  c a s e s  involving NATO c i \ * i l  a g e n c i e s  :*;ICA 

t h e   a p p r o p r i a t e   m i l i t a r y  s e c u r i t y  authority \ \ , i l l  be consulted i:] : ;t*c's 
involving NATO m i l i t a r y  commands or  m i l i t a r y  agencies ;  
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(Revised 4 ,  10. 74) - 1 E - 4 -  

37.1 Staff of NATO commands  and  agencies  whose  dependents wish 
to ma.ke similar  journeys  shall  notify  the  security  authority in their NATO 
command o r  agency  prior to the  journey. The dependents will be suitably 
briefed  and  debriefed,  preferably by the  security  authorities  concerned, or 
if this is impracticable, by the  person  whose  dependents are  making 
the  journey. 

37.  2 The  procedures  in  paragraphs 37 and 37.1 above  are  without 
prejudice  to any  more stringent  regulations of the  traveller 's   parent 
nation  which  exist on this  subject. 

ACCESS TO NATO CLASSIFIED INFORMATION 

38. Each  individual  in  possession of NATO classified  information 
is responsible  for  ensuring  that  persons  to whom it is passed   a r e  
authorized  to  have  access  to  information of at  least  that  specific 
classification. 

3 9. The  responsibility  for  authorizing  access  to NATO classified 
information, and for the briefing of personnel on the NATO security 
procedures,  rests  with  the  responsible  officials of the  government 
department or NATO command or agency in which the  person is to  be 
employed. 

40. Member  nations  and  the  heads of NATO commands  and ageccies  
sponsoring  delegates  to  conferences  and  meetings  away  from  their  parent 
organizations  will  transmit  certification  to  the  appropriate  authorities  that 
such  delegates  are  authorized  to  have  access to NATO classified  informatic 
of the  appropriate  level.  Exceptionally,  such  certification  may  be  hand- 
car r ied  by the  delegates  concerned. A copy  of  the  certificate of security 
clearance  to  be  used  for all visits,  except  repeated  visits  or visits to 
facilities in more  than  one member country  to be made  under  the  terms 
of Section VI of Enclosure 'D'a is at Annex 4. 

41. Persons  outside  regular  government  or NATO employment on 
NATO or  national  business  requiring  access to NATO classified  information 
do so under  the  sponsorship of their own government  and  will be security 
cleared  and  briefed as to their responsibility  for  security, 

ACCESS TO COSMIC TOP SECRET INFORMATION 

42. Access  to COSMIC TOP SECRET information  must be specially 
controlled.  Those who are  required  to  have such access  will be specifically 
designated by the  government  department or NATO command or agency 
concerned,  and  their  names will be recorded in the  appropriate COSUIC 
registry or control point. 
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4 3.  All  persons to be authorizcd access to COSMIC: TOP SECRET 
information wi l l  s i g n  a certificate  to the effect that they have t e e n  hriefed 
on N A T 3  security  procedures  and  that  they  fully  understand  their  special 
and  continuing  responsibility  for  safeguarding COS!,IIC TOP SECRET 
information, and the  consequences of unauthorized  disclostrre i;i classified 
information either by intent or through negligence. 

44. The names of all persons  ceasing t o  be employed in duties 
requiring  access to COSMIC TOP SECRET infDrmation will be removed 
from  the COSMIC list. All  persons ill be  reminded of their special and 
continuing  responsibility  for  the  safeguarding of COSMIC TOP SECRET 
information and will :ign a certificate  to the effect that they  understand 
this.  Should  any such person  be  re-employed O?I duties  requiring a c c e s s  
to COSMIC TOP SECRET information, t h e  procedures i n  paragraphs 53 to 
37. 2, 42 and 4 3  above will be  completed by t h e  new clcpart-nient i n  \\.hich 
the  person is  to  be  employed. 

ACCESS TO NATO C R Y P T 0  INFORMATION 

44. 1 Security  clearance  procedures  for  establishing a person's 
eligibility  to  have  access to NATO classified  inforrnation are equally 
applicable for eligibility  to have access  to NATO crypto  information. In 
addition,  individuals who in  the  normal  course of their  duties a r e  required 
to have continuous  access  to NÀTO high grade key mater ia l  or  crypto 
information of a sensitive  nature must be specifically  authorized in 
accordance  with  the  procedures set  forth in  NATO crypto  security  struction 
which  have  been  promulgated by the  Military  Committee. 

INTERIM ACCESS TO NATO CLASSIFIED INFORMATION I N  AN 
- EMERGENCY 

45. In wartime o r  in periods of mounting  international  tenaion when 
emergency  measures  require it, member nations  and  heads of NATO 
commands  and  agencies may in exceptional  circumstances  grant by a 
written  authorization  access to NATO classified  information  to persons who 
do not  possess  the  requisite  security  clearance  provid.ed  that such 
authorization i o  aboolutely neceroary  and  there are no reasonable doubts 
as to  the  trustworthiness of the pereon concerned. 

40. In the  particular case of CaSMIC TOP SECRET information, 
this emergency acccoa will be  confined  wherever possible to those pcreonnel 
whose clearances already afford  tham acce158 ta NATO SECRET or NATO 
CONFIDENTIAL information. 

47. Whenever such emergency access is granted a record of the 
authorization will be made by the authority concerned who will, as soon .. . . 1 .r I L- 
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DISTRIBUTION 

86. Distribution of NATO classified  documents  will  be on a 
need-to-know  basis.  Documents  classified NATO CONFIDENTIAL 
and  above  will  be  restricted to persons  currently  authorized  to have 
access  to  such  information. 

87. The initial distribution of documents  classified NATO 
CONFIDENTIAL and above  should be specified by the  originator, The 
addressee may authorize  such  wider  distribution as may be required  in 
accordance  with  the  principle  laid dowq in  paragraph 86 above. 

88. Distribution of COSMIC 'L.OP SECRET documents will be 
through  registry channcals except as provided  for  in  paragraph 1 19. 
COSMIC TOP SECRET documents on loan  outside a registry or control 
point will  be  returned when  no longer  required, 

EXTRA COPIES, TRANSLATIONS AND EXTRACTS 

89. If  an  addressee  requires  extra  copies of a COSMIC T 3 P  SECREl 
document  these should normally  be  obtained,  except i n  the   case  of a signal/ 
message, from the  originating  member  nation or NATO command  or agency. 
It is recognized,  however,  that it may  be  necessary  in  exceptional  cases 
for an addressee to make copies or translations of COSMIC TOP SECRET 
documents.  In such cases  reproductions  or  translations of COSMIC TOP 
SECRET documents  and  signals/messages  must: 

(a) be  authorized by the  Control  Officer( 1) of a COSMIC central 
registry.  This  authorization may be delegated to a Control 
Officer of a COSMIC sub-registry but in  such cases 3 report 
of such  reproduction  or  translation will  be  reported to the 
COSMIC central   registry who will monitor  such  reproductions 
and  translations  and  record  the  copies made. In the  case of 
a signal/message the  officer in charge of the  signal  office 
primarily  concerned may authorize  the  production of those 
copies  and  translations  necessary  to  make  initial  distribution. 
Thereafter  the  authority  for  reproduction  and  translation of 
signals/meesages  will  be  the same as for other COSMIC 
TOP SECRET  docwnentr; 

(b) bear  the  reference  and  copy  number of the  original  document 
together  with  the  name of the  originating authority and that of 
the  reproducing  element; 

( 4  be  marked  with  an  identifying copy number locally  assigned b y  
the  element  making  the  reproduction  or  translation; 

( 4  display  the COSMIC TOP SECRET marking and classification 
and all other  markings  accorded to the original document; 
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(ii) copies when produced rire brought  K::der rcLis t ï ) -  >::<{ 

inventory  control applicable to COSl.lIC T O P  SECEET 
documents  and  reported ir, t h e  annual  muster along with 
other COSMIC TOP SECRET documents held;  

(iii) the  Control  Officer of a sub-registry  authorizing 
reproduction  from  microfilm  reports t h e  nuniber of 
copies  made to the  Control  Officer of the COShlIC 
central   registry.  

TRANSMISSION 

Packaginq 

97. Documents  classified NATO CO?<FIDENTIAL and above will 
be  transmitted  under  double  opaque  and  strong  cover, The inner  co\.er 
will be secured  and  bear  the  marking COSMIC or NATO as appropriate 
together  with  the  security  classification.  The i n n e r  cover  will b e  enclosed 
in a secure  outer  cover.  The outer  cover will  bear   an  address  and a 
package  number for receipting  purposes  and  will  not  indicate the  classificatio 
of the  contents or the  fact  that it contains  classified  information. If document 
are transmitted  under  double  cover by courier,  the  outer cover should be 
c!early  marked, e .  g . ,  "by courier  only': A locked pouch o r  box or a sealed 
diplomatic poQch may be considered a s  the  outer cover. 

98. When NATO classified  documents a r e  carr ied  betwcol  off ices  
of the  same  building  or  enclosed group of buildings by officials  (other than 
messengers),  they  will b e  covered  in  such a way a s  to prevent  observation 
of their  contents. If they a r e  car r ied  by messengers  they will  be enclosed 
so that  the  messenger does not have access.  

Document  Control 

99. A receipt wil l  be  enclosed i n  the  inner  cover of COSMIC TOP 
SECRET  and NATO SECRET dccrments. NATO CONFIDENTIAL documents 
wil l  be receipted for only i f  required by the  transmitter.  The receipt wi l l  
be  immediately  returned  to  the  sender  after having been dt ted  and signed. 
COSMIC TOP SECRET  documents  transmitted  between  registries  and control 
points will be opened  and  receipted for only by a COSMIC Control Officer. 
In exceptional  circumstances t h e  inner  cover of a COSMIC TOP SECRET 
document m a y  be  addressed  to  an  individual  through a COSMIC Control 
Officer:.  in  which  case only that  individual will  open and receipt for the 
documents.  The  receipt  and  disposal of such  documents will  be recorded in 
the  usual  manner. 
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(Revised 4. io .  74) - 3 û -  

100. A continuous  receipt  system is required ior COSMIC TOP 
SECRET documents.  For  transmission of NATO SECRET documents 
within member  nations  and NATO command a n d  agencies, each member 
nation or  NATO command or  agency  concerned will establish  internal 
controls,  to  include  periodic  inspections, and such other appropriate 
measures  as will  ensure  that NATO SECRET documents are controlled 
and  their  movements  recorded. 

101. A receipt,  which  requires no security  classification,  will 
quote  only the reference  number,  date, copy number  and  language of 
the  document  and  not its title. 

102. For  NATO CONFIDENTML and  above couriers and 
messengers  will obtain  receipts  against  package  numbers.  Receipts 
for packages  containing NATO CONFIDENTIAL documents   are  only 
required i f  carried  outside  the  confi.nes of a building or enclosed group 
of building S. 

Personal  Carriage 

103. Each member  nation  and NATO command and agency will  
prepare  instructions  covering  the  personal  carriage of documents 
classified NATO CONFIDENTIAL and  above  based on these  regulations. 
The bearer  will  be  required  to  read  and  sign  these  instructions. In 
particular,  the  instructions  should  make  it  quite  clear  that in no 
circumstances: 

(a) may the  documents leave the possession of the bearer unless 
they  are  housed i n  accordance with the  provisions for safe 
custody  contained  in  Section IV above; 

(b) may documents be left  unattended (e. g. in  hotels, and 
vehicles)  or  stored in hotel  safes  or  luggage  lockers; 

(c) may documents  be  read  in  public  places (e .g .  in aircraft ,  
trains,  etc. ). 

INTERNATIONAL TRANSMISSION 

104. Documents classified NATO  CONFIDENTIAL and above 
wil! be  conveyed by diplomatic pouch or military  courier service. In 
addition, NATO SECRET and NATO CONFIDENTIAL documents may be 
transmitted by registered mail through specific postal s e r v i c e s  approved 
by the NATO Office of Security, 

105. Exceptionally,  documents  classified NATO CONFIDENTLAL 
and above may be car r ied  by hand of persons other than couriers provided: 
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that a record is held in  the approprizte r e g i s t r y  i a  the  c a s e  
of COSh4IC TOP SECRET d o c u r r c t s ,  and in  the  appropriate 
offices i l l  t h e  case of NATO SECRET and NATO CONFIDEIUTIAL 
documents, of all  documents  carried. The receipt for the 
documents o r  the actual documents, if returned,  should  be 
checked  against  this  record; 

the documents will be carricd in a locked  container which wil l  
bear a label with  an  identification and instructions  to  the  finder; 

this  container will  be covered by an  official  seal,  or  likewise 
protected  under  procedures  designed  to  prevent  customs 
examination; 

t he   bea re r   ca r r i e s  a courier certificate  (copy at Annex 5) 
recognized by all NATO nations  authorizing  him to c a r r y  
the package as identified; 

the  bearer  does not travel  ei ther by surface  routes  through 
non-NATO  nations o r  by air routes  over  Communist  countries. 
When speed is of paramount importance, t h i s  rest r ic t ion may 
bc waived on the  specific  authority of the head of the NATO 
command or  agency  or  his  authorized  designate or by the 
appropriate  authority of t h e  nlernber nation. 

NATIONAL TRANSMISSION - 
106. National  transmission of documcnts  classified NATO CONFIDENTIAI 
and above  will  be by authorized messenger service,  courier or hand of person 
authorized to have access  at   least   to  the  level of the  classification of the 
documents  carried.  Additionally NATO SECRET and NATO CONFIDENTIAL 
documents  may be transmitted by regis tered or insured  mail  if such transmission 
is permitted  under  national  regulations. 

107. Whenever a messenger   service is used ior the  carr iage of 
documents classified NATO CONFIDENTIAL and above outside  the  confines of 
a building or an enclosed  group of buildings, the packaging and receipting 
provision  contained in  paragraphs 97 to 99 and 102 above  will be complied with. 
Exceptionally  documents  classificd NATO CONFJD1~;NTIAL and above may be  
car r ied  within a member nation  provided the provisions of paragraphs 103 
and  105(a), (b) and (c) are complied with. 

TRANSMIS5ION OF NATO RESTRICTED DOCUMENTS 
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above  will  be cncy-pilered and ii c l a s s i i i e t  C('jSl1IC 'TOP  SECÂZT c.r :LATG 
SECRET only  the  cryptographic systems apecii ' icsily  authorized by the 
,Military  Committee  will  be used. The handling oi COS-MIC TOP SECRET 
messages   in   s igna l   cen t res   wi l l  b e  r e s t r i c t ed  to  off icers  or other  specially 
designated  cryptographic  personnel  whose  number  should be kept   to  a minimum, 
In addition,  each  message or  s igna l   cen t re   used  for the   receipt  of encyphered 
NATO classif ied  messages  wil l   in i t ia te  a sys tem to ensu re   t ha t   pe r sons  not 
au thor ized   access  to NATO classif ied  information \vil1 not gain such  information 
through  reviewing  incoming message  files. IVXTO RESTRICTED m e s s a g e s  
will  be  encyphered \+-hen t ransmi t ted  across  national f ront iers .  They wi l l  
also be  encyphered  when  t ransmit ted  nat ional ly  except where   t he   means  of 
encyphering is not  available or speed is pf  paramount   importance;   in   such 
cases ,   they  may be passed   in  clear text v e r  the telex system  provided 
national  security  regulations  allow  such  transmission. 

110, Telephones  even  with  speech inversion equipment  will not 
normally be used in the discussion of infcrrnatiol;   classified NATO CONFIDENTL4 
and above, A s  an exception  such  classii ied  information m a y  be conveyed by 
telephone  when secure voice  equipment  evaluated  and  approved  by  the  Military 
Committee is used,  Information so conveyed  will n o t  exceed  the  c lass i f icat ion 
levels   for   which  approval   has   been given. The discussion of NATO RESTRICTED 
information over the telephone  will   be  subject to the  regulations  laid down by 
the  National  Security  Authority of the   member  nat ion it1 which  the  cal l   or iginates .  

SECURITY OF COURlER AND MESSENGER PERSONNEL 

111. A l l  couriers and   messengers   employed  to c a r r y   d o c u m e n t s  
c lass i f ied NATO CONFIDENTIAL and  above  will  be secu r i ty   c l ea red  by the 
appropriate   nat ional   authori ty ,   There is, however,   no  necessity for such 
persons  to be br iefed  on NATO secu r i ty   p rocedures ,   Cour i e r s   and   messenge r s  
will   be  instructed on the i r   du t ies  for protecting  the  documents  entrusted  to them. 

DESTRUCTION OF NATO CLASSIFIED DOCUMENTS 

Routine  Destruction 

112, To prevent   unnecessary  accumulat ion,   superseded  documents   and 
documents  no  longer  needed  will   be  destroyed as soon a s  practicable.  It  is not 
necessa ry  to awai t   des t ruc t ion   ins t ruc t ions  from t h e  or iginator ,  Holders of 
NATO  classified  documents  will   maintain a continuing review of them to 
determine  whether   they  can be destroyed,  

113. Surplus  or superseded  c lass i f ied  documents   including a l l  classif ied 
waste  m.ch a s  spoilt   copies,   working  drafts,   shorthand  notes,   carbon  paper,  
etc, wil l   be   destroyed  under   appropriate   securi ty   regulat ions and supervision 
by burning,  reducing  to  pulp,  shredding or pulverising into an  unrecognizable 
form and  beyond  reconstruction: 

( 4  except a s  provided for in   sub-paragraph  (c)   a l l  COSMIC TOP 
SECRET documents for destruct ion w i l l  he returned to the 
regis t ry   which holds them  on  charge,  Each COSMIC TOP SECRET 
document will  be l i s ted  on a certificate of destruction  which is 
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COSMIC REGISTRIES A N D  CONTROL POINTS 

1 I O, The purpose of COSMIC regis t r ies  and control  points is ?O e ? > b c r e ;  

the correct  recording,  handling and distribution of COSMIC TOP SECRET 
documents, The head of the COSMIC registry or control  point is dcsign:-teci 
the "COSMIC Control  Officer".  Alternate COSMIC Control  Officers s h o u l d  56.: 
designated a s  necessary. An alternate COSMIC Control  Officer n i a y  pcr for l : ,  
some of the  duties of the COSMIC Control Oificer on a permanent basis anci 
will a s s m e  all  authority  and  responsibility  during the latter 's  absence. 

118. Sub-registries are responsible for the  internal  distribution of 
COSMIC TOP SECRET documents and for keeping records of the locatio? a i  
each document  held on the  sub-regis t ry 's  chsrge.  When issued on tcrr,porary 
loan, to  other  than a control point, such  records  will  include  the  individual custscfy 

119. A COSMIC control  point i s  an  administrative means for assistiris 
i n  the  control of COSMIC TOP SECRET documents below the  registry lc*:~~l. 
I ts  primary purpose is to provide: facilities for the receipt, rout ing,  ant1 c u s t o d y  
of COSMIC TOP SECRET documents  received  from  the  registry  under tvhich i t  
operates, and  when authorized from other COS,MIC central   regis t r ies ,  s u b -  
registries or  control  points  and to control  them when on temporary  loan to  
individual  users. 

120. COSMIC control  points  may  be  established in  accordancc w3th 
regulations  issued by the  appropriate  National  Security  Authority, the S e c r e t a r y  
General, the Military  Committee  or Major NATO Commanders. Infrcg~~cnt  r t n ( l  

temporary a c c e s s  to COSMIC TOP SECRET documents does not ncc-essaril). 
require the  establishment of a COSMIC control  point  provided procedures a s s u r e  
that  the  documents  remain under the  control of the  appropriate COShlIC 
registry or existing  control points. 

121. In exceptional  circumstances  control  points m a y  bct authorrizcri to 
exchange COSMIC TOP SECRET documents  directly with other registries anci 
control  points  provided  that  the  transmission  and receipt is recorded in  the 
registries  responsible  for  holding  the documents on charge. 

122. Control  points are responsible for keeping up-to-clntc r e c o r d 8  01' 
the  individual  custody of a l l  COSMIC TOP SECiCET document8  i n  thcir c . l l : l r g * * .  

123, In order  to  expedite NATO business, and for adrn in is t r ; l t iv t+  
economy, sub-registries  and  control  points m a y  be authorizctl b y  thc: 
appropriate  authority of the  member nation or  NATO command or agcr1c.y .rr r n c h l y p  rpnf> q-rnv-v A--..----&,. > : - - - a  A -  - -  
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SECTION X 

PROTECTION O F  NATO CLASSIFIED INFORMATION 
H A N D L e D  AND STORED IN  AUTOMATIC DATA PROCESSING SYSTEMS 

INTRODUCTION 

162. The  security  policy  and  requirements in  this  Section  apply to 
all  automatic  data  processing  systems processing NATO classified 
information  except ADP systems  and  in9tallations  used  solely  for 
communications purposea. The securit  requirements for such communication 
computers are defined  elsewhere.  Because  these  are  based on the  sarrre 
security  principles,  this  will not  inhibit  interface  between  data  processing 
and  communications  computers when necessary.  Furthermol e ,  paragraphs 
16 5 through 167 and  177  through 18 l apply  only  to  automatic  data  proces s i n g  
systems  operated by NATOcommandsand  agencies.  Some ADP systems 
currently  used or already  initiated  may  not  permit  attainment of a l l  the 
objectives  immediately  but  every  effort  should be made  for  their   earliest  
practicable  inclusion.  They  must be included  in  all  systems  initiated at 
a future  date. Any computer or terminals  which  are  connected to the 
NATO systems must meet  the  requirements of this  Section. 

163. ADP installations a re  capable of processing  and  storing  larqe 
amounts of NATO classified  information i n  a compact form d e s i s n e d  t o  
permit its quick retrieval  and use.  Within A D P  installations  it i s  not 
always  practical  to  implement the”need-to-know“princip1e to t h e  same 
extent a s  in a conventional  office  and  opportunities a re   increased  for the  
surreptitious  acquisition of information.  These  installations a r e ,  therefore,  
attractive  espionage  targets.  The  complex  electronic  equipment compris in^ 
an ADP system is expensive,  difficult  to  repair  or  to replace rapidly a n d  
is very  vulnerable to accidental or malicious damage. 

164. To achieve  protection  equivalent  to  that  afforded under 
conventional  circumstances, ADP installations  processing NATO classified 
information  require  the  highest  appropriate  standards of conventi.>nal 
eecurity  coupled  with  special  security  procedures and techniques d e s i g n c d  
for  automatic  data  processing. 

SECURI’i’Y RESPONSIBILITY 

165. The  responsibility  for  security of A D P  systems wi l l  r e s t  wit11 
the security  authority of the  NATO organization. This  responsibility 
is distinct from that of operational responsibility vested with the 
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operational  element of the  organization as described i n  paragraph 169. 
A s  the  tecurity  problems will  include  areas  which are covered by t h e  
communications  security and counter-intelligence services,  proper 
co-operation  and  co-ordination  between  the  different  elements  must 
be  assured. 

166. Similarly,  co-operation  and  co-ordination  between  the 
ADP authority  and  the  security  authority  are  essential  from the  outset 
whenever  an  organization: 

plans to develop or acq ire an ADP system; 

propose?  to  make  changes  to an existing  configuration; 

proposes  to  make  significant  changes  to  the  mode of 
operation; 

proposes to  make  significpnt  changes  to  e\-isting, o r  to 
adopt  new,  controlling  systems  software (see paragraph 195);  

proposes  to  undertake work of a higher  security  classification 
than has previously  been  processed by an existing A D P  
installation. 

The  security  authority  and  the ADP authority  will  decide o n  
securi ty   measures  to be  applied by the  suppliers  during~the  installation 
and  testing  stages. 

168. The A D P  authority  will be responsible for the  implementa?ion 
and  control of the  special  security features designed a s  part  of t h e  overall  
ADP system. Before an ADP system  becomes  operative, the  
responsibilities for the implementation  and  supervision of s e c u r i t y  
during  operation  must be detailed. 

169. The  head of the  office  immediately  responsible for a n  A D P  
system  will  designate  from h i s  ADP staff an A D P  security  officer to 
whom will  be  delegated  the  responsibility for the  supervision of t h e  
implementation of the  security  provieions  within the ADP system, 
including  those  outlined  in the  Operating  Procedures (paragraph 207 below] 

PE,ISONNEL SECURITY 

170. Because of the  vulnerabilities  described in paragraph l t ,  3 
above,  particular  care  must be taken  over t h e  training a n d  supervision 
of ADP staff. 
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Clearance of Staff 

171. Individuals  must  be  cleared  to  the  highest  classification 
and  category of information  to  which  their  duties  could  possibly  give 
them access.  

Compartmentalization of Staff Duty Assignments 

172. Wherever  possible,  duties  and  responsibilities  should  be so 
allocated to ADP staff that  na o;le person  has  complete  knowledge or 
control of the  system  security  key and software.  The aim should be 
that  collusion  between  two or mor individuals would be necessary for 
surreptitious  acquisition of NATO classified  information or intentional 
degradation of the  system. 

TRAIMNG 

173 .  In order  to  ensure  that   security  measures are sensibly  devise 
and  implemented, ADP and  security staff with  responsibilitl- for A D P  
securi ty   must  be trained  to  the  extent  necessary to understand  each 
other's  problems. 

AUTOMATIC DATA PROCESSING SYSTEMS 

Design of Security  Safeguards 

174. The aim of the design  must be: 

(a) to prevent  unauthorized  access  to NATO classified 
information; 

(b) to detect,   abort   and  report   at tempts to obtain  unauthorized 
access;   and 

(c) to detect  and  report  unauthorized a c c e s s  after  the event. 

An evaluation of the security  feature8 of the hardware and noftware m u s t  
be made and  consideration  given to the  design of additional measures and 
procedures  necessary  to  give  an  acceptable degree  of protection to NATO 
claoaif iact  information. Monitoring and auditing f a c i l i t i e s  ahorrld be 
pr:wided to allow a continuous check on s e c u r i t y  to be c a r r i e d  out. 

175. Any means for the  electrical   transmission of NATO 
classified  information  outside the ADP centre  must satisfy  pertinent 
communications  security  standards. 
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(Revised 4. 10. 74) -48-  C-!~¶(55)15(F1s;iI 

176. A central  computer  facility milst have  the capability of 
positiv::ly denying access  to NATO classif ied  informtion  to  any  o r   a l l  
of i ts  remote terminals,  when required,  either by physical  disconnection 
o r  by special  software  features  approved by the  security  authority. 

Procurement 

177. Procurement  of ADP sys tems will be limited,  in so far as  
possible,  to  systems  designed  and  manufactured  in NATO member  
nations.  Specifications  for  procurement  should  include  the  requirement 
that   appropriate  security  safeguard  are  incorporated in  the  system. 
A complete  description of these srizguards and how they  function  should 
be  made  available by the  supplier.  The  specifications  should  also 
include a requirement  for  the  supplier  to  provide, on L equest, 
documentation  on all hardware  and  software  as  originally  supplied, 
to identify  any  subsequent  moklfications  and  to  state how they  affect  the 
operation of the  security  fectures. 

178.  In  deciding  whether  equipment  to  be  used  for  classified 
work  should be purchased or leased, it must  be borne  i n  mind  that 
such  equipment, i f  classified,  cannot  be  released  outside  an 
appropriately  secure  environment  without first being  declassified  to 
the  approval of the  security  authority and that  such  approval may not 
always be possible. 

Installation 

179. Installation of ADP sys tems should be so specified that 
installation is car r ied  out by security  qualified  installers  under constant 
supervision of technically qualified  personnel who a r e  cleared  for acceRs 
to NATO classified information to the l e v e l  equivalent to t he  highest  
classification which the ADP system is expected to handle. Al l  equipment 
must  be installed  in  accordance  with NATO directives  pertinent to the 
installation of electricaljelectronic  equipment  for the  processing of 
classified  infomation, 

Acceptance  Testing  and  System  Approval 

180. The  suppliers of a n  ADP system  should give an assurance 
that it incorporates  the  security  features  required by the  procurement 
spe.-:ification.  Before  the  system is used  for  proceseing NATO 
classified  information, it should be subjected to security  testing 
and  approval by an independent team of technically  qualified and 
appropriately  security  cleared personnel acting  for the user organization. 

N A T O  R E S T R I C T E D  
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Maintenance 

181. Contracts  for  scheduled  and on-call  mair,te:i;lnce oi :&.:>P 
systems  processing NATO classified  information m u s t  specify 
requirements  and/or  arrangements  for rriaintenance pt_rsor,nt.l u.ho 
must enter the  classified A D P  a r e a   o r  who m a y  acquire ~ C C C - S S  t o  
NATO classified  information  in  the course  oi their r r : n i n t e n i n c c  
duties ( s e e  paragraphs 171 and 184). 

Routine  Checking of Security  Features  for  Continued Approva! 

182. After  acceptance, ie correct  operation oi secu r i ty  ttintltrt 
should be checked as often a s  possible, and in  the c a s e  oi X A T O  
commands  and  Lgencies  at  least  once  annually. It must  also ! ) e  c h e c k e  
after any  modification,  repair or failure any of which cou ld  h~*:c  
affected  the  security  safeguards of the system. Continued appro\-;tl of 
t he  system depends on the  satisfactory  completion o i  t h e  (*1;:scks. 
Changes wi l l  be effected  in  conjunction \LVith the relevant s e c u r i t y  
authority. 

PHYSICAL SECURITY 

Classified ADP Areas 

183. Areas  i n  which classified  information  is  transcrilred o r  
processed or  stored by ADP m e a n s ,  must I>c design.:tt(:ct a s  c1;issiiit.d 
A D P  areas and established as NATO Class I o r  Class  I I  s tbcuri ty  arcz;ls 
or  national  equivalent, a s  appropriate. 

Control of Entry- 

184. E n t r y  to and  departure from t h c  c lass i f icd  :lllP :lre:ls k > ~ '  

both  people and matcrial  will b c  controlled Ijy pos i t ivc  ~ I C ; ~ I I S .  

Individuals  requiring  temporary  or  intermittent access to thc.se 
areas will be authorized  entry a s  visi tors  by t h e  responsihlt.  security 
authority.  Visitors  must be supervised  at  all tin:cs  to  cnsurc tf1r-y ,tre 
denied unauthorized  access  to NATO classif ied information :;nd t h a t  
they  do  not  gain a c c e s s  to  the A D P  equipment for i l l i c i t  purpost:s. 

Application of Physical  Security M e a s u r r s  
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SECURITY OF' INFORMATION 

Classification 

- 5 0 -  

186. It is the  responsibility of the  requester of the  information 
to be processed,  in  consultation,  where  necessary,  with  the  system 
analystlprogrammer  to identify  and  classify  all  input,  programmes, 
data  files  and  output  and  any  intermediate  form  in which h is  data  will 
be  recorded  during  processing,  The  agreed  classification  must  be 
included in  the  system  and/or  programme  documentation, Output  will 
have  the  same  classification  as  the d x t a  used  for  its  production,  unless 
the  competent  authority  has  agreed,  lfter  review, to a different one - 
see also paragraph 71. The fact  that  the  data  may be i n  a brevity  code, 
transmission code or i n  any form of binary rcprescntat ion does not 
provide  any  security  protection and should not, therefore,  influencc  the 
classification of the  data. 

187. Re-usable s torage  media used f o r  recording  classified 
information  shall  retain  the  highest  Classification for which they  have 
ever  been  used  until  destroyed or properly  declassified. 

Identification - 
188. User  data  input  and  output  in  documentary form shall 
be  identified by control  number,  user  identity,  security  classification 
and  date.  Where  possible,  the  system  shall  identify  each  terminal 
with its  authorized  users  and  each  combination of terminal  and 
authorized  user  with  the  access  allowed. The  beginning  and end of 
all  classified  output  deriving  from  user  data  bases  shall be indicated 
and  each  page of printout  shall be numbered and marked with  the 
classification.  Multiple  copies of material  classified COSMIC TOP SECRE 
and NATO SECRET and  special  categories of information (e. g. 
ATOMAL and SIOP) will  be  identified  individually  and  assigned 
copy  numbers prior to  release.  Classified  outputs  produced for 
reproduction  purposes  will  be  identified a s  reproduction  masters 
and controlled  appropriately. 

Marking 

189. Information  must be clearly  marked with its  classification 
in  plain  language  before  being  removed  from  the  classified A D P  area. 
WitLin the  cLassified ADP area  plain  language  classification markings  
w i l l  IIC U H C ~  whenever  practicable. W h e n  not practicable, a local ly  
devised  classification code must  be used. 

N A T O  R E S T R I C T E D  
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Control 

-31 -  

190. Manua l  and, wh5re pos6ible,  automatic logs will be kept to 
control NATO classified  information through all  its stages of prucess ir ,g  
and  storage.  These  logs  should be retained for a period  to be agreed witi 
the  security  authority. 

191. Except as stated i? paragraph 192 below, classified A D P  
output and material  containing  accountable  information shall be transferr4 
from the  classified ADP area to a I œcipient only by prescr ibed c l a s s i i i e d  
document  control  procedures. Cla dsified  information  recorded in  m a c h i r  
readable form, i. e. magnetic tape, punched  tape  and  punched c a r d s ,  etc. 
will be identified  anu  described on the receipt form a s  to classification, 
subject  and  content. 

192. Information  connected  with a particular  classified job held  
within  the  classified A D P  area or in the custody and under  the  cor:troi 
of the  individual for whom the material  was  originally produced, m a y  t ~ e  
handled a s  one  clasrified  item  and  need not be registered with the c e n t r a l  
(or  other)  document  registry,  provided  the  material  is  identified, r:Iicrkecd 
with  its  claseification  and  controlled  within the classified A D P  u n i i l  
reduced  to  record copy and  placed on permanent file, o r  entered into 
transmission channels or destroyed. This material may be handlctd a s  
classified  working  papers  and  held in approved storage fac i l i t ies  for I ! I C  

minimum  required  period  after which time it  shall  e i ther  be b t o w h t  utide 
formal  document  ~ccountability  or  destroyed,  Appropriate rc \ ,ords  . - I : I c ~  

control of bulk classi f ied  mater ia l  shal l  be maintained b y  t h e  cttstor!i.lrl ,111 

the ADP centre until   the  material  is brought  under formal document 
accountability  control or destroyed, 

Destruction of NATO Classified  Information Stored on Ren-:ovai l I ( -  
ADP Media 

- 

193, Electromagnetically  recorded NATO classified infornlatio:] 
should  be  destroyed by approved  methods as soon as it is n o  longer 
required. When a rtorage  medium comes to the  end of ita useful l i fe ,  
i t  should be physically  demtroyed  unleas i t  can be released ullder the 
terms of paragraph 178, NATO classified  information in  hard copy 
(i. e. printout,  punched cards, punched tape, e t c .  ) should b e  dcs troyc t l  
by procedures approved for the destruction of NATO c l a s s i f i e d  tnatc-ria1 
as laid down in  Section VI. 

N A T O  H E S T R I C T E 1 3  
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Access  Codes o r  Security Keys 

194. All  information  controlling access  to  data  must be ciearly 
identified  and  protected  under  such  arrangements as prescribed  for  the 
highest  classified  information  to which it  m a y  give  access. 

Controlling  System S Software 

195. Master  copies of all controlling  systems  software(1) i n  
use  should  be  stored  under  the  most  secure  conditions  available. The  
versions i n  use  should  be  verified at Oegular intervals to ensure  their  
integrity  and  correct  functioning in  order  to  preclude  security  violations. 
New versions of any  c.ontrolling systems software  should  not be used for 
the  processing of NATO classified  information  until  the  software  security 
features  have  been  thoroughly  checked, 

Handling  and  Control of Rerr.ovable Magnet ic  Stores 

196. All  removablo  magnetic  stores  held within a classified A D P  
area must  be properly  identified  and  controlled.  The  control must include: 

(a) means of identification for each  separate  medium; 

(b) records, manual or by computer, of the  general  content 
and  clasrification of the  information;  and 

(c)  iixed  procedures for entry  into and re lease fronl t h c t  
area and  for  final  disposition of the  etoretr by destruction 
or  other  methods. 

To avoid  confusion  in  manual oystems of having, for example, NATO SECR; 
information  recorded on a magnetic  tape  marked COSMIC TOP S E C R E T  
(see paragraph 187), it is recommended  that  the  locally  devised 
classification  code  referred  to  in  paragraph 189 should  be  amplified to show 
the  disposition  category of the store as well  as the  classification oi the 
information  recorded on it. 

(1) All  systems  software which may b e  present  to  control t h e  
execution of applications  aoftware or t h e  interaction of 
computer  system  component6 
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Electrically  Transrr~itted  lnformation 

197. The  information  passed  between a central  computer  facility 
and its remote  terminals  or  between two or more  ADP systems, shall 
include, a s  a preamble,  the  highest NATO security  classification of 
the  information  being  transmitted as well as any  other  information  needed 
to  control  i ts   proper handling,  processing and distribution. 

Protection against - Compmmising  Radiations and Clandestine 
Devices 

198. Where  required by the S, amity  authority a technical  inspection 
and  radiation  survey of the ADP system  shall be carr ied  out  by a technicall 
qualified  security  inspection  team  and  appropriate  corrective  measures tak 
before  the  system  ie  allowed  to  begin  processing  classified  infomation. 
To ensure  continued  conformity  with  the  criteria in  NATO directives 
pertinent  to  the  installation of electrical  equipment  for  the  processing of 
classified  information,  such  technical  inspections  and  radiation  surveys 
shall be repeated after any major  change i n  the  configuration or after  any 
new conductor  has  been  introduced  into  or  through the inspected  zone or 
at intervals as required by the  security  authority.  Additionally,  such 
technical  inspections  and  radiation  surveys  will  be  carried  out at least  
once a year in NATO commands and agencies. 

199. Where the  possibility of technical  security or counter- 
intelligence  monitoring  of  signals existe, the  monitoring  sweeps  ehould 
include  examination of those  frequencies which might   carry signals 
originating from the ADP system  and  should  be  performed at such 
intervals as to  intercept  signals  originating from the ADP rystem 
during  periods of classified  operatione. 

200. Before  an ADP system first processes  classified work, i t s  
rooms, furnishings and ancillary  devices shall be comprehensively 
examined  for t h e  detection  and  neutralization of clandestine  intelligence 
devices.  Such  examinations  shall be conducted by qualified  counter- 
intelligence  teame  and  repeated at intervals  as  required by the security 
authority,  These  examinations will be carried  out  once a year, in NATO 
commands  and  agencies. 

SECURITY DURING PROCESSING 

201. Until and unless  it   shall have been  proved to the 
contrary, it must  be  assumed  that  no software or  hardware 
features  can be relied upon, either  individually or in combination 
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to  prevent or detect  unauthorized  acquisition oi information bv a persor: 
who has good knowledge of the system and  who h a s  authority  to erater 
the  computer room, submit a job over  the  counter, o r  use a terminal 
o r  who has  access  to  any  other e n t r y  port(1).  These  features  must, 
therefore, be augmented by additional  security m e a s u r e s  including, urhere 
necessary,  restrictions  on  certain modes of processing. 

202. When special category information, i. e. ATOhIkL and 
SIOP, or  information  classified COSMIC TOP SECRET is b e i n g  
processed,  the equipment used should be dedicated to this category 
and/or  classification. When such de lication is impracticable, 
information  concurrently  processed  ithin the ADP system m u s t  b e  held 
at   the COSMIC TOP SECRET and/or  special  category  level un t i l  
reviewed ( s e e  paragrbph 186) and a l l  terminals not authorized a c c e s s  
to  this  level  and  category of information  must be denied a c c e s s  ( s e e  
paragraph 176). 

203. Each ADP system  qualified for NATO classified work v-ill 
ensure  that   security measures are i n  effect to permit   access  L v  o n l y  
specified  and  authorized  personnel to classified  information processed 
or produced.  This  may be accomplished  through  such A D P  a c c e s s  ~ ' o ~ ~ t r o l  
techniques as a user  identity  code, a terminal  identity  code,  and a n  
information identity code or a combination thereof. An informatio?.' 
identity  code or  some  other  equivalent  technique shall b e  used to control 
access to all data  or  information on all  classified ADP systems. 

204. The access  control  mea8ures  shall  allow NATO c lass i i i cd  
data o r  information  to be transmitted  to  or  received from only  
authorized  local  or  remote  terminals which are  manned by authorized 
personnel. Release of NATO classified  information to unmanned 
facilities  will be prohibited u n l e s s  special arrangements are i n  f o r c e .  

205. The security  measures  should  also be capable of nLortirlS 
any  unauthorized  attempt to gain  access to NATO classified data o r  
information and to record and  dieplay or print at the  A D P  centre 
pertinent  informatien  concerning the attempt s o  that  the  officer i n  
charge of operations can take  immediate action and report the  inc ident  
to the  responsible security authority, 

m n y  facility or point of acccsu whereby data or information 
may be passed to or from an A D P  system 
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” 

206, System security  features will allocate to each local and  
remote  terminal  used for automatic  data  processing of NATO 
classified  information an  entry port which the system  shall  recognize 
and  verify  prior  to  passing NATO classified  data to the terminal. 
The system shall also be capable of positively  checking  that the 
requesting  user,  the  terminal  and  the  communications link(s) via 
which  the’terrninal is accessed, arc authorized for such data. 

OPERATING PROCEDURES 

207. . Organizatione  having AI’P systems wi l l  issue i n s t r u c t i o n s  
covering operating procedures for 7 :ocessing of K A T 0  classified 
information, Such instructions  will be prepared by the -4DP a u t h o r i t y  
i n  cot~sr~l t ;~t ion,  whe1.e appropriate, with  the sectlritv authori tv ,  w t w  
will  co-ordinate w i t h  other  security elements c .<>rI< .err tecI .  ‘ 1 . h ~  i l l s tr t t t  t - 
ions  must  cover  where  applicable,  the aspects l i s t ed  hereundcr: 

t he  allocation of security  responsihilities  to  particular 
members of the staff; 

arrangements  for liaison with the  organization’s 
security  authority; 

the  personnel  authorized  routine a c c e s s  to the classi i ied 
A D P  areas, their  duties  and  responsibilities; 

arrangements  for the  establishment  and  maintenance of 
a list of authorized  users and their a c c e s s  control  codes 
and for the  safeguarding of the  latter; 

visitor control and  the  measures to be taken for  preventing 
unauthorized  personnal  having a c c e s s  to classified 
information; 

receipt of input; 

the  control of the  collection,  distribution and transmission 
of output; 

control of all etorage media; 

destruction of claeeified  information; 

methods of marking  identification and classificatiox ( . > r I  

all  information-carrying  media: 
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(k)  handling of work  within  the classified ADP area and t h e  
records  to  be  kept  in  this  respect; 

(1) periodic  accountability  control,  inventory and a u d i t  of a l l  
classified  holding3  within an A D P  centre; 

(m)  measures  to  ensure  the  integrity of software; 

(n) computer  configuration to be used for processing under 
various  conditions,  including  any  terminals  to be denied 
access  and any peripheral equipments  which a r e  to be disabled; 

(O) security  classification 2 ,d category  and  description of d a t a  
which may not  be  processed  under  normal operating c o n d i t i o n s  
and actions  to  be  taken  before such inforrxation I :  :!y i)e pracc.ss( 

(p) details of the  precautions  to be taken before and  after proccssir? 
or preparing  different types of classified work, including 
routines for clearing  main memory and clearing al l  stores, 
including  those  associated with peripheral d e v i c e s  a n d  da:a 
processing  apparatus; 

(9)  running of monitor o r  audit  programmes and scrutin!, 01 the 
records  created by such  programmes for detection 
unauthorized  attempted a c c e s s ;  

(r) examination of manual  records and the  computer l o g s  in o r d v r  
to  ensure that instruct ions  are  being  followed; 

(S) detailed  procedures  to be followed i n  the event of failure si' 
systems  components,  power  outage or other f a u l t  co:Idit ions 
which  could  affect the reliability  and/or  operational 
characterist ics of the A D P  systems  security  features: 

(t) guidance to ADP users, for example, about preparation oi 
input  including  security  requirements,  responsibility for 
claesification,  safeguarding of user identification, and fi le 
access  paaewords, and  reporting u n u e u a l  incidents w h i c h  
might  be relevant to security such as receipt of wrol lg  outptlr; 

(U) the  responsible  authority who shall  approve procedures 
under which the remote  terminals shal l  reeunlr: proztssiriK 
classified  data or producing  Classified  information a i t r r  
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such processing  or producing has been suspended 
because of suspicious  actions, e. g., unauthorized 
attempt6 to gain access; 

(v) an emergency  destruction plan for all  classified ADP 
information. 
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PROCEDURES TO BE FOLLOWED FOX THE RELE.I\SE O F  SATO 
CLASSIFIEI~  INFORMATION TO INTERXATIONAL ORGANIZXTICSS 

OUTSIDE T H E  NORTH ATLANTIC TREATY ORGANIZ.4TION 
COMPOSED ONLY OF SOME OR ALL NATO KATIONS 

1. Any member  nation or NATO command or agency 
considering i t  would be  advantageous  to NATO to release  to ar: 
international  organization,  outside  the  North  Atlantic  Treaty  Organization, 
composed only  of some or al l  h'AT( member  nations NATO class i f ied  
information up to  and  including CO: 4IC TOP SECRET but excluding  that 
originated by one or m o r e  of the  nations  participating in n h\;.;STO Production 
and Logistics  organization  or  other  organization  granted a c h a r t e r  under 
the t e r m s  of C-M(62)18 or generated  within such a n  organization a n d  
pertaining  to  it - see paragraph 3 below - will  submit  an  applicatiori i o r  
i ts   re lease  to  the Military  Committee or NATO civil  committee  most 
concerned  with  the  information( 1). 

2. The  authority  to  release such NATO classified information 
will rest exclusively with either  the  Council or t h e  relevant  committee. 
In the  case of information  referred  to a N A T O  civil  committee that 
committee  will  authorize its release,  provided it is unanimous  that the 
information m a y  be  released  and  provided  the  information  is not 
classified  higher  than NATO CONFIDENTIAL. If the  information  is 
classified COSMIC TOP SECRET or NATO SECRET, the NATO c i v i l  
committee,  having  agreed  that  the  information should be released, will 
seek  the  approval of Council, for its  dissemination.  Normally, such 
approval  will be sought  case by case  but  where  there  is a need  to r e l e a s e  
a certain  type of information on a continuing  basis,  Council nlay aur.horize 
the NATO civil  committee  to  act on its behalf. ( I f  the or ig inator  of the 
information, for which  release is deeired, is not a member O! the 
relevant  committee,  that  committee  must first seek  the  originator ' B  

consent  to the re lease,  i f  the  originator or originators  cannot Le 
established  the  relevant  committee  will  assume the responsibility 
of the  originator.) 

3. In the case of NATO classified  information eriKin,-ttec! t)y 
one  or more of the  nations  participating i n  a NATO Production and 
Logistics  Organization  or  other  organization  granted a charter  Irnrler 
the   terms of C-M(62)18 o r  geueratcd within  that  organization a n d  
pertaining  to  it,  the  application for re lease - s e e  paragraph 1 above - 
will  be  submitted to the  Board of l j i rectors   (or  t o  any other !lady 
designated by h i g h e r  authority) of the N A T O  organization  Concerned. 

(1)  For ease of reference,  hereafter i n  this A n n e x  tht. t ern)  '"re levant  
committee" wil l  be used i n  lieu of the  expression " a s  apyropriatc .  
either  to the Military  Committee  or  to t h c  NATO c i v i l  cornn;ittre 
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Provided it unanimously  agrees  that  the  information should be re leaucd ,  
the Board of Directors (or any  other body designated by higher  authorit:-) 
will  seek  the  approval of the  National  Security  Authorities of the nations 
participating in the NATO organization  programme  for  its  dissemination. 
If approval is given, the information  will be passed i n  accordance with 
the procedures  referred  to in  paragraph 4 below. The NATO organization 
concerned will maintain  records of all NATO classified  information  passed 
under these procedures  together  with  the  written  confirmation  mentioned 
in paragraph 4 below,  These  rect rd8 will  be  subject  to  examination by 
the NATO Office of Security  durir ~ their  annual  inspections. 

4. When approval  for  release has been given and before 
any NATO classified  information is passed  to  such a n  international 
organization,  that  organization will confirm, i n  writing, to t h e  security 
authority of the  member  nation or NATO command or agency or  NPLO 
(or  other)  Management  Agency making the  release,  with a copy t o  the 
NATO Office of Security,  that  the  relevant  paragraphs of the Security 
Regulations set  out in  the attached Appendix will  be  implen~ented  at  all 
times,  Normally,  this  written  confirmation  will  be  required only before 
NATO classified  information is passed  to  the  international  organization 
for the first time. Subsequent  confirmation may be   requi red   as  a 
result  of an  inspection by the NATO Office of Security. 

N A T O  R E S T R I C T E D  
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C-M(55) 15(F INAL) 
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. ,  PHYS1CA.i 
. .  
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ENCLOSURE "C" t 
C-M(55) 1 S(FINALJ 
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-65- APPENDIX to 
ANNEX 2 to ""_ ~ 

ENCLOSURE "C" to 
C-M(55)15(FINAL) 

PERSONNEL 

1, The  number of officials ir the non-NATO nationor  the 
international  organisation who will hav access   to  NATO classified 
information  must  be  strictly  confined to those  whose  duties  make  such 
access  essential   according to the  principle of need-to-know. These  officials 
must be authorized to have acceas  to national  information of the same 
classification a s  the NATO document. 

DOCUMENTS 

Registration on Arr iva l  

2. A s  soon ae  a NATO classified  document is received, it will be 
listed in a special  register,  held by the nation or national  organization, the 
pages of which  will bear columns  indicating  the da te  received, the date of the 
document, its serial number, its copy  number,  its  security  clasaification, 
its title, the  date  when  the  receipt is returned and the  date the document, 
when  no longer required, is sent  back to NATO or dertroyed. 

Return of Documente 

3, If a NATO classified  document is returned  to  the  sender the 
double  cover  system  must be uaed. The  inner  cover will be marked NATO 
together  with the security  .clae~ification. A receipt form will  be enclosed for 
each NATO c l a s s i f i e d ' d w e e n t .  The receipt form, which requires  no securiq 
claosification, should.:qucitb only the  reference  number, date, copy  number and 
language of the doc'uxhent:'and not it8 title. The  inner  cover will be enclosed in 
an outer  cover  which will bear  a package  number for receipting  purposer. 
Under no circumstances will any security  classification  appear on the outer 
envelope. Messengerr W i l l  alweyr  obtain  receipts  against  package  numbers. 

Custody and  Security  Protection 

4. When not in,uret, documenta will be stored in a security container 
which, i e  approved  for the:,rtorage of national documenta of a similar 
claesification a e  the NAT0'~documents. Such containers will bear no 
bidication of their  .contantk, which will be accessible only to thore authorized 
to  have  acceae to NATO clarrified  information. In the case  of combination 
locke, the combination will be known only to the official. of the nation or 
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ANNEXZ to 
ENCLOSURE "C" to 
C-M(55)1S(FINAL] 

international  organization  authorized  access  to NATO classified 
information and will be charged every  six  months,  or sooner in case 
of t ransfer  of an authorized  official, or when compromise is suspected. 

5, NATO classified  documents  may only be  removed  from the  
security  container  in  which  they are housed by members  of the  nation or 
international  organization who are  authorized  to  have  access  to  the  documents, 
The  person  removing a document  from  the  security  container  will be reaponsit 
for ensuring its safe custody at all time! until he replaces it in  the  container, 
In  particular,  he  must  ensure  that no 0r-d who is not  authorized  to  see  the 
document  has  access  to it. 

6. No copies or extracte of NATO classified  documenta will  be 
made.  Original  requests for the document should denote the  number of 
copies  required - which must be  kept  to a minimum. 

7. Plans  for  the  rapid  and  total  destruction i n  an  emergency of 
NATO classified  documents  should  be  prepared and confirmed as workable. 

PHYSICAL 

8. When not in use, any  security  container  used for the storage 
of NATO classified  documents will  at al l  times be kept  securely  locked. 

9, When maintenance  personnel or cleaners   are   required  to   enter  
or  remain  in  the  room  in  which  the  security  container is located,  they must 
at   a l l   t imes  be  escorted by a member of the national or international 
organization responsible for that  particular room or by a member of the 
security staff of that organization. 

1 o. Outside  office  hours  (nights,  week-ends  and  holidaya),  protection 
of the  security container will be provided  either by a watchman o r  by an 
automatic alarm syetem. 

BREACHES OF SECURITY 

11. Whenever a breach of recurity  affecting NATO classified 
information is diecov~ied: 

(O) a report.giving detail8 of the breach will  be rent immediately 
to  the  recurity  authority of the  sponsor or NATO body which 
sent  the  document; 
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ANNEX 2 to 

C-M(55)15(FINAI 
ENCLOSURE "C 

REPORTS 

12. So long a e  the nation or international  organization holds 
NATO classified information it will submit an annual report, to  reach the 
NATO Office of Security by 31 st January each year, to confirm the above 
Security regulation8 are being implemented. 

N A T O  U N C L A S S I F I E D  
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NATO SECURITY CLEARANCE CERTIFICATE 

Cert i fkat ion  ie  hereby given  that: 

Ful l  Name: 

Date and Place of Birth: 

has been  granted a security  clearance by the  Government of 

............................................................. in 
accordance  with  current NATO regulations,  including  the  Security Annex 
to C-M(64)39 in  the  case af ATOMAL information,  and is, therefore, 
declared  suitable  to be entrusted  with  information  classified up to and 
including: (1) .................................................. ........................................................... ........................................................... ........................................................... ........................................................... 
2. The validity of this certificate will expire not later than(2) ........................................................... 
Signed: 

Title: Offical government stamp 

Date: 

{l) Ineert, a s  appropriate, one or more of the  following: 

(a) COSMIC TOP SECRET 
(b) NATO'SECRET '.; 
(c)  NATO CONFIDENTIAL 

(d) COSMIC TOP SECRET ATOMA 
(e) NATO SECRET ATOMAL 
(1) NATO CONFIDENTIAL A T O M  

(2) Date of expiry of thir certificate  muet  conform to the provisions 
of paragraph 3 of the Supplement ta C-M(55) 1 S(Fina1) 
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CERTIFICATE OF SECURITY CLEARANCE 

Issuedby..............,..a....~...~...~............................. 
(member nation or NATO command or agency) 

DateandPlaceofIssue.............................,..,......~....~.. ........................... Valid  until .............................. 
This is to  certify that: 

F u l l N a m e . . . . . . . . . . . . . . . . . . . . . . . , . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  

D a t e o f B i r t h . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . , . . . . . . . . . . . . . . . . , . . .  

P laceofBir th . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  

Nationality .......................................................... 
Where employed. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  ........... 
Purpose  andDuration of Visit ......................................... .................................................................... .................................................................... 
.................................................................... 
Holder of Passport/Identity Card No. .................................. 
I s s u e d a t . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  Dated...,,............... 
Military Rank and Number (where  applicable) ........................... 
.................................................................... 
has been cleared for access  to NATO information classified up to and 

including......,....................................... inaccordance 
with current NATO security  regulations and has been briefed  accordingly 
by .................................................................... 
Signed: 

Title: 

Date: 

Offical seal or stamp 

NOTE: This certifcate  muet be handled in accordance with the provisions 
of paragraph 40 of Enclosure "C" to C-M(55)1 S(Fina1) 
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COURIER CERTIFICATE 

Valid  until ................................ 
1, Thie is to certify that  the bearer ................................ holder 

of Paseport/Identity Card No. ...... is a  member of ........................ 
2, On the  journey6  detoilud overleaf. the bearer is travelling in the execution 
of his official functione2.and ie. designated as an official NATO courier. He i a  
authorised to carry ........... of packages of official NATO documents, the 

s e a h  on which correepond to the epecimen  seal  appearing  againat  the  appropriate 
journey. . .  .. I . 

3. AU customs and immigration officials concerned are, therefore, requested 
to txténd to the official correspondence and documente being carried under 
official seal by the  bearer the immuhity from  search or examination conferred 
by the.Agreernent on the Statue of the North  Atlantic  Treaty  Organization 
National ReprssenWiver; wd International Staff, and the Agreement between 
the Parties to the North Atlantic Treaty regarding the Statue of their Forces. 

(name and rank, where applicable) 

(parent  organization) 

(number) 

... . . . . . . .  
Signature of Authorizing Official: 

Designation: 
(Name and rank in capitals) 

, . . .  . ~. 

Official stamp of NATO member 
nation'or NATO command or agency Date: 

ORDRE DE MISSION D'UN COURRIER 
. . .  ....... 

I ,. . . . . . . . . .  Valable ju~qu'au . . . . . . . . . . . . . . . . . .  
1 .  II est certifid par la prdssate que le porteur ............................. 
détenteur  du.PasesportfCarte  d'identité no. ....... cet  membre de ......... 
(organisme  d'appartenance) 

2, Auicourr des voyager méntiOnnd8 au verso, le porteur voyage en exécution 
de sei..fonctione o f f i . ~ ~ l l a ~ ~ : s t . , e ~ ~ t  aqcr6dit4 comme un courrier officiel de 1 'OTAN, 
n est autori,sb a tran@po&ter,:; ....... paquets contenant des documents officiels 

de l'OTAN, dont !er oceaux correspondent au modèle du aceau appoci; cn regard 
du voyage indique.. ,. .: , 

3. Tou,@ f e 6 ~ ~ o n c t ~ ~ ~ i r ~ ' i ~ ~ d s l i ' r ; e i ~ c ~ b ~  de douane8 et  de  l'immfgratjon sont, 
en condqueqcs,  prih  d~'appliquei.C~~ia  dbrreipandrnce et aux documents offici& 
transportdo :pou@, ba.+y ,officiel, par -10 portour l'knmunité prdvue an rnati3re de 
visite..,e& de contrahi dQy+ahr. par h Conve@ion SUI lo Statut do l'Organisation 
du Traits' . d p o >  ;&'&tl+ntiq~e, WoFd,. .der R . ~ r e e W a a t s  natioaoux et du Por ronnel 
international. at l i  Convention entre lei Etatm parties au Traité de l'Atlantique 
Nord sur l e  Statut  de leur# Forcer. 

(nom et grade, le c a s  échiant)  

.......................... 

I _  ...... . . . . . .  ,- ..... (.nombre) 

. .  , . .  1 

' . . hR&tUrs du fonctionnaire responsable: 
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$TAILS OF ITINERARY 
:TAILS DE L'ITINERAIRE 

om 

m 

to 
a 

Ses note below 
Voir note ci-deasous 

J 

to 
i 

nn to 

i 

L 

See note below 
Voir note ci-dessous 

nn 
c 

See note below 
Voir note ci-dessous 
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COMMUNIST COUNTRIES 

Albania 

Bulgaria 

Chinese  People's Republic 

Cuba 

Czechoslovakia 

German Democratic Republic 

Berlin  (East) 

Hungary 

North Korea 

North Vietnam 

Outer Mongolia 

Poland 

Rumania 

Soviet Union 
Yugoslavia 

N A T O  U N C L A S S I F I E D  " 

D
E
C
L
A
S
S
I
F
I
E
D
/
D
E
C
L
A
S
S
I
F
I
E
E
 
-
 
P
U
B
L
I
C
 
D
I
S
C
L
O
S
E
D
/
M
I
S
E
 
E
N
 
L
E
C
T
U
R
E
 
P
U
B
L
I
Q
U
E



(Revised 4.1 0. 1974) -73- C-M(55)15(FINAL) 

ENCLOSURES "A", "B", "C", 'bDb' AND SUPPLEMENT 

Note: In  this Index, the  references  given are to  paragraphs,  preceded by 
the  let ters A, B and C representing  the  appropriate  Enclosures,  with 
cross-references  to  the  Indexes  to  Enclosure "D" (D) and The 
Supplem  ent (S) 

Example: COMMUNIST COh  rACTS B. 9(e), C. 34-37 
See also Index to D 

Index  to S 

indicates  that  the  required  information will be found in  paragraph 9(e) 
of Enclosure "B", in  paragraph8 34 to 37 of Enclosure "C" and under 
"COMMUNIST CONTACTSb  in  the  Indexes to Enclosure "D" and to 
The  Supplement. 

Paragraph 

ACCESS TO INFORMATION: See INFORMATION, 
CLASSIFIED 

ACCESS TO SECURE AREA: See  ENTRANCE 
CONTROL 
PASSES 

PREMISES 

ADP SYSTEMS C. 162-207 

ADVERSE  INFORMATION: See INFORMATION, 
DEROGATORY 

ADVERTISEMENTS FOR CALLS FOR BIDS See  Index  to D 

AGENCIES 

See also CIVIL  AGENCIES 

MILITARY COMMANDS AND 
AGENCIES 

Definition of "NATO Agencyab C. 5 footnote 

Agencies  concerned with ADP C. 162, 165-169 

Agencier  concerned with indurtrial  security Index to D 
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AIR TRANSPORT O F  MATERIAL 
ALARMS 

ALCOHOLISM 

ANARCHY 

ANNEXES AND  APPENDICES TO DOCUMENTS 

AREA OF SECURITY 

ARMED FORCES 

ASSOCIATIONS, SUBVERSIVE 

ATOMAL/ATOMIC INFORMATION 

AUSTRALLAN NATIONALS IN UK FORCES 

AUTOMATIC  DATA PROCESSING SYSTEMS: 
See ADP 

BEHAVIOUR 
BIDDING, INTERNATIONAL  COMPETITIVE 

BIRTH RECORDS 
BLOCKED-OFF  STOWAGE 

BREACHES OF SECURfTY 

BRIEFINGS: See EDUCATION 

BUILDINGS: See PREMISES 

CAHIER DES CHARGES 

CARGO 

CARRlER COMPAMES 
CERTIFICATES 

Personnel  security clearance  cert i f icates  

C-,11(55)15( FINAL) 

Paragraph 

- See Index to D 
c. 54-57  

- See  Index to S 

7 See  Index to S 

C .72 ,  82, 84, 8 5  

B. 17, 18 

143, 144 

- See Index to S 

- See Index to S ,  under 
ORGANIZATIONS 

C. 9(i), 188,  202 

- See  Index to S 

C. 48-65, 135-1373 141, 

- See  Index to S 

- See  Index to D 
- See  Index to S 

- See Index to D 
C. 147-161,  Annexes  1,2 
See  also Index to D 

Index to S 

- See Index to D 

See Index to D - See  Index to D 

C. 3 1 ,  32, 40  
Annexes 1 ,  2, 3 
See also Index to D 

Index to S 

Destruction of documente C. 1 1 3  
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CERTIFICATES  (continued) 

Annual musters  of documente 

Authorization of access  by delegates 

Understanding of security  regulations 

International hand carr iage of documents 
(courier  certificate) 

Facility security  clearance  certifica fes 

SHARACTER REFERENCES 

ZITIZENSHIP  STATUS 

ZIVIL AGENCIES 

Responsibilities 

Responsibilities for infrastructure  projects 

Co-ordination with nation21  security 
authorities 

NATO Civil  Wartime  Agencies 

XVIL AIRCRAFT 

ZLANDESTINE DEVICES 

:LASSIFICATION, SECURITY 

See also DOWNGRADING 

Definition of classifications 

Document  cla B aification 

- Procedures  

- Responsibility  for  clasleification 

- Overclaebificstfon 

- Review of classification 

- Extracts 

- Microfilm 

- Infrastructure  documents 

Packages containing  documente 

Installations and key points 

Paragraph 

C. 129 

C. 40 

B. l 3  
c.43, 44 

C. 105(e),  Annex 5 

- See  Index to D 

- See  Index to S 

- See  Index  to S 

C. 5, 16, 37, 39, 40, 42, 45, 
70, 89,  100, 150-161,  Annex 1 

See  Index  to D, under 
AGENCIES 
- 
C. 19 

c.37 

See Index to D - 
C. 135, 136, 198-200 

C. 21-24 

B.4; C. 67-77, 80, 97 

C. 66 

B. 16 

B. 16; C. 74-77 

c. 9 3 ,  94 

C.95, 96 
See Index to D 
c. 97 

B. 4 
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CLASSIFICATION, SECURITY  (continued) 

ADP systems 

Infrastructure projects and  industrial 
contracts 

CLASSIFIED CONTIPACTS 

CLASSIFIED INFORMATION: 
See INFORMATION,  CLASSIFIED 

CLASSIFIED  MATEIUAL: See MATERIAL 

CLEANERS AT CONFERENCES 

CLEARANCES, PERSONNEL  SECURITY 

Principles  and  standards 

Procedures  

Supplemental  procedures 

Non-NATO organizations 

CLEARANCES, INDUSTRLALIINFRASTRUCTURE 
FACILITIES 

COASTAL  WATERS 

CODE NUMBERS ON CONSIGNMENTS OF 
MATERIAL 

COERCION 

COMBINATION LOCKS/SETTINGS 

COMMANDS: See MILITARY COMMANDS 
COMMITTEES 

See  also MILITARY COMMITTEE 

SECURITY, COMMITTEE 

Authority to relaaee  information 

COMMUh'ICATIONS 

Responeibility for security 

Electri  cal transmiésion of signals/ 
messages 
Cnmrn11nications beween  nations  concerning 

C-M(55)15(FINAL) 

Paragraph 

C. 178,  186, 187, 191, 196, 
201, 202 

See Index to D 

See Index to D, under 
CONTRACTS 

- 
- 

C. 1 3 3 ,  1 3 5 ,  137, 141 

B.6, 9, 10, 12 

C. 18(e), 30-32, 40, 41, 
45-47, 58, I I I ,  133, 171 

- See Index to S 
C. Annexes 1, 2 

See Index to D 

See Index to D 
- 
- 
- See Index to D 

- See Index to S 
C. 64,  65, Annex 1 

C. Annexes l ,  2 

C. 13 

C. 109, I10 
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COMMUNIST CONTACTS/COUNTRIES 

COMPROMISE OF INFORMATION 

COMPUTERS: See ADP SYSTEMS 

CONFERENCES,  CLASSIFIED 

CONFIDENTLAL 

Definition 

CONSIGNEE 

CONSIGNOR 

CONSULTANTS in  industry 

CONTAINERS 

See also PACKAGING 
Security  containers for documents 

Containers for transport  of equipment 

CONTRACTING OFFICERS 

CONTRACTORS 

CONTRACTS, CLASSIFIED 

CONTROL OFFICERS 
Responsibilities 

Establishment of sub-regiotries 

Liet of names  and  signatures of Control 
Officers and  alternates 

Temporary  control  officer0 

CONTROL POINTS, COSMIC: See REGISTRIES 
CO-ORDINATION 

- between  government  departments  within 
nations 

- between  National  Security  Authorities of 
member  nations  and NATO commands 
and  agencies 

- between  authorities  concerned with ADP 

C-M(55)15(FINAL) 

Paragraph 

B. 9(e); C. 34-37, 1 0 5 ( f ) ,  
Annex 6 
See also Index to D 

Index to S 
C. 147-161 

C, 40, 131 -146 

C. 23 

See  Index to D 

See Index to D 
- 
- 
- See Index to D 

C. 6 0 - 6 5  

See Index to D 
See  Index to D - 
- See Index to D 
- See Index to D 

C.89,  95, 96, 99. 113. 116, 
126, 127 
C.12, 15  

C. 126(b) 81 (c), 12 t (h )  

c. 139 

B. 3, 7 

C. 19 

C. 165, 166 
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COPYING O F  DOCUMENTS 

Extra copies 

Extracts 

Reproduction 

Microfilm 

COPYING OF MATERIAL 

COPY NUMBERS ON DOCUMENTS 

COSMIC 

Definition 
Originators 

COSMIC REGISTRIES: See REGISTRIES 

COUNCIL,  NORTH ATLANTIC 
Responeibilitiee 

COUNTER-SABOTAGE: See SABOTAGE 

COURIERS 

CREDIT  RECORDS 

CRIMINAL CONDUCT 

CRIMINAL RECORDS 

CRISES: See  EMERGENCIES 

CRYPTOGRAPHIC MATERIAL 
Emergency eafeguarding  and  destruction 

Compromise 

CRYPTOGRAPHIC SYSTEMS 

CUSTOMS 

DANGEROUS SUBSTANCES,  TRANSPORT OF 
DECLASSIFICATION O F  DOCUMENTS: 

See DOWNGRADING 

DEFINITION OF  TERMS 

Terminology used  in  indurtri81  security 

Paragraph 

C. 89 
c. 93, 94 
C. 79, 89-94 
C. 96 
C. 188 
See also Index to D 
C. 81,  89(b) & ( c ) ,  92, 96(b: 
188 

C. 25, 26 

C.69, 7 0 ,  90, 94 

C, 20, 2 5 ,  27 ,  Annexes 1, 2 

B. 10, C. 97, 98, 102-107, 
111; Annex 5 

See  Index  to S 
See Index to S 

See Index to S 

- 

- 
See also Index to D 
C. 115 
C. 161 

C.44.1, 109, 145 

See  Index to D 

See  Index to D 
- 
- 

C. 1 footnote, 2, 5 footnote, 

Soc Index to D 

21 -28 
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Paragraph 

DELEGATES AT CONFERENCES  C.40,  133, 135,  137, 146 

DELEGATION  OFFICES  AT  CONFERENCES C. 143 

DEROGATORY  INFORMATION: See INFORMATION, 

DESIGNATED SECURITY  AGENCIES - See Index to D 

DEROGATORY 

DESTRUCTION C.96,  112-115,  126(d), 14 
193, Annexes 1, 2 

DIPLOMATIC POUCH C. 104 

DIRECTORS in industrial   facil i t ies 

DISTRIBUTION OF DOCIIMENTS 

- See Index to D 
C. 3, 4, 86-88, 118,  119, 
126, 127,  139 

See also 

DOCUMENTS 

See also 

TRANSMISSION 
See also Index to D 

Index to S 

CLASSIFICATION,  SECURITY 

DESTRUCTION 

DISTRIBUTION 

DOWNGRADING 

INVENTORIES 

MARKING 

MICROFILM 

MUSTERS 

PACKAGING 

REPRODUCTION 

TRANSLATION 

TRANSMISSION 

Definition 

Preparation 
Extra copies 

Extracts 
Accountability 

Annexe8 and appendices 

C. 1 footnote 

C. 78-05 

C. 89, Annexer 1, 2 

C. 93, 94, Annexer l ,  2 
C. 119, 122, 128, 158, 
Annexer 1, 2 

C.72, 82, 84, 85 
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DOCUMENTS (continued) 

Receipts for documents 

Loans 

Safeguarding  and  custody 

Originators  for COSMIC TOP  SECRET 
document 8 

Handling of documents  in  registrir 3 

Non-NATO organizations 

DOORKEEPERS: See GUARDS 

DOWNGRADING 

Documents 

Contracts  and  infrastructure  projects 

ADP 
DRUG ADDICTION 

EAVESDROPPING DEVICES 

EDUCATION 

Security  briefing of personnel 

Investigation of education  record of 
personnel 

ELECTRICAL TRANSMISSION OF DOCUMENTS 

EMERGENCIES 

Protection of information  during local or 
national  emergencies 

Interim  access to information 
EMPLOYMENT 

ENTRANCE CONTROL 

C-M(55)15(FINAL) 

Paragraph 

C. 97, 99-102, 105, 107, 
126(c),  127(e) 

C.88, 119, 124 

C. 54-65,  124, 140, Annexe 
1, 2 

C. 69, 70, 90, 94 

C. 116-128 

C. Annexes 1, 2 

B. 16; C. 73-77,  128 

- See  Index  to D 
C. 178 
See Index  to S 
C. 135, 136 
- 

B. 13; C. 33-37, 39, 41, 111 
147 
See also Index to D 

See Index to S 
C. 109,  110,  175,  197 
- 

B. 19; C. 18, 26, 114, 115 

C.45, 47 
See Index to S 
B. i8; C. 51 -53 ,  135,  137, 
144, 184 

EQUIPMENT: See MATERIAL 

ESCORTS 

See  also GUARDS 
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ESPIONAGE 

National  record8 

Briefings  on  hostile  intelligence  activities 

Prevention of espionage  at  conferencee 

Reports on results of hostile  intelligence 
activities 

A D P  installations 

EVACUATION 

EXAMINATIONS: See INSPECTIONS 

EXPERTS 
Provision of security  experts by member 
nations and NATO commands  and  agencies 
to NATO Office of Security 

EXPLOSIVES 

Search for devices at conferences 

Transport of explosives 

EXTRACTS O F  DOCUMENTS 

FACILITIES,. INDUSTRIAL/INFRASTRUCTURE 

FALSIFICATION OF FACTS 

FINANCIAL  STATUS 

FORCE, ADVOCACY OF USE O F  

FORMS: See  CERTIFICATES 

FRONTIERS, CROSSING OF 
GOVERNMENTS, RESPONSIBILITIES OF: 

See MEMBER NATIONS 
NATIONAL SECURITY  AUTHORJTIES 

GROUPS, SUBVERSIVE 

GUAKDS 

HEADQUARTERS SECURJTY  SERVICE, NATO 

Paragraph 

B. 3(a), 8 

C. 34, 36 

C. 136 

C. 150(d) 

C. 163, 201, 205 

C. 114 

c. a 

C. 136 

See Index to D - 
c. 93,  94 
See  Index to D 

See  Index to S 
See  Index to S 

- See  Index to S, under 
VIOLENCE, ADVOCAC 
O F  USE OF 

See Index to D 

See Index to S 

c. 54- S9 
See a100 Index to D 
C. 9(h) 

N A T O   R E S T R I C T E D  
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Paragraph 

HOST NATION 

Responsibilities  concerning  personnel 
clearances  See  Index  to S 

Responsibilities  concerning NATO contracts - See Index to D 
- 

IDENTIFICATION CARDS: See PASSES 

ILLNESS 

IMS: See INTERNATIONAL  MILITARY STAFF 
- See Index  to S 

INDEXES,  INDUSTRIAL 

INDUSTRIAL SECURITY 

INFORMATION,  CLASSIl’IED 

See also ADP SYSTEMS 

See  Index to D 

See  Index  to D 
- 
- 

CLEARANCES 

DOCUMENTS 

Definition C. 1  footnote 

Protection of information 

- Agreement by Parties to the  North 
Atlantic  Treaty A (entire) 

- Basic  principles  and minimum standards B (entire) 

- Detailed  procedures C (entire) 

Access  to and release of information 

- Conditions B* 9 ,  20 
C. 3-5, 20,  29-47, 132-146 
See also Index  to S 

- Persons/organitations  outside  the 
government B. 20 

organizations C. 3, 4, Annexer 1, 2 
- NATO and  non-NATO  nations  and 

- Rsrponoibility for authorization C. 3, 39-41 

- Controls  concerning COSMIC TOP SECRET 
information C.  42-44, 127(b) 

- Interim  accese in an emergency c. 45-47 

Compromise of information C. 147-161 

Industrial/infraetructure - See Index to D 
 NAT^ R E S T R T C T E ~  
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INFORMATION, DEROGATORY 

INFORMATION, UNCLASSIFIED 

INFRASTRUCTURE 

INSPECTIONS 

- of unattended  areas 

- in  national  agencies 

- in NATO commands  ani  agencies 

- at  confel*encee 

- technical 

- of ADP systems 

- in non-NATO  organizations 

- industria1  examinations  and  inspections 

INSTALLATIONS, PROTECTION OF 
INTELLIGENCE 

Collection  and  recording by national 
security  organizations 

Activities of hostile  intelligence  services 

INTER-DEPARTMENTAL CO-ORDINATION 

INTERNATIONAL  COMPETITIVE BIDDING 

INTERNATIONAL  MILITARY STAFF (IMS) 

Reporta to IMS on breaches of security 

INTERNATIONAL SECRETARIAT, NATO 

See also HEADQUARTERS SECURITY 
SERVICE, NATO 

OFFICE OF SECURITY, NATO 
Reeponeibilitiss 

INTERNATIONAL VISITS 
INTERVIEWS 

INTOXICATION 

C-M( 55) 1 S(FINAL1 

Paragraph 

B. 14; C. 31 
See  also Index to S 

Index to C 

c. 4 . 1  
See  al80Index to D 
See  Index to D - 
B. 17; C. 57, 59 
C. 18(d) 

C. 10, 16 

C. 136, 141 

C. 136 

C. 198-200 

C. Annexes 1, 2 

See  Index to D 

B. 2, 4, 21, 22 

B. 3(a), 8, 21 

C.34, 36, 150(d) 

B. 3, 7 

- See  Index to D, 
under BIDDING 

C. 157, 159 

C. 1 4 ,  I5 
See Index to D 

See Index to S 
Sea Index to S 

- 
-. 

- 
INVENTIONS. SAFEGUARDING OF SECRECY OF A- 2 
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Paragraph 

INVESTIGATIONS 

Personnel  security  clearance  investigations B. 9; C. 32 
See also Index to S 

Investigations following breaches of security C. 150-1 55, 159, 160 

ISS/IOO FORM 

JOURNALISTS: See PRESS 

KEY POINTS, PROTECTION OF 

- See Index to D 

B. 2, 4, 21, 22 

KEYS C.64, 65 
LAW ENFORCEMENT  AGENCIES 

LEGAL OBLIGATIONS in industry 

LISTENING DEVICES 

See Index to S 

See  Index to D 

C. 135,  136 

- 
- 

LOAN OF DOCUMENTS: See DOCUMENTS 

LOCKS C. 64, 65,  Annexe8 1, 2 

h4AGNETIC STORES C. 196 
MAINTENANCE STAFF AT CONFERENCES C. 1 3 3 ,  135,  137  

UAINTENANCE OF ADP SYSTEMS C. 181 
MANAGEMENT AGENCY/OFFICE, NATO See Index to D 

MARKING 

See also CLASSXFICATION, SECURITY 

Definition and use  of COSMIC and NATO 
markings C. 25-28,  78 
Placing of marking8 on documente C. 80 
Marking of reproduced  documenta C. 89(b) & (d) 

Marking of documentr  downgraded from CTS C. 77 

Marking of packages of documenta c. 97 
Removal of marking8 to enable  wider 
distribution c. 4 

Automatic &ta procesaing 

MATERIAL 

See also DOCUMENTS 

Definition 

C. 189 

c. 1 footnotc 
Safeguarding  and  curtody C. 54-65 
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MEDICAL ADVICE 

MEETINGS,  CLASSIFIED 

MEMBER NATIONS 

See also HOST NATIONS 

Paragraph 

See Index to S - 
C.40, 131-146 

NATIONAL SECUFUTY AUTHORITIES 

PARENT NATIONS 

Responsibilities B(entire); 

45, 7 0 ,  89, 100 
See also Index to D 

C. 17-20, 30, 3 1 ,  39-41, 42 ,  

Release of information  contributed by 
member  governments C . 3 ,  4 

Security  Agreement by the Parties to 
the  North  Atlantic  Treaty  A(entire) 

MENTAL  ILLNESS 

MESSAGES: See SIGNALS 

MESSENGERS 

See Index to S - 

B. 10; C.97,  98,  102-107, 
1 1 1 ,  Annexes 1 and 3 

MICROFILM C. 95, 9 6 ,  1 1  3(a) 

MILITARY AIRCRAFT See Index to D 
MILITARY COMMANDS  AND AGENCIES 

Responsibilities C . 5 ,  10-12, 37, 39, 40, 42, 
45, 70,  89, 100, 120,  150-161, 
162, 165-169, Annexes I and 2 
See also Index to D 

Co-ordination  with National Security 
Authorities C. 19 

MILITARY  COMMITTEE,  NATO 

Responsibilities C. 10- 13, 120, Annexes I and 2 

Reporta on breaches of security C. 157, 159 

MISREPRESENTATION OF FACTS - See Index to S 
MUSTERS OF DOCUMENTS C. 96(e), 128- I 30 

NATIONAL AGWCIES 

See also NATIONAL SECURITY AUTHORITIES 

NATIONAL SECURITY ORGANIZATION 
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Paragraph 

NATIONALITY 

Persons  connected  with  transport See  Index to D 

Verification for clearance  purposes See Index to S 
- 
- 

NATIONAL SECURITY 

Basic  principles  and  minimum  standards  B(entire) 

NATIONAL SECURITY  AUTHORITIES 

Establishment by 
Responsibilities 

member nations C. 17 

C. 18, Annex I 
See also Index to D 

Index to S 
NATO Office of Security Relationship with 

and NATO agencies C. 18, 19 

Establishment of control  points c.  120 

Reports  concerning  breaches of security C. 150-160 

NATIONAL SECURITY ORGANIZATION 

Responsibilities B. 3 

NATIONS See HOST  NATIONS 

MEMBER NATIONS 

NON-NATO NATIONS 

PARENT NATIONS 
NATO AGENCIES: See AGENCIES 

NATO HEADQUARTERS  SECURITY SERVICE: 

See HEADQUARTERS  SECURlTY SERVICE, NATO 

NATO INDUSTRIAL ADVISORY GROUP See Index to D, under - 
INDUSTRIAL ADVISORY 
GROUP, NATO 

NATO INDUSTRIAL SECURITY  INDEX See Index to D, under 
INDEXES 

NATO INTERNATIONAL SECRETARIAT: 

See INTERNATIONAL SECRETARIAT 

"NATO" MARKING 
Definition C . 2 7 ,  28 

NATO MILITARY COMMANDS/AGENCIES: 
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P a r a g r a p h  

NATO  OFFICE O F  SECURITY: 

See O F F I C E  O F  SECURITY, NATO 

NATO PRODUCTION AND  LOGISTICS 
ORGANIZATIONS (NPLOS) - See Index to D, u n d e r   N P L O  

NATO SECURITY COMMITTEE: 

See SECURITY COMMITTEE,  NATO 

NEED-TO-KNOW B. 5;  C. 3 ,  29 ,  50, 8 6 ,  94, 11 
See also Index  to D 

See Index to D NEGOTIATOR i n  i n d u s t r i a l   c o n t r a c t s  

NEW ZEALAND  NATIONALS  IN  UNITED  KINGDOM 
- 

FORCES 

NON-NATO  NATIONS/ORGAMZATIONS 

Condit ions  for  release of in format ion  

T r a v e l  by bearers of documents   th rough 
non-NATO  countr ies  

NORTH  ATLANTIC COUNCIL: 
See COUNCIL,  NORTH  ATLANTIC 

NOTICES OF TRANSPORTATION 

NPLOs (NATO PRODUCTION AND LOGISTICS 
ORGANIZATIONS) 

O F F I C E  O F  SECURITY,  NATO 

Estab l i shment   and   composi t ion  

Respons ib i l i t i es  

Relationship  with  National  Security 
Author i t ies   and   NATO  commands  and 
agenc ie s  

Repor t s  on a n n u a l   m u s t e r s  

Rôle re b r e a c h e s  of secu r i ty  

Rôle re travel in   Communis t   count r ies  

ORGANIZATIONS 

R e l e a s e  of information to organisa t ions  

- See Index to S 

C. 3,  Annexes 1 and  2 
See also Index to D 

Index to S 

C. 105(1) 

See Index   to  D - 
C. Annexes  1 and 2 
See also Index to D 

C. 8 

C. 8 ,  9, 19, 20 
See  also Index to D 

C, 18-20 

C. 130 

C. 150- 159 

c. 37 

B. 20; C. 3 ,  Annexes I and 2 
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ORIGINATOR O F  INFORMATION 

Rights of originator 

Originators for COSMIC TOP SECRET 
documents 

R& of originator after compromise of 
information 

OVERLOOKING OF CONFERENCE ROOMS 

PACKAGING 

Documents 

Industrial/infrastructure material 

PARENT NATION 

Responsibility  for  personnel  clearances 

Responsibility for infrastructure 

PASSES 

PATENT RIGHTS, PROTECTION OF 
PERIMETER  SECURITY: 

See ENTRANCE CONTROL 

PASSES 

PERSONAL CARRIAGE O F  DOCUMENTS 

See also COURIERS 

MESSENGERS 

PERSONAL PARTICULARS FORM 

PERSONNEL 

See also CLEARANCES, PERSONNEL 
SECURITY 

CONTROL OFFICERS 

COURIERS 

EXPERTS 
GUARDS 
MESSENGERS 

C-M(55)15(FINALL 

Paragraph 

A(entire) 
C. 3 ,  2 5 ,  27,   87,   89-91, 94 

C. 152-154,  159 

C. 136 

C.97,  98 ,  107, Annexes 1 and 2 

See  Index to D - 

See Index to S 
See Index to D 
- 
- 
C.37, 51-53, 135,  137 

A. 2 

C.98,  103, 105,  106, 
Annex 5 

See Index to D 
Index to S 

- 
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PERSONNEL (continued) 

PASSES 

SECURITY OFFICERS 

Principles and practices of personnel 
security 

Supplemental  principles  and practices for 
security of personnel 

Persons  outside  the governm er 

Cryptographic  personnel 

Personnel in  non-NATO organizations 

Supervision of staff 

Staff at conferences 

Travel  in  Communist  countries 

A D P  personnel 

Personnel  in  industry  and  infrastructure 
projects 

PHYSICAL SECURITY 

Basic principles and minimum  standards 

Procedures  

Responsibilities of COSMIC Control 
Officer s 

Measures  at meetings  and  conferences 

ADP systems 

Noh-NATO organizations 

PORTS 
POSTAL SERVICES 

PREMISES 
See aleo ENTRANCE CONTROL 

INSPECTIONS 

Protection  against  unauthorized acccs8 

PRESS 
f h n t * d  nf members of the Prosr  a t  

C-M(55)15(FINALl 

Paragraph 

B. 5, 9-1 5; C. 30-47 

See Index  to S 
B. 20; C. 41 

C. 109 

C. Annexes 1 and 2 

B. 15; C. 179 

- 

C. 1 3 3 ,  137, 141-144,  14 

c. 37 

C. 170-173.  179, 203 

See Index  to D - 

B.16-19, 21, 22; 
C. 48- 50 

C. 48-65 

C. 126(f),  127(i) 

C. 132-146 

C. 183-185 

C. Annexes 1 and 2 

- See Index to D 
C. 104 

B. 18; C. ~18-65,  132-146 
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PROPELLANTS, TRANSPORT OF 
PUBLIC SESSIONS AT CONFERENCES 

RADIATION SURVEY 

RAIL  TRANSPORTATION OF MATERIAL 

RECEIPTS FOR DOCUMENTS 

RECORDING EQUIPMENT 

RECORDS 

Registry  responsibilities 

Personnel   c learance  regis ters  

Checking of records for clearance 
purposes 

Lis ts  of persons  having  access  to 
COSMIC TOP SECRET  information 

Documents  carried by hand 

Microfilms 

Authorization for emergency  access  to 
information 

Passes 

Keys and locks 

Destroyed  documents 

Subversion  and  espionage 

Release of information  to non-XATO 
organizations 

Industrial security records 

REGISTRIES 

See  also CONTROL OFFICERS 

Establishment or dioestabliehment of 
registries  and  mb-registries 

Establishment of COSMIC control points 

Purpose and responsibilities of 
registries,  eub- regis t r ies  and control 
point S 

CcM(55)l5(FINAL) 

Paragraph 

See  Index to D 

C. 137 

C. 198 

See  Index  to D 

- 

- 
C.97, 99-102,  105,  107, 126( 
127(e),  Annexes 1 and 2 

C. 138 

C. 105, 118, 121, 122, 126(d), 
I W f )  
B. 12 

See  Index to S - 
C. 42-44, 127(b) 

C. 105 

C. 95,  96 

c. 4 1  

C. 52 

C. 64 

C. 11 3 ,  126(d), 127( f )  

B. a 

C. Annexes l and 2 

See Index to D - 

C . l l ,  12, 14, 15, 18 

C. 119, 120 

C .  89, 9 6 ,  105(b), 116-130 
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REGISTRIES (continued) 

List of regis t r ies  and  control  points 

Records of persons having access  to 
COSMIC TOP SECRET information 

Destruction of documents 

RELEASE O F  INFORMATION: 

See INFORMATION,  CLASSIFIED 

REPRODUCTION 

Documents 

- Extra copies 

- Extracts 

- Microfilm 

RESIDENCE I N  COMMUNIST DOMINATED AREAS 

RESIDENCE IN MEMBER NATIONS OTHER THAN 
PARENT NATION 

RESTRICTED 

Definition 

REVOLUTIONARY ACTION 

ROAD TUNSPORTATION O F  MATERIAL 

SABOTAGE 

Protection of keypoints  and  installations 

Prevention of sabotage at conferences 

Sabotage  in  industrial facilitiea 

Effect on granting of clearances 

SAFES 

SCANDINAVIAN AIRLINES SYSTEM (SAS) 

SEARCHES AT CONFERENCES 

SEA TRANSPORTATION 

SECRET 

Definition 

SECRETARY GENERAL 

C--M(S5)15(FINAt) 

Paragraph 

C. 126(b) and  (e), 127(h) 

C. 42 

C. 113, 126(d), 127(f) 

See also Index  to D 
C. 79,   89-94 ,  96 

C. 89 

c. 93,  94 

C. 96 

See Index to S - 
See  Index  to S - 

C. 24 

See Index  to S 
See Index to D 
- 
- 
B. 2 ,  4, 21, 22 

C. 136 
See Index to D 

- See  Index to S 
- 

C. 59-65 

- See Index to D 
c, 137, 141 

- See Index to D, under 
SHIPPING 

c. 22 

C, 9(e)  and (i), 14, IS, 120, 161 
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Paragraph 

SECURE VOICE EQUIPMENT c. 110 

SECURITY  AGENCIES/  ORGANIZATIONS 

See NATIONAL SECURITY AUTHORITIES 

NATIONAL SECURITY ORGANIZATIONS 

OFFICE OF SECURITY, NATO 

HEADQUARTERS  SECURITY  SERVICE, 
NATO 

SECURITY  AGREEMENT BY TI E PARTIES  TO 
THE NORTH ATLANTIC  TREATY A( entire) 

SECURITY  ASPECTS  LETTER 

SECURITY BREACHES: 

See BREACHES OF SECURITY 

SECURITY CLASSIFICATION: 

See CLASSIFICATION, SECURITY 

SECURITY CLASSIFICATION BOARD 

SECURITY  COMMITTEE, NATO 

Composition  and  reclponsibilities 

Chairmanship 

SECURITY GUARDS: 

See GUARDS 

SECURITY  OFFICERS 

Appointment of security officers at 
conferences 

Designation of ADP security officers 

Security  officers in industry 

SECURITY  REGULATIONS/POLICY 

Instructions for ADP operating  procedures 

Governmental   in~tructione 

Supplementary procedure8 in commands 
and  agencies 

Military  Committee  implementing 
regulation8 

See Index  to D - 

- See Index  to D 

C.6, 7 
See also Index to D 

C. 8 

C. 134, 146 

C. 169 

See Index to D - 

C. 207 

B. 7 

c.  5 

C. 1 3  
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Paragraph 

SECURITY  REGULATIONSIPOLICY  (continued) 

Modifications to security  procedures c. 20 

Release of information to non-NATO 
organizations C. Annexes 1 and 2 

Industrial  security  policy 

SECURITY SERVICE, NATO HEADQUARTERS: 

See HEADQUARTERS SECURITY  SERVICE, 
NA TO 

SEDITION 

SEXUAL PERVZRSION 

SHAPE 

See  Index to D - 

See  Index to S 
See Index to S 
- 
- 

Rôle as host nation  in  industry - See Index to D 

SHIPPING - See  Index to D 

SIGNALS  AND MESSAGES C. 89,  109 

SIOP C. 188, 202 

"SLICE" OF INFRASTRUCTURE - See Index to D 

SPECIFICATIONS 

- for procurement of ADP systems C. 177, 180, 181 

- for  infraetructure  contracte 

SPOUSE,  INFORMATION REGARDING 

STAFF: 

See PERSONNEL 

STORAGE 

See Index to D 

See Index to S 
- 
- 

See also ADP SYSTEMS 

Docum ente C. 60-65,  140 

Material - See Index to D 

STOWAGE 

SUB-CONTRACTOR 

SUB-CONTRACTS 

See Index to D 
See Index to D 
See Index to D, unda 
CONTRACTS 

- 
- 
- 

SUB-REGISTRIES: 

See REGISTRIES 
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SUBVERSION 

SUPERVISION OF STAFF 

TECHNICAL  SPECIFICATIONS: 

See  SPECIFICATIONS 

TECHNICAL STAFF AT CONFERENCES 

TELEGRAMS 

TELEPHONES 

TENDERS 

TERMINOLOGY 

THREATS TO SECURITY 

See also ESPIONAGE 

SABOTAGE 

TOP  SECRET 

Definition 

Originators  for  TOP  SECRET  documents 

TRANSLATION OF DOCUMENTS 

TRANSMISSION OF DOCUMENTS 

Packaging 

Control of documents 
Peraonal  carriage 
- carriage  between  offices 

International  tranrmirrion 

National  tranrmieaion 

Electrical   tranamirsion 

Courierelmersengsrr  

Registry  responsibilities 

TRANSPORTATION OF MATERIAL 
" . "  .. 

Paragraph 

B. 8 
See also Index to D 

Index to S 
B. 15, C. 179 

C.133, 135, 137 

C. 145 

c. 110 

- See Index to D, under 
BIDDING 

C. 1 footnote, 2, 5 footnote, 

See also Index  to D 
B. 3(a) ; C. 34-36 

21 -28 

c. 21 

C. 69, 70, 90, 94 

C. 79,  89-92 

C. 97, 98 

C. 99-102, 108 

C. 103, 105, 106 

C. 98 
C. 104, 105 

C. 106, 107 

C. 109, 110, 175,  197 

C.97, 98,  102-107, i l l ;  
Annex 5 

C. 116-127 
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TRAVEL 

- through or over non-NATO and 
Communist  countries by bearer8 of 
documents 

- t ravel  to Communi~t  countries  by 
holders of NATO identity cards 

- effect of travel to Communist areas 
on  granting of clearances 

TREASON 

UNCLASSIFIED DOCUMENTS 

Use of NATO ,marking 
VIOLATIONS OF SECURITY: 

See BREACHES OF SECURITY 

VIOLENCE, ADVOCACY OF USE OF 
VISITORS 

VIS1 TS 

VOICE RECORDING APPARATUS 

WARTIME  AGENCIES, NATO CIVIL: 
Sec CIVIL AGENCIES 

WASTE, CLASSIFIED 

WATCHMEN: 

See GUARDS 

C-M(55) 15(FINAL) 

Paragraph 

C. 105( f )  

c. 37 

See Index  to S 
See Index to S 
- 
- 
c. 28 

See Index to S 
C. 51, 53, 144,  184 

C. 40, Annex 4 
See alro Index to D 

- 

C. 138 

C.113, 141, 142 

N A T O  R E S T R I C T E D  
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