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ENCLOSURE "D" 

INDUSTKLAL SECURITY 

SECTION I 

DEFIMTIONS 

l. Classified Contract Any contract  that  requires,  or  will 
require,  access  to NATO clasiified  information by persons  involved 
in its performance or pre-contractual negotiation. 

Classified  Information 'The words "classified information" 

any classified  item, be it an oral  communication of 
classified  contents  or the electrical or electronic 
transmission of a classified  message, or be i t  
"material" as defined  in (b) below; 

the word "material"  includes  "document" as defined in 
( c )  below and also any i tem of machinery or equipment 
or  weapons  either  manufactured  or in the process of 
manufacture; 

the  word  "document" means any letter, note, minute, 
report,  memorandum, signal/message, sketch,  photograph, 
film, map, chart,  plan,  notebook,  stencil,  carbon,  etc. 01- 

other form of recorded information (e. g. tape recording, 
magnetic  recording, punched card,  tape,  etc. ). 

Consignee The contractor,  facility or other organization 
receiving the  material  from the consignor either for further assembly, 
use, processing or  other  purposes.  It  does not include  carr iers   or  
agents. 

4. Consignor The individual or organization responsible for 
supplying material to the consignee. 

5. Container A large  receptacle of robust  construction with 
lockRble  opening, capable of being carr ied by ;i road vehicle or t r a i l e r  
or rail flat truck or in  a ship's hold or on deck. 
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6. Contracting  Officer  The  duly  appointed  representative 
of a government department or agency of a member nation, or a 
NATO military  command o r  NATO agency who has the  authority to  
negotiate o r  let and administer  contracts on behalf of the m e m b e r  
nation  or NATO. 

7. Contractor (also called a prime  contractor) An industrial, 
commercial, educational or other  entity of a member  nation which has 
contrac:ted to perform a Rcrvice, or manufacture a product, for 
NATO, 

1 o. Facility An installation,  plant,  factory,  laboratory,  office, 
university  or  other  educational  institution  or  conmlercial  undertaking, 
including any associated  warehouses, storage areas, utilities and 
components which when  related  by  function  and  location, form a n  
operating  entity. 

11. Facility  Security  Clearance A determination by a 
National  Security  Authority or  designated  security  agency  that, 
f rom a security viewpoint,  a facility  can  afford  adequate  security 
protection  to NATO classified  information of a specified  classification 
or below. 

12. Host  Nation The nation  designated  by an  official body 
of NATO to  act as the governmental  agency  to  contract  for the  
performance of a KAT0 prime contract.  Nations  in  which sub- 
cont rac ts   a re  performed a r e  not  referred  to as host nations. In 
some cases  a NATO military  command may act as a host nation, c. g., 
Supreme  Headquarters  Allied  Powers  Europe (SHAPE). 

13. Infrastructure The word "Infrastructurc" is  a NATO tcrm 
denoting  all  those  fixed  installations which are rleceesary for the 
effective  deployment  and operations oi modern armed forces, for 
example,  airfields, signals, communications, military headquarter 8 ,  

fuel  tanks and pipelines, radar warning and  navigational aid e y e t m l s ,  
port  installations and SO forth. 
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14. International Visits Visits by nationals of one m t i o n  ac ross  
intemational boundaries to  visit  either  miIitary  sites, NATO international 
bodies ( e .  g., NATO Management  AgencieslOffices) a government 
establisIunent, or  a NATO contractor.  Visits by nationals within t h e i r  
own nation  to NATO international  bodies or  military  sites of other 
member  nations  within  that  nation are also  considered to be international 
visits  unless,  in  the  latter  case,  the visit is made under bilateral  
agreements. A visit by a national  to a military site in  his  own nation 
shall not be considered to be an international visit. 

15. Nation of Origin of Contractor The nation in which  the 
contractor is registered  or  incorporated and which characterises  the 
nationality of the  facility  which  performs  the  contract,  regardless of 
the  nation in  which  the  work is actual1 performed. 

1 b. NATO Management  Agencv/Office An organization which 
is a subsidiary body of NATO charged with the administration of a 
NATO Production  and  Logistics  Organization  project or ,  i n  some cases, 
a NATOInfrastructure  project. 

17. NATO Production  and  Logistics  Organization (NPLO) A 
subsidiary body, created  within  the  framework of NATO for the-  
implementation of tasks  arising  out of that  Treaty,  to which the 
North  Atlantic  Council  grants  clearly defined organizational, 
administrative  and  financial  independence. It is established  with 
a view  to  meeting to the  best  advantage  the  collective  requirements of 
some or all of the  nations of the  Alliance in  the fields of production a n d  
logistics o r  such other  relative  fields a s  the  North  Atlantic  Council may 
decide,  but is usually related  to  the  provision of weapons or a weapon 
system, 

18. Negotiations  The  term  encompasses  all  aspects of awarding 
a contract  or  sub-contract  from  the  initial  "notification of intention to cal l  
for  bids'to  the final decision  to  let a contract or  sub-contract. 

19. Negotiator Any employee, in  addition to owners,  directors, 
officers, or executive  personnel, who require access to NATO classified 
information  during the negotiations of a contract  or  the  preparation of a 
bid or  quotation  pertaining  to a prime o r  sub-contract. 

20. Security  Aspects  Letter A document, iasued b y  t h e  appropri;ltc. 
authority as par t  of a contract,  establishing the sccurity classification or 
those elements  thereof  requiring  security  protection for a NATO classified 
projec':, In addition i t  m a y  include the obligatory  security pro\risions 
required for the  performance of the  contract, 
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21. Security Escorts   Armed  or  unarmed national police, military 
or  para-military personnel. Their  function would be to  facilitate  the 
securc nlovemcnt of the  material but they would not have direct security 
responsibility. 

22. Security  Guards Civilian or  military personnel who may 
be armed or unarmed They may be assigned for  security  duties o r  
m a y  combine  security guard duties  with  other  duties. 

23. Security  Requirements Check List A listing of the NATO 
securityclassifications allocated to NATO classified  information 
connected  with  the  various  aspects of a NATO classified contract, 
annexed  to a "security  aspects  letter ' ,  

24. Sub-Cmtracting Officer The duly  appointed  representative 
of a facility who has the authority to negotiate or  let and actminster on 
behalf of the facility sub-contracts for NATO Lvork. 

25. Sub-Contractor An industrial,  commercial,  educational, 
or other  entity of a member nation  which has sub-contracted, with a 
contractor or with  another  sub-contractor  to perform a service or 
manufacture a product, as part  of a classified  contract,  under NATO 
security obligations commensurate  with  the  security  classification 
of that  sub-contract. 
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Each member nation will: 

designate an agency  or  agencies subordinate to the 
Nationai  Security  Authority to  be  responsible for the 
establishment  and  CO-ordi] ation of government policy 
in  all matters of industria  security. Such policy must 
be co-ordinated  with  government  policy  in other fields 
of security; 

designa:e an agency or agencies  subordinate to the 
National  Security Authori ty  tu  he responsible for 
communicating gove rrunerlt policy O R  indus t r ia l  security 
to  industry  and for directing or assisting  industry i n  its 
implementation; 

ensure that it has the  means to m a k e  its industrial 
security  requirements binding upon industry and that 
it has the right to inspect and approve the  measures 
taken in  industry far the  protection of NATO classified 
information; 

ascer ta in  or  determine, as appropriate,  the  aspects of a 
NATO contract or sub-conrrrxct requiring  security protection 
and  the  security  classification to he accorded to each aspect .  
Having  done so, it will  er.su~*e  that  adequate  arrangements 
have been provided for the protection oi these  aspects in  
relation  to  their level. OZ N A T O  s e c u r i t y  classification and 
will be responsible for authorizing a c c e s s  to such information. 
Access  will  not b z  granted un t i l   t he  nced-to-know h a s  teen clearl;  
established and the necessary NATO security clearance: 
procedures and briefings h v r .  been cornpleted; 

make  arrangements whereby pcrsons considered by t h e  
National  Security  Authority ‘Jr d ~ ! ~ i ~ , ~ > i \ L c d  security agency 
to be a security risk c;Ln be c s ~ . I t t d c ~ I  U r  removed  from 
positions in  which they m i g h t  endanger- the security of 
NATO classified  information; 

D
E
C
L
A
S
S
I
F
I
E
D
/
D
E
C
L
A
S
S
I
F
I
E
E
 
-
 
P
U
B
L
I
C
 
D
I
S
C
L
O
S
E
D
/
M
I
S
E
 
E
N
 
L
E
C
T
U
R
E
 
P
U
B
L
I
Q
U
E



(Revised 4. 10. 74) -6 9 

implement, a s  and  when necessary,  the NATO 
procedures for the  mutual  safeguarding of the sec recy  
of inventions  relative to defence and for which applications 
for patents  have  been  made; 

provide, upon request  to a National  Security  Authority  or 
designated  security  agency of a member  nation, or to a 
NATO command or  agency, with a copy to  the NATO 
Office of Security, a NATO facility  security  clearance 
certificate  to enable a facility  falling  within  its  security 
cognisance  to  negotiate or perform. a NATO classified 
contract  or  sub-contract; 

provide, upon request, t1 a National  Security  Authority 
or designated  security  abency of another member nation, 
or a NATQ command  or  agency, a NATO security  clearance 
for the persons for whom i t  has security  responsibility  to 
enable them to  make  international  visits, 

THE NATO SECURITY COMMITTEE 

27. The NATO Security  Committee will: 

(a)  formulate NATO industrial  security  policy and make 
appropriate  recommendations to  the Council for the 
security  protection of NATO classified  information 
entrusted, o r  likely  to be entrusted, to industry; 

(b) consider  matters of industrial   security  referred to it 
by the Council, a member nation,  the  Secretary  General, 
the  Military Committee, a Major NATO Commander and 
heads of NATO military  and  civil  agencies. 

THE NATO OFFICE OF SECURIIY 

28. The NATO Office of Security will: 

(a) assist and give  guidance  in  industrial  security  matters 
to NATO Production  and  Logistics  Organizations 
(NPLOS) and  such  other NATO industrial  projects a s  
m a y  be specified by the NATO Security Committee, 
and  supervise  the  implementation of NATO security 
policies and procedure6 in those  organizations and 
projects; 
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in  agreement  with the National  Security Authorities O! 

member  nations  concerned,  assist and give gu idance  to 
designated  security  agencies in the  irrlplementation of  
NATO security  policies  and  procedures in  connection 
with  the  activ;.ties of NPLOs; 

in  agreement  with  the  National  Security  Aathorities or  
designated security agencies of the member  na t ions  
concerned, assist and  give  guidance o n  NATO security 
policies  and  procedures  to  facilities  participating in t h e  
activities of NPLOs; 

make annual  inspectioqs of the security  arrangement I; 

for the  protection of r !TO classified  information i n  
NPLOs; 

with the agreement of the  appropriate N;Itiorr:ll Sccur:t:,* 
Authority  make periodic examinations of t h e  security 
arrangements for the  protection of NATO classiiied 
information i n  the  desi.3nated  security  agencies of thc  
member  nations responsible for the a c t i v i t i e s  of 
NPLOs; 

with  the  agreement of the Nation;-il Security :Zuthoritics 
o r  designated  security  agencies concerned,  xrzke  
periodic  examinations D f  the secur i ty  arrangements 
in  national  facilities engaged upon N A T O  classified 
industrial contracts ad.ministered by a N A T i )  Xfan;igcmeent 
Agency/  Office; 

set up and maintain  at NATO Headquar te rs ,  r eco rds  of 
facilities  having a NATO security  clearance :tnd !&ill 
provide copies of the records to National  Sccllrity 
Authorities or designated  security  agencies of member  
nations,  and NATO Management Agencics/Offices, ;16 
appropriate; 

se t  up and  m.aintain an index of those persons w h u  m a y  bc 
required to  make  frequent  international  visits i n  Connection 
with NPLOs and of thc  security  status of s r ~ c h  persofint.1; 
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THE NATO PRODUCTION AND LOGISTICS ORGANIZATIONS 

29. Each of the NPLOs and such other NATO projects as miiy 
be  designated by the  Council will be bound by the general  security 
regulations  laid down in  C-M(55)1S(Final), including i ts  Supplement, 
and all  amendments  thereto,  and by such  other  security  regulations 
approved by the  North  Atlantic  Council a s  m a y  apply, Each will: 

draw up the necessary  implementing  security 
regulations; 

co-oriinate in conjunction  with  the appropriate National 
Security  Authority or der ;gnated  security agency and 
the NATO Office of Secu- Ay, the  implementation of 
NATO security  policies  and  procedures  hoth by potential 
contractors  during  prc-contractual  negotiations  and 
by contractors,  and  deal with any  problems arising 
in  any NATO project i n  which  the NPLO is engaged; 

endorse or disapprove,  and  co-ordinate  as  necessary, 
requests  made for international  visits  connected with  the 
project  for  which it is responsible in  accordance  with  the 
t e r m s  of Section VI; 

maintain an index of the  facilities for which NA'I'C? 
facility  security clearance certificates have been 
issued  in  order  that  they may either  negotiate or 
perform a NATO classified  contract or sub-contract 
connected  with  the  project(s) in which the NPLO is  
engaged; 

maintain an index of those  persons who will be required 
to  make frequent  international  visits i n  connection Nith 
the  project  and  whose personal particulars  and  security 
status are notified to them by the NATO Office of Security. 

N A T O  R E S T R I C T E D  
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SECTION III 

NATO CLASSIFIED CONTRACTS 

TYPES O F  CONTRACTS 

30. NATO classified  contracts result from NPLO or NATO 
Infrastructure  projects, 

31. The prime  contract(s) in an NPLO project  will usually 
be let by the contracting  officer of a NATO Management  Agency/Office. 
A diagram showing security  policy and liaison links in  respect of N P L O  
projects is at Annex 1, 

32. The prime  contract  in Ln Infrastructure project will u s u a l l y  
be let by the  host  nation  for  the  project.  Security  requirements and 
procedures in connection with NATO classified  Infrastructure  works 
are set out at Annex 2, 

33 .  All  NATO Infrastructure  and NPLO sub-contracts will 
usually be le t  by the  sub-contracting  officer of a facility  already 
engaged  in  the  performance of a NATO contract  or  sub-contract. 

34. By its Terms  of Reference, the NATO Office of Security 
is concerned only with NATO classified  contracts  connected with 
NPLOs unless  other  special  arrangements have been made. 

SECURITY CLASSIFICATION O F  C O N T U C T S  

35. The following  general  principles  will be observed i n  
connection  with  the  security  classification of NATO classified  contracts 
(prime or sub): 

(a) the  application of appropriate security classifications to 
a contract at all  stages of planning and construction i s  
of the  greatest  importance. Three general secur i ty  
principles are particularly involved i n  the application 
of security  classifications  to NATO classified contracts: 

(i) although the allocation of security  classifications 
is the  responsibility of the originator, a compilation 
of information from more t han  onc sourcc rtiquireR 
co-ordination of the sources in t h e  d e t e r l l ~ i n ; \ t i o n  
of the  appropriate NATO s c c u r i t y  clasRificntiunR; 

(U) eecurity  classifications should b e  applied o n l v  t o  those 
aspects of a contract t h a t  m u s t  b e  e l fect i \*c lv  
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protected and such classifications  should be strictly 
related to  the degree of protection required; 

(iii) provision  should be made for downgrading or 
declassification a8 soon a s  th i s  i s  possible; 

(b) the  responsibility  for  applying  security  clas  sifications 
to an NPLO contract will  rest  with the NATO Management 
Agencylafice of the m t r a c t  acting in  collaboration with 
the National  Security  Authorities or designated  security 
agencies of the  participating member natiocs. In most  
cases, it will  be found ne :essary f o r  each NATO Management 
AgencyjOffice  to set up : Security  Classification Board'  
for  the  contract. Such a Bo&rd wil l  be conlposed of suitably 
qualified  persons to a s s e s s  initially, and to review there- 
after as necessary,  the NATO security classifications to 
he allotted to NATO information; 

( c )  the responsibility for applying s e c u r i t y  classifications to PLAT<? 
Infrastructure  contracts is  set  out in paragraph  12 ol 
Annex 2. 

RELEASE OF NATO INFORMATION IN CONTRACTING 

36. Responsibility for the release of NATO classifiecl informatior.  
connected  with an NPLO contract or sub-contract rcsts p r i m a r i l y  
with the  NATO Management  Agcncy/Office of t h e  NPLO. In t h e  case  
of NATO Infrastructure  contracte,, it res ta  with the host nation. In 
discharging these  responsibilities, NATO Management A 2 e n c i e s /  
Offices  and  host  nations  will  follow  current NA.TO policies, p r o c e d u r e s  
and  regulations for the re lease  of NATO information, both c lass l f ied  
and  unclas aified, 

37. In the case of NPLO contracts or sub-contract3 i l  6ho:lld 
also be noted  that, when considering  the relcase of N.\TO classificd 
information,  even  within the Treaty Orgairi zation, r e f e r e n c e  .shoultd 
be made to thc terme of the  charter of t h e  part icular  NPLO Isefore 
NATO classified  information i R  released, That cha r t e r ,  o r  thc  
security  instructions  for the project m a y  l>rohibit t h e  r e l e a s e  O C  
NATO classified  information to non-participating NA1.O ~ t ~ e n ~ b e r  n a t i o n 3  
except  with  the  agreement of all  the participat!ng menjt)ct natiVI>R. 
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which were provided to enable him to submit a bid, to t h e  c o n t r a i t k g  
o r  sub -contracting officer by the  date set  for t h e  opeLing oi hic's. 
Similarly, an unsuccessful bidder will be required t o  r e t u r n  all 
documents  after a stipulated period of  time (normally w i t h i n  15 days 
after  notification  that a bid or negotiation  proposal was not accepted). 

VISITS IN CONNECTION WITH NATO CLASSIFIED CONTFUCTS 

. -  
- ! I -  C: - ; -, 3 \ i 5, ::* - - . t - L " \ L.\"* 

39. Normally,  visits in connection  with  the  negotiations of 
NATO classified  contracts or sub-contracts or t h e i r  executiorl 3 r c  
authorized by the National Security Authority concerned but, in sonle 
cases, this authority may be  delegated  to des igmted  secur i ty  agcilcies 
if national  security  regulations  aut'  3rize such delegation ( s e c  2 1 5 0  

Section VI). If such a visit will in,olve access to ot* t h e  d i s c l o s u r e  
of NATO classified  information  or  entry into facilities w h e t c ,  i n  
the opinion of the parent National  Security  Authority or d e s i g n a t t d  
security  agency, the possibility of such accees or disclosure c';tt?;10t 

be  excluded  it wil l  be  necessary to establish prior t o  the v i s i t  t h a t :  

it has an official purpose which cannot b e  achieve-d 
without a c c e s ~  to, or the disclosure of, N A 7  ( - 1  

classified  information or  entry i n t o  ;i f a c i l i t y  \ i . i lcrc 
the possibility of such a c c e s s  o r  d isc lus l i rc  C;illJiC3t 

be excluded; 

the visitor  (or visitors, who shc.)uld bc kept to a ~ r , i n i ; ? l u n ~ )  
has an appropriate NATO security cIcrtrance ( S C ~ C  Sectiorr i L':; 

the  agency,  facility  and  individuals to be v l s l t cd  h , z \ . c :  
appropriate NATO security clearances ( s e e  Sect iot l  IC?; 

any  other  Natiopal  Security Rt ! tho r i ty  o r  dr.signatt)c! 
security agency  concerned approves of t h e  ir.tendcc! v i s i t  
(see Section VI). 
Government  agenciea, NATO hodics -1nd N A T O  contrac tors ,  
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NEGOTIATION OF NPLO CLASSIFIED CONTRACTS 

Prime  Contracts 

41. Before  negotiating a NATO classified NPLO prime contract, 
a contracting  officer of a NATO Management  Agency/Office must hold 
a NATO facility  security  clearance  certificate  issued by the National 
Security  Authority or designated  security  agency of the  potential 
contractor which gives  the  facility a level of NATO security Clearance 
at least  equal  to  the  classification of the  information  that will be 
divulged  during  negotiation of a contract. 

42. If the  contracting  officer  holds such a NATO facility  security 
clearance  certif icate he will  write . 3 the  National  Security  Authority 
o r  designated  security  agency of th; potential  contractor t 0: 

(a) notify  his  wish  to  issue  to  the  facility an invitation 
to bid for a NATO clapsified  contract; 

(b) specify the  highest NATO security  clasrjification of the 
information  to be divulged, i ts   nature and its volume; 

( c )  request  it  to  advise  him of: 

(i) xhe names, personal particulars and level of NATO 
security clearance of those individuals in thc facility 
to whom NATO classified  information  relating to  the 
negotiations  may be divulged; 

43. If the  contracting  officer  does not  hold the  requisite N A T O  
facility  security  clearance  certificate, he will take the  action outlined 
in sub-paragraphs 42(a) and (b) above and at the s a m e  t ime rcqlJest 
that  one be provided. If there a r e  no security objections,  the  3atior1al 
Security  Authority or designated security agency concerned wi l l  for\r.ard 
the  necessary  certificate  to  the  contracting officer togcther w i t h  thc 
information  Ijsted at eub-paragraph 4Z(c )  above. It  w i l l  a l s o  send n 
copy of the  certificate to the NATO Office of Security, 
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Sub-Contracts 

44. After a prime  contract has been let, it may be necessary  for 
a prime  contractor  to  negotiate  sub-contracts with sub-contractors, to 
the  first  level. These sub-contractors, i n  turn,  may require  to  negotiate 
sub-contracts  with  other  sub-contractors at the  second  level; and SO 0% 

At whatever  level it is proposed  to  negotiate a sub-contract,  tge 
following procedures will apply: 

(a) a pr ime  contractor   must   f i rs t  obtain permission  to 
negotiate a sub-contract  from  the  contracting  officer 
of the NATO Management  Agency/Office who let  him 
the  contract. A sub-contractor  must  seek  permission both 
from  the  sub-contracting 1-fficer who let hirn the sub- 
contract  and  from  the con  *acting  officer of the NATO Managemen 
Agency/Office who let  the  original  prime-contract of which  the su1 
contract forms a part. The request for permission must  
include  details of the NATO security  ciassification, the 
nature  and  the  volume of the NATO information  that wi l l  
be  involved  and  the  need-to-know of the potential sub-  
contractor; 

(b) i n  the  case of a prime  contractor 's  request, the  Contracting 
officer,  provided  he  approves t h e  request, wi l l  a sk  the prime 
contractor ' S  National  Security Authority or  designated 
security  agency  to provide an  appropriate NATO facility 
security  clearance  certificate for thc potential sub- 
contractor.  In  the  case of a sub-contractor's  request 
the  sub-contracting  officer  to whom the request w a s  
submitted,  provided he and  the  contracting  officer of the  NATO 
Management  Agency/Office  approves  the  request,  will 
ask his  National  Security  Authority or designated  security 
agency  to  provide  an  appropriate NATO facility  security 
clearance  certificate for the  potential  sub-contractor. 
In either  caee  the  National  Security  Authority  or  designated 
security  agency will  consult  with the potential eub-  
contractor 'S paxent National  Security  Authority or 
designated  security  agency  where this i s  not  the same 
as that  to  which the original  request is made; 

( C )  provided  there  are no security objections the  National 
Security  Authority or designated  security  agency of 
the potential  sub-contractor  will send: 
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(i) the  appropriate NATO facility  security 
ciearancc  certificate  requested,  together with 
the  information  mentioned in sub-paragraph  42(c) 
to  the  contracting  officer or sub-contracting 
oificer who requested it; 

(ii) a copy of the NATO facility  security 
clearance  certificate  direct  to  the NATO 
Office of Security. 

If the  request was received from the  National  Security 
Authority o r  designated  security  agency of another NATO 
nation, t he  certificate ;.nd information will  be sent  to 
the  facility  through tha '  authority  or  agency; 

(cl) on rece:pt of the  certificate and information  outlined  in 
(c)  above, the  prime or sub-contractor as the  case  may 
be, may  open  negotiations w i t h  the  potential  sub-contractor. 

SECURITY PROVISIONS IN RELATION TO NATO CLASSIFIED 
CONTRACTS 

45. In the  security  provisions  contained i n  NATO classified 
contracts and reflected in  the  "security aspec ts  1etter"and  the 
security  requirements  check  Est the prime  contractor  or  sub- 
contractor  should be required,  under  penalty of termination oi  
the  contract or eub-contract,to  take  all measures prescribed by 
the  National  Security  Authority or designated  security  agency for 
safeguarding  all NATO classified  information  entrusted to, generated 
or  manufactured by him. By these  provisions,  the  contractor of 
sub-contractor,  should  specifically be required to: 

(a) appoint an  official responsible for supe rv i s ing  and 
directing  security  measures  in  relation  to  the 
contract  or  sub-contract; 

(b) maintain,  preferably  through  the  official  responsible 
for security  measures,  a continuing  relationship  with 
the  National  Security  Authority or  designated  security 
agency  charged  with  ensuring  that  all NATO classified 
information  involved  in  the  contract  or  sub-contract 
is properly  safeguarded; 

(C) abstain from copying by any  means, without  the 
authorization of the  National  Security  Authority 
or designated  security agency, any NATO classified 
material  (including  documerlts)  entrusted to him by 
the  government  through  channele approved by the 
government; 
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(d) f urnish,  on request, itrfo.rnlation to the National 
Security  Authority  or  designated  security  agency 
pertaining  to  all  persons who will be required to 
have  access  to NATO classified  information; 

(e)  maintain  at  the  work  site a cu r ren t  record of hi6 
employees at the  site who have been cleared for 
access  to NATO classified  information. This record 
should  show  the  date and level of clearance; 

(r) deny  access  to NATO classified  information to any 
person other  than  those  persons authorized to have such  
access  by the  National  Security  Authority or designated 
security  agency; 

(g) limit  th<*  dissemination of NATO clzssified  information 
to  the  smallest  number of persons a s  is consistent with 
the  proper  execution of the  contract  or  sub-contract; 

(h) comply  with  any  request from the  National  Security 
Authority  or  designated  security  agency  that  persons 
entrusted  with NATO classif ied information  sign a 
statement  undertaking to  safeguard  that  information 
and  signifying  their  understanding both of their 
obligations  under  national  legislation  affecting  the 
safeguarding of classified  infarrnation,  and of their 
comparable  obligations under the laws of the other 
NATO nations  in  which  they m a y  have acces8  to 
classified  information; 

(i) report  to the  National  Security  Authority or designated 
security  agency any breaches or  suspected  breaches of 
security,  suspected  sabotage, o r  subversive  activity, any 
information  giving  rise to doubts a s  to  trustworthiness of 
an employee,  any  changes  that  may  occur  in  the  ownership, 
control or management of the  facility or any changes that 
affect  the  security  arrangements  and  security statue of 
the facility,  and  such  other reports a s  may be  required by 
the  National  Security  Authority  or  designated security 
agency, e. g., reporta on  the  holdings of NATO classified 
information; 

(j) apply to the  contracting officcr,  and if a sub-contractor,  to 
the sub-contracLing  officer who let h i m  hirr sub-contract  for 
approval before entering into negotiation8  to fJub-contract 
any  part of the work; and, if the sub-contract would involve 

N A T O  R E S T R I C T E D  
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the  sub-contractor  in a c c e s s  ta NATO classified 
information,  to  place  the  sub-contractor under  
appropriate  security obligations no less stringent 
than those applied  to  his own contract or sub-contract; 

undertake  not  to  utilize,  other  than for the  specific 
purpose of the  contract, or sub-contract,  without  the 
prior  written  permiasion of the  contracting  officer or 
sub-contracting  officer or his  authorized  representative 
any NATO classified  information  furnished  to him, 
including all reproductions  thereof i n  connection with 
the  contract or sub-contract, and to  return  all  NATO 
classified  information  Seferred to  above as well a s  that 
developed  in  connectio.  with the contract or sub-contract, 
unless such  information has been destroyed, or i ts  
retentioa has been duly authorized with the approval o f  
the  contracting  officer o r  sub-contracting  officer. Sxch 
NATO classified  information  will  be returned at such t ime 
as the  contracting  officer or sub-contracting  officer or 
his  authorized  representative m a y  direct; 

(1) comply with  any  procedure  that is, o r  may be, established 
regarding  the  release of NATO information  related  to 
the  contract or sub-contract. 

LETTING O F  CONTRACTS 

46 When  negotiations  have  been  completed  and it has  been 
decided to let a contract (prime or sub)  the  following  procedures 
will  apply: 

(a) in  the case of a prime contract, a contracting officer 
will notify the  decision to the  National  Security  Authority 
or designated  security  agency of the  prime-contractor. 
In the case of a sub-contract, a sub-contracting  officer 
will notify the decision  to  his  parent  National  Security 
Authority or designated  security  agency, to the contracting 
officer who let the prime contract and,  when applicable, 
to the  sub-contracting  officer who let him hie  sub-cantract; 

(b) the notificatione  referred  to in  sub-paragraph (a) above 
will be sent  through  approved  channels  and  will have 
attached: 

N A T O  R E S T R I C T E D  
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(i) two copies each ci the “secur i ty  aspects  letter‘ 
and the security  requirements  check  list  including 
any a r r ~ n n d m e ~ l t s  thereto related to  the new prirnr: o r  
sub-contract.  In  the  case of a sub-contract,  the 
sub-contracting  officer v.31 a l so  send one copy of 
each of these  documents  to  the  contracting  officer 
of the NATO Management Agency/Oifice and, where 
applicable,  to  the  sub-contracting  officer who let 
him his  contract; 

(ii) a request  for the requisite NATO iacility  security 
clearance  certificate i n  respect  of the iacility where  
the new contract  or lb-contract will  be  effected; 

(c )  the  contracting  officer or sub-contracting  officer, a s  the 
case may be, will recover through approved  channels,  all 
NATO classified inforrnatio~:, writh the  exception of that  issued 
to  the  successful bidder, that w a s  issued  in  connection 
with  the  negotiation of the  prime  contract   or  sub-contract;  

(d) in the light of the  requirements of the “security  aspects  let ter” 
and  the  security  requirements check list, and, i f  there a r e  
no security  objections, the National Security  Authority or 
designated  security  agency will:  

(i) define  the  classified aspects of the  contract for the 
guidance of the prime or sub-contractor; 

(ii) issue  to  the  contracting  officer or sub-contracting 
officer as appropriate,  the  requisite NATO facility 
security  clearance  certificate - see sub-paragraph  46(b)(ii) 
above - in  accordance with paragraphs 69 et seq. 
A copy of the  certificate  will  also be sent to the NATO 
Office of Security; 

(iii) issue the requieite NATO Recurity clearance cer t i f i ca te  
for  the  facility’s  personnel who will  require  access  to 
the  classified  aspects of the  NATO contract in  accordance 
with  paragraph 49; 

(iv) arrange  for the  brivi ing O !  lhc personnel n1cntionc:cl 
in  sub-paragr:lph  (d)(iii) above o n  N A T O  security 
regulations; 

(e) on completion of the  actions outliner1 in  sub-paragraph (d) 
above, the  contract m a y  be let. 

N A T O  R E S T K I C T L I )  
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4 7. In thos:. cases  where the  National  Security  Authority  or 
designated security agency mentioned  in  sub-paragraph 46(a) a b o v e  
does not have jurisdiction over the facility which is  to be let  a 
sub-contract,  it will pass the request and information submitted 
under 46(b) above to  the facil ity's parent National Security- Authority 
or designated security agency which will be responsible for  tiking 
the action outlined in sub-paragraph 46(d) above. Copies of the  
NATO facility security clearance  certificate  will be sent to the 
National  Security  Authority or designated  security agency which 
originated  the request for onward  transmission to  the sub-contracting 
officer. 
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NATO INDUSTRTAL SECURITY CLEARANCES 

SECURITY CLEARANCE OF PERSONNEL 

General 

48. The  clearance  procedures  described in subsequent  paragraphs, 
whether of individuals  or  firms,  apply only to  contracts  or  sub-contracts 
requiring  access to information  graded NATO CONFIDENTIAL or above. 
The  procedures for authorizing  access  to  individuals and to  facilities 
who require  access only  to NATO RESTFUCTED information wi l l  be 
according  to  regulations laid down by the  relevant  National  Security 
Authorities.  Such  authorization  will be communicated a s  required 
and by whatever  means  considered  ppropriate by the issuing Nationai 
Security  Authority or designated  security agency. 

49. Each  person who requires  access  to NATO information 
classified NATO CONFIDENTML or above in  connection  with NATO 
industrial  activities will be  security cleared by his  parent National 
Security  Authority or designated  security  agency  and  briefed on NATO 
security  procedures in accordance with Section III of Enclosure "C". 
In some cases,  although access to NATO classified  information may not 
be required, an individual may, in connection with NATO industrial 
activities,  need  to  enter a facility or military  site  where h i s  denial of 
access  to  classified  information  cannot be assured. Ln such  cases, an 
appropriate NATO security  clearance  may be made a pre-requisite  for 
entry by the  responsible National Security Authority or  designated 
security  agency, 

Types of Personnel  Security  Clearance  Certificates 

50. In addition  to  a NATO security  clearance  for  persons 
who require  access  to NATO classified  information  because of 
their  employment  in a NATO command or agency,  vide Annex 3 to 
Encloettre "C" - t he re   a r e  two other  types of NATO personnel  security 
clearance  certificates: 

(2.) a certif icate  for  persons who have to  make  visits which 
will require   access  to NATO claesified  information or' 
entry  to  areas  where  an  appropriate NATO security 
clearance is a pre-requisite for entry - vide Annex 4 to 
Encloeure ' *C";  
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(b) a certificate  for  those persons whose names   a re  to 
be registered  in  the NATO Industrial  Security Index - 
vide Annex 3. 

Application for Security  Clearance 

51. Applications  for  the  security  clearance of employees of 
industrial  facilities will  be  made to t h e  National  Security  Authority 
or designated  security  agency of the  facility  except  in  the  circumstances 
mentioned at paragraph 45 of Annex 2, concerning  classified  infrastructure 
contracts. 

52 . Applications for the  8e( t r i ty  clearance of employees of 
the  governments of member  nations will be  made  to  the  National 
Security  Authority c t  designated  security  agency of the  member  natioa 
having  jurisdiction  over  the  individual, 

Level of the  Clearance 

53. The  classification of the  information  to  which a person 
wil l  have  access will normally  decide  the  extent of the  clearance 
procedure  which must be  carried  out  to  establish h i s  bona fides,  and 
wil l  likewise  decide  what  level of security  clearance h e  requires. 
This bas ic  principle  applies also with regard  to  clearance of a person 
who is to be  employed i n  the neRotiation or  execution of a classified 
contract. 

54. Therefore,  in submitting personal  particulars,  the facility 
will  specify: 

(a) the  security  classification of thc contract or sub-contract 
and 

(b) the  nature of the job, which must be fully  described, 
indicating the level of classified  information  to which the 
employee  will  have  access. 

Iseue of Security  Clearances 

5 5. An individual's  parent  National  Security  Authority or designated 
security  agency is responsible for ieeuing his  security  clearance. When 
an  individual who is not a national of the nation of origin of the  €acility 
req  rires  access  to  clasaified  information, t h e  facility's  parent National 
Security  Authority or  designated  security agency will  consult the individuili'm 
parent  National  Security  Authority  or  designated  security agency. 

56. However, i f  a facility  wishes  to  employ a national of a 
non-NATO nation, it ie  the  National  Security  Authority  or  designated 
security  agency of the  nation of origin of this  facilitv uvhich rmlaces  
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the  National  Security  Authority o r  designated security agency 
of the  parent  nation  for  the  issuing  of  the  security  clearance 
i f  it  feels  able  to  take  this  responsibility. 

Despatch  of  Security  Clearance  Certificates 

57. When a National  Security  Authority o r  designated  security 
agency  has  agreed to issue a NATO security  clearance  certificate, it 
wi l l  t ransmi t   i t   as  follows: 

those i Ysued under  sub-paragraph  50(a) for industrial 
security visits will, if required by national  regulations, 
be  sent  to  the  facility  to  be  visited. If the  facility is 
Iocated  in  another me1 rber nation, the  certificate wil l  
b e  sent  to  the  Nationa  Security  Authority or designated 
security  agency of that  nation. If the  visi t   is  to  a Major 
NATO Command, o r  one of its  subordinate  international 
headquarters or formations, or  to  a NATO civil  agency, 
the  certificate  will  be  sent  to  the  Major NATO Command 
or the civil agency as appropriate; 

those  issued  under  sub-paragraph 50(b) above  will be 
sent  to  the NATO Office of Security for registration  and 
appropriate  distribution, 

Action  in  the  Event of Security  Clearance being  Withheld 

58. Should the  National  Security  Authority or designated 
security  agency of the  parent  nation of any  person who is required 
to  have  access  to  the  classified  aspects of a contract be unable to 
issue a security  clearance for that  person,  the  National  Security 
Authority or designated  security  agency of that  nation  will  immediately 
inform  the  National  Security  Authority  or  designated  security  agency 
of the  nation  in  which  the  work is being  performed  and  the  National 
Security  Authority or designated  security  agency of the  nation of 
origin of the  facility, who wil l  in  turn  inform  the  facility  itself. 

59. The  question of whether  or not the  employee  concerned is 
to be informed i f  his security  clearance  is  withheld  will  depend upon 
national  legislation  or  practice  in  this  connection, 

00. UnleeR the  prior  agreement of the National  Security 
Authorities  or  designated security agencies of t h e  nations of 
orrgin or parent  nations  concerned  has been obtained,  the  National 
Security  Authorities  or  designated  security  agencies of host  nations 
will  not: 
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(a)  disclose  to  facilities  or  individuals of other nations 
the withholding of security  clearances from them by 
the  National  Security  Authorities  or  designated 
security  agencies of their  nations of origin or  parent 
na tion s; 

(b) refer  facilities or individuals to the  authorities in  
their  nations of origin o r  parent  nations when security 
ciearances have been withheld  from  them. 

Revoking of Security  Clearances 

61. Should an  employee fo- whom security  clearance  has been 
given  subsequently  come  to  adver ? security  notice in his  parent  nation 
in  sxch a manner  as  to  make it desirable to withdraw  his  security 
clearance,  the  Nat’onal  Security  Authority  or  designated  security 
agency of the  parent  nation of the employee wi l l  inform  the  National 
Security  Authorities or designated security agenc ie s  of the  nation 
in  which  the  work is being performed  and  the  nation of origin of 
the facility.  The  latter  will  ask  the  facility  to  withdraw  the  employee 
from  classified work. The  employee  will not be advised of the  with- 
drawal of his  security  clearance  without t h c  prior agreement of the  
National  Security  Authority or designated security agency of the  parent 
nation. 

62. Should an  employee  already  cleared  for  employment on 
classified  work come to  adverse  security  notice i n  the  host  nation  or 
in the nation of origin of the  facility or i n  the  nation  in  which  the  work 
is being  performed  (where  none of these  is  the  parent  nation of the 
employee)  in  such a manner a s  to  make  it  desirable  to  withdraw his  
security  clearance,  the  National  Security  Authority  or  designated 
security  agency of the  host  nation  or  the  nation of origin of the facility 
or  the  nation  in  which  the  work is being  performed (as the  case may be) 
should, i f  practicable,  inform  the  National  Security  Authority  or 
designated  security  agency of the  parent  nation of the  adverse  information 
obtained  and ask them  to  review  the  clearance given. If an  employee 
comes to adverse  security  notice  in  the rA2tion in  which  the work i s  
being  performed  and  the  information  availbble  to  the  National Securitj  
Authority or  designated  security  agency of that  nation is of such a 
nature  that  serious  compromise of NATO classified  information  is 
to be  feared,  the  Kational  Security  Authority or designated security 
agency  has  the  right to have the employee withdrawn from classified 
work, other  National  Security  Authorities or designated  security 
abencies  concerned  being  notified of the  action  taken. 
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TEMPORARY SECURITY CLEARANCE CERTIFICATES IN ADVANCE 
OF FULL SECURITY CLEARANCE FOR PERSONS TO BE EMPLOYED 
ON CLASSIFIED CONTRACTS 

6 3 .  The basic  principle to be followed is that  the issue of 
temporary  security  clearance  certificates in  advance of full  security 
clearance to persons t.0 be  employed on NATO classified  contracts  and 
who will require   access   to  NATO classified  information should,  whenever 
possible, be avoided. 

64. In exceptional  cases,  where the attainment of major military 
objectives would otherwise  be  impaired, or when other  compelling 
reasons  are  present,   temporary se Surity clearance  certif icates a s  
stated  above may be  issued  in conr..;ction with contracts  classified 
NATO SECRET o r  NATO CONFIDENTIAL. They may not, however, 
be issued in connection  with  contracts  classified COSMIC TOP SECRET. 

6 5. Such  temporary  security  clearance  certificates  may be 
issued  only when, after  reference to relevant  records i n  the  parent 
nation of the  person  concerned and in  any  other NATO nation  in 
which he has  resided for m o r e  than  one  year  continuously  during 
the  last ten years,  the  National  Security  Authority  or  designated 
security  agency  in  the  parent  nation of the  person  concerned  attests 
that  nothing has been found to  h is  detriment from a security point of 
view. 

66. The  issue of temporary  security  clearance certificates 
is to be regarded as an  emergency  measure  entirely  additional  to 
the  normal  procedures  for  obtaining ful l  security  clearance. 

6 7. Temporary  security  clearance  certificates  will be valid 
for three  months only. 

6 8 .  Temporary  security  clearance  certificates  cannot be 
issued  to  persona of non-NATO nationality or to persons who have 
established  factual  residence  in non-NATO  nations for more than 
one  year  out of the last ten. 

FACILITY SECURITY CLEARANCES 

General 

69. Before a facility  can  be  invited  to  negotiate or perform 
a NATO contract involving access to  information  ctassified 
NATO CONFIDENTIAL or above, it  must be the subject of a NATO 
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facility  security  clearance  issued by the  National  Security  Authority 
or  designated  security  agency of i t s  nation of origin,  that  is  to say, . 
the  nation in  which it is registered or  incorporated. 

Application for Facility  Security  Clearances 

70. Applications for a NATO facility  security  clearance 
will be  made by the NATO Management  Agcncy/Office  concerned 
direct  to  the  parent  National  Security  Authority or designated 
security  agency of the  prospective  contractor. In the  case of 
a facility in one  country  wishing  to  negotiate or to let a contract 
or sub-contract  to a facility  in  an( ther country,  that  facility  will 
request its National  Security  Aut)  .rity o r  designated  security 
agency  to  obtain a clearance from the  parent  National  Security 
Authority or designated  security  agency  of  the  prospective  contractor 
or sub-contractor.  However, a sub-contractor  wishing  to  obtain a 
NATO facility  security  clearance for a facility whose parent  National 
Security  Authority or designated  security  agency is the same a s  his 
own will apply  direct  to that authority  or agency. 

Issue of Facility  Security  Clearances 

71. Each  member  nation will  be responsible for ensuring 
that  any  facility  registered  in  that  nation which will  require   access  
to  information  classified NATO CONFIDENTIAL or above  has  taken 
adequate  measures  to  afford  the  necessary  security  protection  to 
such  information. 

72 .  This  will  involve making an assessment  of the  physical 
means  and  procedural  methods that exist  for  the  protection of NATO 
classified  information,  and  the  personal  security  status of owners, 
directors,  principal  officials  and  executive  personnel  in  the  facility 
and of such  other  persons or employees who may  be  required, by 
virtue of their  association,  position, or employment,  to bave access  
to NATO classified information. 

73. Should a facility  require a c c e s s  to information  claasified 
NATO CONFIDENTLAL or above a s  a result of i ts  wish to bid for, 
or enter  into  pre-contractual  negotiations  related  to a NATO 
classified  contract  or  sub-contract, the security  measures required 
will be as deemed  appropriate by the National Security  Authority or 
d,?signated  security  agency of the  faci l i ty  ; ~ n d  wi l l ,  for example, be 
related  to the NATO security  classification of the  information, its 
volume and nature  and  the  number of persons who w i l l  require t o  
have  access  to it in the  course of preparing bids  or  negctiations. 
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74. Should a facility  require  access to information  classiiied 
NATO CONFIDENTIAL o r  above as a resul t  of i ts  being granted a 
NATO classified  contract or sub-contract, t h e  security  measures 
required by the  National  Security  Authority o r  designated  security 
agency of the  facility  will be formulated to  take  account  also of the 
“security  aspects letter * related  to the  contract. 

7 5 .  In granting a facility  clearance,  National  Security 
Authorities or designated  security  agencies will ensure  that  they 
have the  mezns to be adviecd of any  change8 w h i c h  may  occur which  
have a bearing upon the  validity of the c:learau(:e granted,  c e  g., a 
tranefer of the  controlling  interests in thc facility, il realignment 
of its business  associations,  the replat ornent  of any of i ts   directors,  
a change  in its physical  location, an al-eration  to  the  premises  it  
occupica or a variation i n  Hccurity prc,Jccvturc*:;. 

76. Should it  be  necessary  to  consider  granting a facility 
clearance  to a facility  involving  multiple  nationality  considerations, 
the  National  Security  Authority or  designated  security  agency  will 
need to  evaluate  the  extent to which  any  foreign  interest  represents 
a threat to the  security of NATO classified  information  that  may be 
entrusted to that  facility. 

77. Consultants who perforn) their work o n  t h c  p r e m i ? ; ( - a  of 
a contracting  facility  engaged upon a NATO classified  contract and 
who have  no  need to remove  classified  information from the premises,  
will be expected to observe the same security  requirements as 
employees of the  facility  concerned,  Those who a re  obliged to work 
away from such  premises, or to  have  physical  custody of classified 
information,  will, in addition,  be  required  to give the  same  security 
protection to such  information  as is given at  the  facility, and a 
facility  clearance  will  not  normally be required. 

70. The  format of a NATO facility  security  clearance  certificate 
is a t  Annex 4, 

79. The  National  Security Authority o r  designitted security agency o f  a 
member  nation  will  specify  the  physical secur i ty  measures to be t a k e n  for the  
protection of NATO classified  information in each fac i l i ty  in t h a t  member natior 

80. The  measures  will  be i n  accordance with t h e  NATO 
security  policy  and  criteria as implemented by the  member nation 
and will. be a t  leart equal to thore used for the  protection of the 
equivalent  security  level of national claa6ified  information. 

N A T O  R E S T R I C T E D  

D
E
C
L
A
S
S
I
F
I
E
D
/
D
E
C
L
A
S
S
I
F
I
E
E
 
-
 
P
U
B
L
I
C
 
D
I
S
C
L
O
S
E
D
/
M
I
S
E
 
E
N
 
L
E
C
T
U
R
E
 
P
U
B
L
I
Q
U
E



81. Where a facility,  registered in one  member  nation 
passes NATO classified  information  to a subsidiary  located in  
another  member  nation,  there  will  be  co-operation as necessary 
between  the  National  Security  Authorities or designated  security 
agencies  concerned  regarding  the  physical  security  measures to 
be  implemented  at  the  subsidiary  site or sites. 

Changes  to o r  Revocation of Facility  Clearances 

82. Should a National  Security  Authority or  designated 
security  agency,  which has issued a NATO facility  clearance 
certificate,  change or withdraw  that  certificate,  it will a t  once 
notify  the NATO Office of Security and any  National  Security 
Authority or designated  security 1.gency or NATO Management 
Agency/Office  to whom it issued  ,opies of the  certificates. 

83.  The  fact  that a NATO facility  clearance is  revoked or  
withheld  from a facility wil l  not be disclosed to  the  facility except 
with the  prior  permission of the  parent  National  Security  Authority 
o r  designated  security  agency. 
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INTERNATIONAL TRANSPORTATION O F  
NATO CLASSIFIED MATERIAL 

INTRODUCTION 

84. The foilowing security procedures for  the  international 
transportation of NATO classified  material  represent  minimum 
criteria  and  do  not  apply  where-more  restrictive  security measures  
have  been  established by member nations, o r  in such cases  as, 
for example,  the NATO regulations  relating to  the  transportation 
of cryptographic  material,  MoreTver,  the  classification of NP-TO 
SECRET is the  highest  classifica' an of material  that can be the 
subject of international  transportation  according  to  these rules. 

GENERAL RESPONSIBILITIES 

85. The  consignor  and the  consignee of a consignr.~cnt of 
NATO classified  material a r e  responsible for obtaining  approval 
of the  proposed method of transportation and to  this end should 
submit  to  their  respective  National  Security  Authorities or 
designated  security  agencies,  notices  containing,  to the extent 
information is available: 

a reference  to  the  contract  or programme giving r ise  
to  such a consignment; 

information on the  nature of the material,  including  its 
classification  and  the  size of the  consignment in t e r m s  
of weight  and  number  of  conveyances involved; 

the  identity  and  location  of  the  consignee or cons ignor ;  

the date( S) of transportation; 

the  proposed  method of transportation,  including t h e  
identity(ies) of the  carrier  orgnnization(8); 

(consignor only) the arrangcmcnts made for custorr18 
examination  and  sealing of the consignment; 

the  proposed  method of packilKing the coneignrncnt; 

the  route to  be  followed including the placc,  datc anci 
t ime  at  which front iers   arc   to  h e  crossed, t h e  places  
where overnight  stope a r e  to be made: and other secur i ty  
measure8 to be adopted; 
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(i) identity of security  guards to b c  provided; 

(j) any other  informati on deemed necessary ,  depenc!Ing 
the  method of transsortation. 

86. For material  classified lower than NATO SECRET one  
notice m a y  cover periodical consignments of similar materia!, 
provided  that  the  mcthod of transportation and packaging remains 
the same, between the same parties  and by the same route. For 
consignments of macerial  classified NATO SECRET separate  notices 
must  be made in  respect of each  consignment, 

87. The  National  Security  Authority or designated securi ty  
agency of the consiknor  shall  notify the  National  Security  Authority 
or  designated  security agency of ap,  nation to be crossed of appyooprhtc 
details of the  transFortation,  including  any  cancellation  thercot, *:/it?? 
sufficient  advance  notice  to  enable  them  to take the  neccssa ry  s e c u r i t y  
measures, 

89. The  consignor 'S National Security lluthority or  < ! e s i ~ ~ ~ : t t e d  
security  agency  will  approve  the  method of transportation, ir:ciuding 
such  matters as  packaging,  carrier,  route,  security g u a r d s ,  c : t c . .  , 
as they  consider  necessary  to  ensure  adequate  protection o f  thc 
material,  This same authority,  in  order to facilitate SubsequcgL 
identification of a particular  consignment, should a s s i g n  a code  
number to i t  upon receipt of the  notification  provided  for in ptirasraph 85. 
Authorizations, a copy of which is at Annex 5, in both !VAT0 lsngllsges 
a s  neceesary, will  be  issued  to  the  consignor and the consignee by their 
respective  National  Security  Authorities or designated tie.curlty t.~gt-.ncies. 
Separate  authorizations  must be issued in respect of each c ' o n s i g n m r n t  
of material   classified NATO SECRET, 
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91. Nothing in  the  previous  paragraph o r  elsewhere in this 
Sectior. shciuld be construed  to  take effect as an abrogation by a!?y 
natiorj of any of its rights of examination of any consignment. 

SHIPPINC; DOCUMENTS 

92. Shipping  documents,  that is to say ,  all documents c o ~ ~ c c r n c d  
with the transportation of material  which  accompany (but a y e  not packed 
with)  the  material,  including  manifests, TIR carnets, bills  of h d i n g ,  
receipts etc. should be prepared by the consigrlor concerned a s  
instructed by the National  Security  Authority or designated security 
agency concerned.  Documents  should indicate that  they sponsor :: 
consignment of NATO classified  material. Care should he exercised 
not  to  reveal  any  classified  inform tion in these documents. Q)-tantities 
may be indicated. The consignee  .laIl  acknowledge  receipt of t h e  
consignment by signature  on  the siiipping documents. Such a sign: t turc  
will not i m p l y  any  cantractwl acceptance of the consignment. 

93. These documents  will provide the  consignor with a nor !na l  
record of all consignments  covering the  j inal  destination, tirne a r ; d  
date of arrival,  condition of the  shipment (breakagc,  damage ,  etc.. ), 
and the  name of the person and his position i l l  the  conlpany or  !J;2TO 
command o r  agency  receiving the consignmcnt. 

PACKAGING 

94. The packaging  methods  utilizccl  will depend on t h e  si : : , .  
the classified  items and the m o d e  of transportation  to be enlpit-tyl 4. 
External features of la rge   o r  bulky classified  items  that do m t  rt".,cal 
classified  information  need  not be covered  provided t h e  m a t c r i a l  is 
always under proper  supervision  and  control to prevent  unauthorized 
disclosure. In the  case of smaller  items,  they  should Le packaxed ir: 
the  manner  required  for  documentation  utilizing an  inner and outcr 
container. The classification should be marked on the  inner collt.3jncr- 
Larger components m a y  bc tagged  with  classification itlfornlati(-t:l *.v!111~: 

on si te ,  but  these, tags should be removcd hefore tran6portation. Ir1 
truck and rail transportation, closed vans and cars that n ~ a v  he ~ C A ~ P C !  

with a tamperprooi seal offer maximum security and should ! )V  u t i l i z c . r i  
whenever possible. (See paragraphs 98 atld 99 below which clcat v:itll 
road  and rail transportation.) The  security officer  of the faci l i ty  o r  
agency is responsible for  supervision of pAc-kaging. Tt is not posniblr: 
to cover all packaging rcquiren\ent~ i n  ( I l i ?  c i o c ~ ~ m e n t  ~ 1 1 d  s l ' v c i a l  r:ast:t;  

requiring  additional guidance :;hoalti L C  ( l i . . : c u s ~ c ( \  with the  . ~ ~ > p t - ~ o p r ~ a t t .  
National  Security  ixuthority or tlesignate*rl sccurity a g e n c y .  !I> 110 

circumstances should the  fact  that the n > a t v r i a l  is classifit:(! ! ) F  

apparent to  any casual observer. 
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- SECURITY DURING TJLINSPORTATION 

9 5. It i s  not possible  to lay  down precisely the physical 
measures   to  be takcn  to  protect NA10 classified  material  i n  
transit. The following paragraphs will, therefore,  merely ou t l ine  
minimum  standards  to  be observed b y  i'l'ational Security Authorities 
or designated  security  agencies when approving proposals submitted 
by consignors  and  consignees under paragraphs 84 to 31. 

Security  Measures -4pplicablc to all Forms of Transport  L 

96. In the c z s e  of consignrnents of NrITO REST'RICTEI) 
material ,   journeys should be completed as  cluickly a s  practica1,le 
and prccautions  taken to ensure that the material does not tit11 irito 
the hands of unauthorized pereons I n route, 

97. When examining  proposals  for  the  international transportation 
of consignments of :CAT0 SEC,RErI or NATO CONFIDENTTAI, ma tv r i a l  
the  following principles should be observed: 

security  mcst be assured   a t  all stages  during the 
transportaticm  and  under  all  circumstances. T h e  
possibility of delays,  accidents or breakdowns m u s t  
be allowed. Provision must be made for reporting 
delays to the consignor and consignee; 

the degree of protection  accorded to a consignment should 
relate to   the  most  highly classified  part of it; 

security clearances  should be obtained for agent or 
carrier  companies  involved in the  transportation of the 
consignment if, in planning or executing  the  transportation, 
NATO classified  material m a y  Le disclosed; 

containers shall bear no cn c la i r  indication of their  contents. 

Transportation by Road 

9s.  The  following minimum standards should b e  applied uphen 
consignments of claesified  material  are sent by road: 

(a) material   classified NATO SEC:R.ICT and NATO CONF113ENllA L 
should  be  seclrred in vehiclcs or containers b y  a lock or 
padlock of a type currently appro\recl b y  lllc Natinna1 S e c u r i t y  
Authority o r  designated s e c u r ~ t y  ngerlt-y conccrneci, I f  t l i i3  
is not  physically  possible, t h e  Illaterial should h e  encaacd  
or  sheeted RO a s  to protect the classif ied aspects  a n d  prevent 
unauthorized  persona from gaining a c c e s s ;  
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(b) journeys  should be completed as  quickly a6  circumstances 
permit; 

( c )  in  cases  where  stops must be made, arrangements should 
be  made in advance to u s e  storage  provided by government 
establishments  or  facilities having  the necessary  cleared 
personnel  and  capabilities  to  handle  the  consignment. In 
the  event  such  arrangements  cannot be made  or  an 
emergency  situation  arises  due to accident  or  breakdown 
of the  truck,  the  security  guard is responsible f D r  keeping 
the  consignment  under  adequate  supervision  during  the 
period; 

(d) telephonic or   te lex checks  dolag the road between  the  person 
responsible  for  the  consignment  and  the  security  guard 
concerned  should  be  pre-arranged; 

(e) c a r e  should  be  exercised to arrange  routes  only  through 
NATO nations. 

Transportation by Rai l  

99. Transportation by rail should be  utilized for consignments of 
NATO SECRET and NATO CONFIDENTIAL material  only on  the  following 
conditione: 

(a) passenger  accommodation shall be made  available  for 
security  guard  personnel; 

(b) the  train  route  should  be  checked in advance  to  ensure 
that it does  not  cross non-NATO  nations; 

(C) during stops, the  security  guard  should  take  up  stations 
close to the consignment. 

Transportation by Sea 

100. The  following  minimurn  standards  should  be  applied 
when consignments of classified  material  are eent by sea; 

(a) consignmente of all claaeifications  muet only be carried 
in  ships  sailing  under the flirg of a NATO nation. The 
mas te r s  of such ship8 shall be nationals  of a NATO nation; 

(b) consignmente of NATO SECRET and NATO CONFIDENTIAL 
mater ia l  should bo stowed i n  locked stowage approved by 
the  National  Security  Authority or designated  security 
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agency; when this is  not avziiablt?, :,lr,cb.ed-off stowage 
may be approved. Blocked-ofï  3tc jv :dg:e is stowage  in the 
hold of a ship where the m a t e r i a !  i.; cc.vered and surrounded 
by other cargo consigned to  th.- saa;t: destination in  such 
a way that, in the  opinion cf t h e  designated  security  Officer, 
a c c e s s  to the material  is physicuj1) impracticable.  Where 
it is   impract icable  to ca r ry  a Co:lsig,-z!:erlt in  the hold, it  
may be car r ied  as  deck carg:;, provided it is in a secure 
container  and  disguised, Ir1 a!]  cas^^, the  consignment. 
must  be  under  security  control; 

unless the ship be in e x t r a n i 3  she sl~all  not enter  the 
coastal   waters of any con ?.l)unist  country(l),  nor  shall she 
call at any ~ O I I - N A T ~  por unless  prior- approval of the 
consignor 'S National Secl?ri.ty :lllthority or  designated 
security  abency has been ohtr~tin(~ri; 

. .~ 

deliveries  to  the  port  of embarkation a n d  collection from 
the  port of disembarkation mus t  be so timed to prevent, 
as f a r  as possible, a consignrr!ent t,eing held in port 
warehouses,  Where, however, t h i s  is unavoidable, 
sufficient  security guards must be Frovided to keep the 
consignment  under  adequate stlpervision. 

Transportation by Aircraft 

101. Preference  shall  be  given to utilization of mili tary  aircraft  
of a NATO nation, the  captain of which should be security  cleared. If 
this is not  practicable a non-mili tary  aircraft  m a y  be u s e d  provided  it 
is registered in a NATO nation and the captain is  a NATO national, 
except  that  Scandinavian  Airlines  System  aircraft m a y  be useci 
provided  the  captain of such an  a i rcraf t  is a NATO national. If 
civil ian  aircraft   are  uti l ized  security guards r ; ~ u s t  be ass igned 
following the conditions  laid down in  paragraphs l06  and lO?(c). 
Particular  attention is called to the  fact th;it international air t raff ic  
regulations do not permit  specially aueignecl sccurity guards to  travel 
on board  aircraft  carrying  freight otdy, thcrt?ioro such a i rc raf t  shall 
not be used  for the transport  of NATO SECRL;;T nlnterinl,  except a8 provided 
in  paragraph 106. Passenger  aircraft  should ut i l i zed  for the  transport- 
ation of small  items only and the regulatiolls ,. .overing the  international 
transyurtation of NATO classifieci docunlentl; should b e  applied. 
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The following m i n i m u m  standards should be observed: 

evrery effort  should be made tc3 deliver the consigrment 
straight  to  the  aircraft   rather than  permitting it to be 
stored  in  warehouses,  etc. at airports  and  airfields. 
V hen a consignment  cannot be  loa2ed straight away it 
s;.lall be either  returned  or kept u d e r  gtmrd at the  airport 
under  the  conditions  stated in paragraph 100(e) above; 

' similarly  every  effort  shall be ]nade for the  aircraft   to 
be met  on landing  and  the  consignment  to be  removed  to 
i ts  final destination. Whe I this i s  not practicable,  the 
consigrment  shall be kept l t  the airport  under  the 
conditions  stated in paragraph 100(e) above; 

during  intermediate  routine stops of short duration  the 
consignment  shall  remain  in  the  aircraft but the a i rc raf t  
itself kept  under  security  control; 

in the event of the  a i rcraf t  being delayed a t  an intermediate 
stop or having  to  make an etnergeellcv landing, i t   i s  up to 
the  security  guard, or the person fulfilling  the  duties of 
the  security  guard,  to  take all measures he considers 
necessary  for  the  protection of the  material. Where such 
a stop is in a NATO nation, he shall b e  entitled  to call 
upon, and expect  to  receive,  the  assistance of the National 
Security  Authority  or  designated  security  agency of that 
nation; 

no flight  shall  be  permitted  either over Communist countries, 
o r   near  enough to  Communist  countries a s  to make emergency 
landing or accidental  over-flying possible. 

'direct  flights  should be used  wherever  possible; 

except  in  an  emergency,  stops a t  a i r f i e l d s  in non-NATO 
nations wi l l  not be permitted. 

l 

SECURITY GUARDS 

103. Persons fulfilling  the  duties of se( urity guards may be 
civilian or military  personnel  and m a y  b c  a r m e d  or unarmed 
depending on national  practi,ces  and  arrangements  made  between the 
National  Security  Authorities or designated security agencies of the 
nations  affected by the transportation. S imi l i> r ly ,  the  nationxlity of 
such guard,:,inany  particular  nation  shall !,e sul.)Jec-t to n~u tu r l  
agreement.  They  must be nationkls of NATO n a t i o n s  and be security 
clear e& 
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105. The  sec-urity  guard shodIcl 1 , ~  Ci,frhpOs:\3(i C: da adequate 
number of men as to  ensure regular t0r;t-s oi duty arid rest ,  The 
number on a consignment  will depenr? or, t h e  qcantity axl classification 
of the. material,  the  method of transportation t o  be *.Ised and the 
estimated time in  transit. A r e se rve  c.f personael should be provided 
to   cater  for emergencies.  General pr i rc iples  for the provision of 
security  guards are given  in  paragrapha 106 kn-5 137 below. 

106. Where  the  consignment i: of n!aterial c13,ssified NATO 
SECRET, personnel should be assigr ;d v:hOSe sole d u t y  shall be to 
ac t  as security guards, but in  excepiional  circumstances, and with 
the  agreement of the  consignor's National Security Authority- o r  
designated  security  agency,  arrangements r 1 a y  be rr,adc! for a crew 
member or crew  members  to discharge  the function of security guard. 

107. Without prejudice to any other provision of this document, 
and  subject to the  approval of the Nationxl  Sccurity .4uthoritics or 
designated  security  agencies  concerned, wherc rhc consignment is of 
material   classified NATO CONFIDENTTA L, security guards should be 
provided, but: 

(a) in  the case of road  transportation, the  security guard 
duties  may  be carr ie( \  out b y  t h c ?  driver  or Co-driver; 

(b) in the  case of sea transportation, the security guard 
duties may be  carried out i i y  the ship's m a s t e r   o r  
specially  designated per son( S ) ;  

(C) in  the case of air transportation, the security guard 
duties may be car r ied  out by t h c  Arcraft 's   captain or 
specially  designated peraon(s). 

108. The National  Security  Authritic:; or designated  security 
agencies will i s sue  in advance  to the, cc,mc:jur-,or (and, tarhere applicable, 
the  consignee)  sufficient  authorizationu (AliiiCx S) YO that thcy may be 
completed and issued to the  Recurity guards ( Y C C  also paragraph 89). 

109. It i o  the responsibility of thc ckmsi;;nor ( a d ,  w h e r e  
applicable,  the  consignee) to instruct s e c a r i t y  , ;u2tdn in the ir  duties. 
ln particular,  the  route  and the secUri&:- rjlan !nust bo explained and 
details given, where  appropriate, of the tuthnritiee that security 
guard3  should  contact and other mcnr;llres t ( 1  b . ?  taken in the! event of 
an emergency.  Security  guards ~houIt-.I a1:m >I: g iven  a copy of 
"Notes  for Serrlritv CtvnrAa" / A n n * - -  L\ - - - A  1.- 'e.---..:- " 1  4 . 
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(Revised 4. 10. 74) 

110. Both authorizations and "Notes  for  Security  Guards" 
should be  written  in  English and French; a copy in other languages 
may, in  addition, be issued if this is deemed  necessary or recommended 
by the  National  Security  Authorities or designated security agencies 
concerned. 

TRANSPORTATION OF EXPLOSIVES, PROPELLANTS OR OTHER 
DANGEROUS SUBSTANCES 

1 1 1 .  If the  classified  material  cortains  explosives, propellants 
or other  dangerous  substances,  the  tran  ,ortation  across  international 
borders is subject not  only to the  security  and customs requirements, 
but also to mandatory int,?rnational and national  safety  regulations. 

N A T O  R E S T  R I C T E D  
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VISI'1' CONTROL P€lOCEDUI<II;S J ? C I K  PERSOIJS TKAVF,LLIP.IG 
1NTERN.A'TIONASLY IN CONNECTION WITH XATO PR-ODUCTIOI'4 

AND LOGISTICS ORGANI2.4TION ACTIVITIES 

112. The procedures  laid down in this  Section  relate to 
international v i z i t s ,  as defined at paragraph 14, by representatives, 
be they  military or  civilian, of NATO member nations, NATO 
commands or agencies or NATO cantrTctors  to: 

(a) a ?JATO Management Agency! Office; 

(b) a contractor of a NATO nation; or  

( c )  n NATO government  t?stablishnlent. 

They  apply  to NATO classified PJPL,O contraztor activities 
only. 

113. International  visits  made  in  connection u i t h :  

(a)  pre-contractual  activities  related  to  an NPLO project; o r  

(b) contracts  under  the  administration of a NATO Management 
AgencyjOffice  which  will  not  involve  repeated  visits, or  
visits to  facil i t ies  or  si tes in more  than  one  member  nation; 

will  usually  be  dealt  with  under  bilateral  security  arrangements.  These 
bilateral  arrangements  will  he  made  between  the  National  Security 
Authorities or designated  security  agencies  concerned;  or, i n  the case 
of visits to  or  from a NATO Management  AgencyjOffice,  between  the 
National  Security  Authorities or designated  security  agencies  and  the 
N A ï O  Management  Agency/Ofiice  concerned, When a visit  under sub- 
paragraph (b) above is arranged between two National  Security  Authorities 
or designated  security  agencies, a copy of the  visit  request  will b e  sent 
to the appropriate NATO Management  Agency/Office. The number of 
days  normally  required by National  Security  Authorities or  designated 
security  agencies and by NATO Management  Agencies/Offices  to  consider 
requests  for  visits to be  made  under  bilateral  arrangements  is shown at 
Annex 14. 

114. Where i t  is considcrcrd  that international vi8its made irl  

connection  with  contracts  administered by a NATO ManaL:er))e!lI A g e l l c y '  
Office  will  entail  repeated  visits, o r  visits  to  facilities in  m o r e  than 
one  member  nation, the following  epecial  arrangements  exist t o  facilitate 
the  security  arrangements  for  such v i s i t a :  
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in thc c a s e  of NATO bodies, a check will be niade of the  
NATO certificate of security  clearance issued by the  pa ren t  
Nationai  Security  Anthority o r  designated  security a g e n c y  
of the individual and  held by the NATO body. (If an  
appropriate NATO certificate of security  clearance i c  not 
held by the NATO body, tha t  body -&ill apply to the parent 
National  Security  Authority o r  designated  security agency 
of the individual  concerned  to  obtain the necessary security 
clearance  for  the  individual. ); 

each government  agency, r NATO   on tract or wi l l  
initially, and thereafter, dhen necessary,  submit  to 
its  National  Security  Authority  or  designated  security 
agency in accordance  with  national procedures, 
particulars of those  individuals whom the government 
agency o r  NATO contractor  considers m a y  have a need 
to  make  repeated visits, or visits to facilities in more  
than  one  member  nation i n  the  circumstances  set  out 
in paragraph 1 12 above. 

Government  agencies, NATO bodies and NATO 
contractors  should  ensure  that: 

(a) visitors do not have  access to  NATL)  classiiicd inforr~lat ion,  
other  than that concerned with the purpose of their  visit; 

(b) records  are   kept  of: all  visitors noting their name, 
organization  rcpresentcd, date, time and purpose of ?Tisit. 

THE NATO INDUSTRIAL SECURITY INDEX 

Registration 

116. The  responsible NzLtional Security  Authority or designated 
security  agency or NATO body, having  checked  the  security  clearance 
status of the persons, will  complete  parts 1 and 3 of the NATO/ISS/lOO 
form (see Annex 3 and the  completed spec imen at Annex 7) and forward 
it to the NATO Office of Security. 

117. The  form  will  be  checked in  the NATO Office of Security 
and pazts 2 and 4 will be  completed. The side of the  form  containing 
par ts  3 and 4 will then be reproduced and copies sent  to  the  appropriate 
National  Security  Authorities or designated security agencies, NATO 
Management  Agcncies/Offices  and NATO mil i tary  commands concerned, 
The  original of the form will be retained in the NATO Office of Security 
as  the certificate of security  clearance for the  individual  concerned, 

Change of Registration 
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that  Attthority  preparing a new NATC>/ISS/ 100 form acd by rl.,Arkizg a 
cross in the box provided  under part 3 of the i o n n  ( s e e  Annex. h)  to 
signify  that  the  form  superscdes one that  wzs  previously  suhlnitted 
to  the NA4T0 Office of Security.  The NATO Office of Security,  01: 

receiving  the  form, will amend  its records accordingly, reproduce 
parts  3 and 4 of the  form,  and  distribctc  copies to all those  agencies 
that  received  copies of the  initial form and to any others  that might  
be concerned, 

Cancellations 

119. The  security  status of an inc-,vidual, once  established 
and  recorded  in  the NATO Industrial  Security Index, will t a  challgec! 
o r  cancelled  only  at  the  request of the  National  Security  Authority o r  
designated  security  agency  that  issued  the  original  certificate oi 
security  clearance.  Therefore,  should an  issuing National  Security- 
Authority or desipAated  security  agency  wish to withdraw  an  individual S 

name  from  the NATO Industrial  Security Index because: 

(a) the  duration of the  security  clearance  has expirer!; or  

(b) the  inctividual's  employment  has been terminated; o r  

( c )  the individual no longer  has a need-to-know o r  to Inaicc 
international  visits  connected with a NATO classified 
project; o r  

(d) the NPLO project  has  been  completed or the contr;ict has 
been completed; o r  

(e)  the  individual's  security  clearance h a s  been revoked; 

the  issuing  National  Security  Authority or designated  security agency 
will   stamp  or  print   in  large letters the word"C.4NCELLED" a c r o s s  
par t s  3 and 4 of the NATO/ISS/ l00  form ( s e e  Annex 9) which i t  holds 
in its records  and  append  the  signature of a responsible  official. 
The cancelled  NATO/ISS/100  form wil l  then be sent  to  thc NATO 
Office of Security. Upon receipt,  the NATO Office of Security will  
amend its Industrial  Security Index and make and tleRpatch c o p i ~ . ~  of 
the  cancelled  form to the  National  Security  Authorities or designated 
security  dgencics, NATO Management Agencies/Offices and N A T 0  
military  commands  concerned, 

120. Upon receipt of a NATO/TSS/100 form marked .'CANC.EL,LI;;L)'', 
the  recipents will remove  and  destroy  the  original form for the 
particular  individual  that  they hold in  their   current rec:ords. They 11lny 
retain the  form  marked "CANCELLED' for record purpoRes or destroy it .  
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1 (Revised 4. 10. 74) - 3 9 -  c-~.1(55)15(FI?iAL) 

Employees on Loan  within  an NPLO Programme 

122. When an individual., who has been cleared  for  access 
to NATO classified  information is required to  be loaned from one 
facility  to  another  involved  in  the  same N P L O  prograAmme but  in a 
different  country,  the  individual's  parent  facility  will  request its 
National  Security  Aathority  or  designated  security  agency  to 
provide a NATO security  clearance  certif icate  for him to  the 
National  Security  Authority or designated  security  agency of the 
facility  to  which  he is to  be  loaned. 

123. When an  emFloyee who has  already been regis tered in  
the NATO Industrial  Security  Index is loaned to a facility  in  another 
country,  his  parent  facility  will  requeat  its own National  Security 
Authority or designated  security  agency to arrange  for   the cancel la ti or^ 
of the  registration  in the NATO/ISS Index. Such cancellation  should 
be  notified to the NATO Office of Security  not  earlier  than 30 days 
and  not later than 60  days  from  the  date the loan commences, 

124. If, however, the facility  to  which  the  individual is  loaned 
considers  that  he wil l  have  to  make  repeated  international  visits  or 
visits  to more than one member  nation on its behalf during the period 
of loan,  it will request its National  Security  Authority or designated 
security  agency  to  register  the  individual's  name in  the NATOjISS 
Index  in  the  name of the  facility  to  which  he  is loaned. In s u c h  a case, 
the  preparation of the NATO/ISS/100 form will bc based upon the NATO 
security  clearance  certif icate  received  from  the  individual 's   parent 
National  Security  Authority or  designated  security  agency, under 
paragraph 122 above. Furthermore,  beneath  the  name  and  address of 
his  temporary  employer,  the  name and  address  of the  individual's 
parent  facility  from  which h e  is on loan will be shown  in  parenthesis. 

125. A facility to which an  individual is loaned wi l l  arrange 
through its National  Security  Authority  or  designated  security  agency 
for  the  registration in the NATO/ISS Index to be cancelled not ear l ie r  
than 30 days  and  not later than 60 days  after  the  period of loan ends. 

PROCEDURES FOR REQUESTPIG .- VISITS 

126. No facility  shall  receive a visitor without first having 
obtained  the  consent of the  facility's  National  Sccurity  -4uthority o r  
designated  security  agency by such  means a s  are prctlcribed by 
national  procedures. 

127. Each NATO body, contractor o r  gokvernment facilit). 
desiring to send members of its  staff  to  visit  another nation or a 
NATO Management  Anency/Office  will submit a visit  reaues t  to 
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(Revised 4. 10. 74)  -40- 

the  Management  Agency/Office of the facility  to be visited  {or, when 
national  procedures so require,  to  the  National  Security  Authority o r  
designated  security  agency of such a contractor  or  government  facility) 
with copies to the facility itself via such channels as are approved by 
the  appropriate  Kational  Security  Authority or designated  security 
agency.  Such a request  will  contain the following data: 

1 
C - “(5 5) 1 5 (FISA 

name and  Christian  names; 

date  and  place of birth and current  nationality; 

adequate  identification (passport or identity card number, 
showing dat F: and place of issue); 

official title of the  individual; 

the name of facility or government  establishment i n  which 
the  individual is employed; 

the  clearance  status of the  individual; 

NATO programme in  which the individual is engaged; 

facility or facilities  or  government  establishment,  with 
complete addrese(es) which the individual d e s i r e s  to visit; 

purpose of visit  in  sufficient  detail,  including, if  known, 
the name of contract, so that  the  Management  Agency/Office 
concerned may determine t h e  need-to-know  and  requirement 
for the  visit; 

approximate date of intended  visit o r  visits. 

The NATO Management  Agency/Offic e will, upon receipt of 
a visit request,  determine  the  need-to-know  and  the  requirement for 
the vieit and ascer ta in  the security  statue of the  individual from its 
security clearance Index fila or from tho N A T O  Office of Secturity i f  no 
local NATO record of the individual’e clearance le  available. I I  i t  i a  
determined  that  the  vieit  should  be  made, the Management Agency/Off ice  
will  endorse  the  visit  request on behalf of NATO and forward i t  togethet  
with it8 endoreement L o  the  National S v c r l r i t y  Authority or dacligrl:ltccl 
security agency of t h e  facility to be visited through such chttu1tcIs ;IS ~ I I ; I ~  

be designated by each  nation,  and  will  notify the originating  Nktional 
Security  Authority or designated  security agency   when required. A copy 
of this  visit request and the  endorsement by the NATO Management 
AgencyJOffice  will  be  forwarded  directly  to  the  facility to be visited. 
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129. If the  Management  Agency/Office does not endorse a visit  
request, or a National  Security  Authority o r  designated  security  agency 
for  the  facility  to be visited does not approve a visit  request,  all 
other  organizations  concerned will  be  immediately  informed. 

130. In the  event a contractor or  goverrunent  facility  considers 
it  probable  that  an  individual wil l  be  required +O make  more  than ORC 
visit,  the  visit  request  submitted should seek  authorization for repeated 
visits over a period  not to exceed  twelve months. Such  visit  requests, 
when approved,  will  permit  subsequent visits to be made  through  direct 
arrangements  between NATO contractors  andlor NATO government 
facilities without reference to  the NAT( Management  AgencylOffice of 
the  programme or to  the  National  Security  Authorities or designated 
security  agencies  in var.'ous participating  nations.  The NATO Managernent 
AgencylQffice and, when required by national  regulations,  the  National 
Security  Authority or designated  security  agency of the  visited  nation, 
should  be  informed of each  visit  made by the NATO contractor or 
government  representative,  but  approval of the  National  Security 
Authority or designated  security  agency  should  not  be  required  during 
the  twelve-month  period  in  which  the  visit  request is valid. 

EMERGENCY PROCEDURES 

131. In the event of a government  facility or contractor  wishing 
to  send a member of its staff on a visit  in  respect of whom the  preliminary 
procedure  has NOT been  completed,  the  visit  request  must be addressed 
to the  appropriate National Security  Authority or designated  security 
agency of the individual. Should the  National  Security  Authority  or 
designated  security  agency  be  prepared  to  give  an  appropriate  security 
clearance  in  respect of the individual, i t  wil l  notify  the  visit  request by 
electr ical   message  to   the NATO Management  Agency/Office concerncxf and 
send  copies  to  the  National  Security  Authority or designated  security 
agency of the  facility to be visited  and  to  the NATO Office of Security. 
NATO bodies will  address  such  requests  to  the  appropriate NATO 
Management  Agency/Office  and  send a copy to  the  National  Security 
Authority or designated  security  agency of the intending  visitor. 

132. Such requests  will  contain  full  personal  details of t h e  individual 
cmcerned,  his  passport   number or other  means  of  identification  and  hie 
level of NATO security  clearance  together with an assurance  that  an 
appropriate  certificate of security  clearance will  be  forwarded  to t h e  
NATO Oilicc of Security  within ter1 days. 

133, If the National  Security  Authority  or  designated aecprrity 
agency of the  facility to be  visited  approves  the  reqcest it wi l l  notify 
without  delay  the  requesting  National  Security  Authority  or  designated 
security agency, the NATO Management AgencylOlfice and the  facility 
to be  visited  that  the  visit may take  place. 
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134, If the  National  Security Authority ar designated securit)? 
agency does not approve the  visit request, it will notify the requesting 
National  Security  Authority or designated  security agency without delLy 
SO that  the contractor may be  advised and thus be given  the opportunity 
of selecting  another  representative who is already  listed in the NATO 
Industrial Security Index, and will   a lso send a copy :O the  appropriate 
NATO Management  AgencyjOffice, 

135, These emergency procedures should not be abused. 

N A T O  R E S T R I C T E D  
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The  Construction  Stage 

70 Under this  heading are  grouped those  security considerations 
which a r i s e  between  the  commencement of the  construction of individual 
Infrastructure  projects  and  their   f inal   acceptance by the  Infrastructure 
Committee. 

Securitv  Procedures 

8. The security  requircm i t s  arld the  procedures in  connection 
with Infrastructure  set  out in this document are those of international 
concern only, that is to say,  for  application by international  agencies 
o r  by two o r   more  NATO member  nations in  concert. 

9. Security  procedures of national  concern only, e .  g. ,  those 
applied by the  National  Security  Authorities  or  designated  security 
agencies of member  nations  in  relation to the  safeguarding of NATO 
classified  information  entrusted  to  individual  facilities in  their nations 
awarded  Infrastructure  contracts are  not  considered  in  detail in  this 
document. Such procedures  will  generally be i n  accordance with 
C-M(55) l S(Fina1). 

General 

1 o. In general  terms,  the  successful  application, wi th  the rninirnur1- 
wastage of t ime and effort, of appropriate  security  protection to an 
Infrastructure  project   at   al l   stages of planning  and construction will 
depend  mainly  on  the  correct  application of security  classifications. 
The system of security  classifications  is  the  means of indicating the 
degree of security  protection  to be applied  to  matters  and  it is important 
that  the  degree of security  protection  called for should  corrctspond  with 
what is necessary and practicable. This is  particularly  important in  
the  Detailed  Planning Stage, since  the  application of unnecessarily high 
security  classifications in this stage may involve t h e  subsequent 
application of unjustified  eecurity  measures, may complicate and 
delay  the  progress of the  project  concerned and may  unnecessarily 
entail additional costs. 

11. Three  general   security  principlee  are  particularly involved 
in  the  application of security  classifications to Infrastructure projects. 
These a r e  as set  forth  at  paragraph 35(a) of  Enclosure '*D''e 

12. The  application of these general  principles to the c l l e s i t i c -a t ion  
of Infrastructure  projects is a s  follows: 
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' Y ,  I - 

3-1, The  host  nation  will  not  issu(.:  classificd  documents in 
connection with a contract  unless  the  facility 1 ~ s  been listetl ai- 
acceptable from a security  point of view irt accordance L v i t t I  

paragraph 27 above o r  is  the  subject of a iacility  clearance in 
accordance with paragraph 6 9  of Enclosure ' ?D ' ' *  Classified 
documents wi l l  cnly be  forwarded  through  channels  approved by 
the  National  Security  Authority  or  designated  seCurit)- a g e ~ c y  of t he  
facility. 

3 5 0 In  obtaining  security c '  Larance for facil i t ies to  be 
invited  to bid, it should be borne  in  mind that, in addition  to the 
bidding  facility,  other  associated  facilities  may be involved i n  t h e  
execution of the  contract,  for  example, a branch or subsidiary. 
Similarly, a bid m a y  be offered by a subsidiary  company wehose parent  
company  will  eventually  be  required  to  supervise  or  inspect execution 
of the  contract. It i s  not  feasible  to  lay down precise  regulations 
governing all such  situations  arising  from  the  existence of separate 
but  related  companies, In so far as  possible, however, these 
situations  should  be  resolved  during t h e  bidding  stage;  that i s  to say 
the  security  record of any  associated or branch  facilities which will 
be  involved  in  the  classiiied  aspects of the  contract  should be examined 
at this time in  order  to  prevent  future  delays and difficulties, 

36, Unless a facility  already  appears on a l i s t  of cleared 
facilities, security  clearance  for a facility which is  to be given NATO 
classified  information  should  be  sought by  a host  nation 011 each 
occasion,  even i f  it is known that  the  facility has previously  been 
security  cleared. It should NOT be a s s w e d  that thc  facility's old 
clearance is s t i l l  valid.  Where,  however, a facility  has  previously 
been  given a security  clearance, the process  of providing a new security 
clearance,  or  alternatively, of advising against  the u s e  of the f a c i l i t y ,  
wi1.l frequently  take less time.  Where a facility has a current NATCI 
classified  contract  (from  whatever NATO nation), the  security clearancc! 
would be  valid for a contract of the  same  classification or   lower  ;lrlti 

could  be  furnished  without  delay to any  other NATO nation  wishing  to 
use  the  facility. 

Preliminary  Contact  between  Appropriate  National  Security Authoriti( .-s  
or Dcsignated  Security  Agencies  and  Facilities  Cleared to Receive 

. .  Invitations  to Bid 

37. A s  soon a s  security  clearancc has b e e n  given for ;l 
facility  to  be  invited  to bid, a representative of the appropriate hat ion i l l  
Security  Authority  or  designated  security agency of thc  n a t i o n  of o r i g i n  
of the  facility  should,  unless  the  facility in question has  ;tlrcatiy !xcn 
engaged on classified  contracts and therefore uIlc.Lc:rstands scbcurity . .  - . _ . . . -  .... a .  ~ - _ I  . _ I  
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. -  

4 L), Should il bc llecessary to  iI1c1tidc ;(,-,y olassii ietl  ciet;:il- 
i n  t hc  c a l l i e r  dcrj charges o r  contract  specifications, tile :ïatio:lhl 
Security  Auliiority o r  designated  security ; igency of the host :latior1 
shnuld, having  t aken  acc0ur.t of factors  such  as s r e  mentioned in ? ! I C  

preceding  paragraph, draw up ;L precise deiinItic,n, for incIusior~ in thr: 
cahier des  charges or  contract  specificatiorls, c,i the  clhssiiied aspec ts  
and  indicate clearl;,T the  classifications a c c o r d e d  to  them.  >lention siiould 
a lso b e  made in  the  cahier d e s  charges o r  cor.trnct  speciiicntions ;Y 5 L C I  

the  security  requirements w~hich wili St: imposed  on  the  cantraLtur i n  
the  final  contract. The pro.Asions of C-,'vl(St;)l S(Fina1) regarding t h e  
transmission of clrls:,iCied documents  ytrticularly ncross nat ior .a l  
frontiers,   must also bc borne i n  minc. 

Security  Provisions in  the Contract 

41, Contracts  drawn up by h o s t  nations  will c l e a r l y  be d r a f t e d  
;tccording to  natior,al  prncticc a n r i  i l l  t l l v  !i,qht o f  tlatin1,;ll Ic!gislatit>n. 
Every  contract involving NATO c.lassi1'ic:d iniornl.1tion : ; h o u l ( i a  h i . o ~ \ ~ ~ ~ ~ ~ ~ : ~ ,  

clear ly  set  out  the  security  requirements  to be  observed b y  f l l C  c.otltr;ictor. 
Such  requirements  may be included  in a clause in the contract   or  m a y  
be the subject of a separate security  agreement or  instruction n-jndc binrl ing 
on the contractor by  whatever nlcons is most i n  accordancc with  n.ttio!l;!J 
usage,  but which takes  acc0un.t of paragraph 4 5  of Enclosure "D", 

THE CONSTRUCTION STACE 

Security  Advice to the Facil i ty A w a r d e d   t h e  Contract 

42. Immediately the contract h a s  been awarded, the host w t i u n  
will  notify  the  National  Security  Authority or dcsignated securi ty  a g e n c y  
of the  nation of origin of the facility of the detai l s  of the c1sssifier.i  ;Ispc.cts 
of the contract  (sending  two  coyics of the  contract itself, and two copies  
of the  "security  aspects letter") in  order  that  the  appropriate  National 
Sectlrity  Authority or designated  security a g e n c y  of that na t ion  m a y  v i s i t  
the  facility and make  detailed  arrangements  for: 

( 4  t h e  issue of security clearances for al l  those pc.r .sans i n  
the facility who must have ; ICCCSS to  the  classifirrd  i\spt:cts 
of the  contract; 

N A T O  R E S T R I C T E 1 3  
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This i 

sed 4. 113. 7 4 )  -60- 

NATO FACILITY SECURITY CLEARANCE CERTIFfCL'ITE: 

S to  certify  that on , t h e  
(date) 

- 

National  Security  Authority of 

granted  to  the 
(name of facility) 

located at 
(address of facility) 

a NATO facility  security  clearance  in accordance with  the  provisions o i  
paragraph 71 of Enclosure "D" to C-M(55)15(Final), valid unti l  

d a t e  

The  National  Security  Authority of confirms t h a t :  

(a)* appropriate  security measures exist  and wil l  be main:ained 
to provide  adequate  protection  to such NATO 

information as may be required by t h e  facility in bicieing o r  
negotiating for any NATO classified  contract. Further 
security  measures can only  be  arranged  after having reLc;i\ .cd 
detailed  information on the level and the: v o l u ~ r ~ e  of thc  
classified  information  to be protected  in  connection w i t h  
the  contract; 

'(classification1 

(b)* appropriate  security  measures exist and will  be maintainc:d 
to  provide  adequate  protection to such NATO 

information as may be required by the facility in bidding 
or negotiating for any NATO classified  contract and appropriate 
security measures will be provided and maintained  to Rive 

( c l n e s i f i c a t i o n j  

adequate  protection to NATO idormati i -n  
(claseification) 

required by the  facility in the performance of any contract i n  
the  following NPLO programme(  s)/Infrastructure w o r k s  

rdeeignation of NPLO programtncB(s) or Infrastructure* weorks) 

(Signature)  (Stamp or Seal of I s s u i n p   A u t h o r i t y )  

'8 Delete (a) or (b) as applicable 

N A T O  U N C L A S S I F I E D  
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The Security  Officcr, 
Cen!ral E. ;~ope  Operating Agency, 
1 ! rue du Clink3 al Persh ing  
75000 - Versailles, 
Franc c. 

rrelephoflt . ' m .  70. M 

l 'e les:  CEOA VXRSrlILLES 
(Transmission via N - I T 0  Military 
System  only) 

The Security Officer, 
Koblenz Procurement  Centre, 
54 O0 Ka blenz 
" 

Lohrstrasse 23  
Federal Republic of Germany 

Telephone: 26 1.121 l 6  

Tel ex: 862826 NAMSA D 

The Security  Officer, 
NATO Hawk Management  Office, 
20  rue Galliéni 
92500 - Rueil-Malmaison, 
Franc e. 

Telephone: 967. 56. 12 

Telex: 27.020 

The  Security  Officer, 
NADGE Management  Office, 
NATO Headquarters, 
1 1  10 Brussels, 
B elgium. 

Telephor. e: 4 1.44.00 
Ext. 5Sl3/  14 

Telex: 2 3 . 8 6 7  
(Please pass to NADGEMO) 

Ptogranxmes ar?d Pro-iects 

3perational and t echn ica l  
c o n t r o l  of the  Ccntral EurGpe 
Pipe1i:Ie System (CEPS) 

F104 G Programn:e  

NATO F104 G A i r c r a f t  

HAWK Programme 
HAWK Euro?c?an Limited 
Improvemen; P r o g r a m m e  
NATO HAWK Misslie 
NATO HAWK Improved Missile 

NATO Air Defencc 
Ground Environn~ent 

N A T O  U N C L A S S I F I E D  
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The Secu...ity Olficer, 
NATO Multi-Rôle  Combat  Aircraft 

Dcvelopmerlt and Production 
Mat~a~erncnt Agcacy, 

aooo Munich 80 
Arabellastrass2 16 

Federal  Republic of Germany 

Telephone: 12271 Ext. 3 4 3  

Telex: 523.36 1 NAP4MA U 

The Security Officer, 

1 7  rue  Auguste Lun-li&.re, 
Luxembourg, 
Grand  Duchy of Luxembourg. 

Telephone: 48.60.31 Ext. 20 

Telex: 553 NAMSA L 

N;I'i'(> ~ f ; t i r l l . e r l ; t : l c . c :  ; r n d  Srlpply A ~ : B T ~ ~ - v ,  

(Attention:  Security  Office) 

The Security Officer, 
NATO Integrated Communications System 

9 rue des sols, 
1000 Brussels, 
Belgiwn. 

Telephone: 13.86.30 

Telex: 25,931 

Management  Agency, 

Programmes ar,d Projec:ts 

MRCA Programme 

NATO Multi- H61c Combat 
Airc  raft 

supply of 
cxchange 
technical 
example, 
and F104 

spare parts and to 
information on 
problems. It  is, for 
învolvcd in the H A W K  
G programme S. 

NlCS Programme 

D
E
C
L
A
S
S
I
F
I
E
D
/
D
E
C
L
A
S
S
I
F
I
E
E
 
-
 
P
U
B
L
I
C
 
D
I
S
C
L
O
S
E
D
/
M
I
S
E
 
E
N
 
L
E
C
T
U
R
E
 
P
U
B
L
I
Q
U
E



P a r t i c i p a t i n g  Nations 

Belgium, Canada, France, Germany, 
Luxernbourg,  Nether'lande, 
United Kingdom, United States 

Belgium, Canada, Denmark, France, 
Germany, Italy,  Netherlands, 
United States 

Belgium, France, Germany, Italy, 
Netherlands,  United  States 

Denmark, France, Germany, Greece, 
Italy,  Netherlands,  United  States 

Belgium, Canada,  Denmark,  France, 
Germany, Greece,  Italy,  Luxembourg, 
Netherlands, Norway, Portugal,  Turkey, 
United  Kingdom,  United  States 

Germany,  Italy, United Kingdom 

Belgium, Denmark, France,  Germany, 
Greece,  Italy,  Luxembourg,  Netherlands, 
Norway, Portugal, Turkey, United Kingdom, 
United States 

Belgium, Canada,  Denmark,  Germany, 
Greece,  Italy,  Luxembourg,  Netherlands, 
Norway,  Portugal, Turkey, 
United Kingdom, United States 

-c 
Programmes 

CEPS 

F104 G 

HA %'K 

HELIP 

NAUGE 

M R  CA 

NA M S 0  

NICS 

N A T O  U N C L A S S I F I E D  
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I? F; I.,GIUM "- - 
;,iir! ; stkr e d e  la Dkfense  Nationale, 

Skcurité Industrielle 
Avenue Jules  Bordet 75 
l 140 B rus sels 

Tel. : 02/15.98.70, Ext. 17  

S D r t n  , 

34.93.00) 
34.94.00) Ext. 41 8 
33.96 .80)  

Telex: 220*1) CTR BR B 22423) 

21339) CTR BN B 2 1857) 

All messages sent by telex must begin 
a s  follows: 
"MOD Belgium - please pass to SDRA - 
Securite  Industrielle (for action) or 
(for  information)". 

CANADA 

Director, 
Security Services  Branch, 
Industrial Security Division, 
Department of Supply and Services, 
70 Lyon  Street, 
Ottawa, KLX OS5. 
Tel,:  Ottawa (416) 992.2510 

Telex: 0534.205. DS.CII'T 
DENMARK 

Danish  Defence  Intelligence Service, 
Attention: Major H. Busk, 
Elefantstok 1 O, 
Kastellet, 
DK 2100 Cdpenhagen 0 
Tel. : (01) 11.22. 33 

Telex: 22662 DENMARK 

E' ]LA?*' c: E 

~I- iGgat- ion kiinist&rieile pour 

II$partt'rr.; ent Organisatio:), 
Attention: Lt. Col.  Callas, 
10 rue St. Dominique, 
75007 - Paris. 

Tel. : 55i.68. ÏO Ext. 24.463 

Telex: 2 7 0 0  3 DELEGARM PARIS 

Chef du Bureau COSMIC Seconda i r e  

Attention: Capitaine Ber t rand ,  
26 Boulevard  Victor, 
7501 5 - Pari S 

l'Arrr,emc:nt, 

de la DTCA, 

Tel. : S 2 S .  70. 90 Kxt. 32. HZ 

Telex: 20795 AIR PARIS 
(For DTCAl90) 

GERMANY 
Der Bundesminister fÛr M'irtschaft 
Attention:  Herrn H. H. Sommer, 
Keferat Z S  
5 3  Bonn Duisdorf, 

Postfach 

Tel. : Bonn 76  l 

'I't.lex: 886747 

GREECE 

Supreme Hellenic A r m e d  Forces 

Security Directorate, 
Athens. 

Command, 

Tel, : 646. 4 2 1 4  Elst. t 5 2 t ~  

N U  Telex 

ITALY 

Stato Maggivrc: ( ! t * l I , l  f>it'cs;\, 

Attention: 
Col. C;. C a r u s o  

Via XS Setternbre, R 

SIDIUSI, 
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I,UXX:MIIOU rtc; ___". I -. " . . .- - 
Autorité n a t i o n a l e  de s6curité O T A N ,  
Ministère  d'Etat, 
Plateau du St.  Esprit, 
Luxembourg. 

Tel. : 448331 (Central.) 

Telex: 481 RESELUX L 

NETHERLAISDS 

Chef van de Luchtmachtstaf, 
Af'deling Veiligheid/Bureau  L2b 
Rotterdam s eweg 3 5, 
Rijswijk (ZH). 
Tel. : 070.81.43.21 Ext. 3085 or 

3087 

Telex: 3 1 3-47 
MOD NL AIR THE HAGUE 
(Attention: HL2I3) 

NORWAY 

Headquarters  Defence  Command  Norway, 
(HQ DEFCOMNOR), 
CI and Security  Division, 
Oslo Mil, 
Os10 1. 

Tel. : 3 3 . 7 4 .  50 

Telex: 11262  (During  working  hours) 
11240 (Outside working hours) 

PORTUGAL 

Autoridade  Nacional de SeguranCa, 
Secretariado-Gera1  da  Defesa  NacionaI, 
Rua Cova da Moura 1 ,  
Lisbon 3. 

Tel. : 66.  15. 55/66.81.61 Ext. 269 

Telex: 1585 MOD POKTUGAL (ANS) 

TU P X  EY 

UNITED STATES 

C h i e f ,  
D e i e n s e  Industrial Se(.urit). 

Clearance  Off ice ,  
P O  Box 2499, 
Columbus,  Ohio 4 52 ! i ) .  

T e l . :  91. 1 . 0 1 4 . 2 3 ~ t . 2 1 3 ! . ~  
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Telex: 57460 

SACLANT 

Supreme Al l i ed  Gomrna.nder Atlantic 
Attention: Security Officer, 
Norfolk, Virginia 2351 1, USA 

Tel, : 444-6042 or 444-6043 

Telex: 8236 16 

CINCHAN 

Allied Commander-in-Chief Channt?l 
Attention: Staff Secretary, 
Eastbury Park, 
Northwood, Middlesex, England, 

Tel , :  NORTHWOOD 26161, 
Ext.  470 

N A T O  R E S T R I C T E D  
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I\E:LGIUM 
Llinis tkre  d e  la Defgnse Nationale, 
SDRA, 
Skcurite' hdustr ie l le ,  
Avenue Jules Bordet 75, 
11-40 Brussels.  

Tcl ,  : 02/15 .98 .70  Ext. 17 
34.93.00) " 

34.94.00) " 418 
33.96.80) '' 

n l c x :  22041) CTR BR B 22423)  

2 1857) 
2 1 3 3 9 )  CTR BN B 

CANADA 

Director, 
Security  Services Branch, 
Industrial  Security Division, 
Department of Supply and Services, 
70 Lyon Street, 
Ottawa K M  OS5. 

Tel. : Ottawa (416) 992.25 l O 

Telex: 0534.205. DS. OTT 

DENMARK 

Danish Defence Intelligence Service, 
Attention: Major H. Busk, 
Elefantstok 1 O, 
Kastellet, 
DK 2100 Copenhagen 8. 
Tel.:  (01) 11.22.33 
Telex: 22662 Denmark 

D
E
C
L
A
S
S
I
F
I
E
D
/
D
E
C
L
A
S
S
I
F
I
E
E
 
-
 
P
U
B
L
I
C
 
D
I
S
C
L
O
S
E
D
/
M
I
S
E
 
E
N
 
L
E
C
T
U
R
E
 
P
U
B
L
I
Q
U
E



I.,UXEMBOUKG 

Autorité  nationale de sdcuritk OTAN, 
Ministère d'Etat, 
Plateau du St. Esprit, 
Luxembourg. 

Tel. : 448331 (Central) 

Telex: 481 RESELUX 1, 

NETHERLANDS 

Chef van  de Luchtmachtstaf, 
Afdeling  VeiligheidIBureau LZb, 
Rotterdamseweg 35, 
R.ijswijk (Zl-0. 

Tel, : 070. 81.43.21 Ext. 3085 or 
3087 

Telex: 3 1347 
MOD NL. AIR THE HAGUE 
(Attention HL2B) 

NORWAY 

Headquarters  Defence Command 
Norway, 

(HQ DEFCOMNOR), 
CI and Security  Division, 
Oslo  Mil,  
Oslo 1 ,  

Tel, : 33.7450 
Telex: 1 1262 (During  working  hours) 

11240 (Outside working hours) 

A X S E X  i 3  to 
ENCLOSURE "D" to 

PORTUGAL 

Chefe do Registo Central, 
Ministério dos Négocios 

Largo do Rilvas, 
Lisbon 3. 

Autoridade Nacional de Segurany a, 
Secretariado-Gera1 da Defesa 

Rua Cova da X4oura 1, 
Lisbon 3. 

Tel. : 66. 15. 55/66. 81, t . l  Ext. 26' 

Telex: 1585 MOD PORTUGAL (AB: 

Agencia  Nacional d e  [list ribui,*ao, 
Secretariado-Gera1 da Deft .sa 

Rua Cova da Moura 1 ,  
Lisbon 3 .  

TURKEY 

(TCCD - Turkish NATC! Central  
Counc:il Department, Ankara, 
Turkey), 

Kuzey Atlantik Andlagmasi Merkce 
Kurulu Bagkanligi ,  
Ankara, 

Tel. : Ankara 12. 70.40 

No Telex. 

Estrangeiros, 

Nacional, 

Nacional, 
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, R e v i s e d  4. 10. 74) 

UNITED KINGDOM 

Security 2d, 
Procurement  Executive, 
Ministry of Defence, 
Princes House, 
King sway, 
London, WC2B 6UA. 
Tel . :  01 .836 .1215 Ext. 3464 or 

Telex: 22241 3390 

- 7 t -  

UNITED STATES 

US Security  Authority for 

Deputy Assistant  Secretary oi 
Defense for Security  Policy, 
Office of the  Assistant  Secretary 

of Defense (Administration), 
The Pentagon, 
Washington, D. C. 20301. 

Tel. : 91.1.614.236.2136 

No Telex. 

NATO Affair S, 

N A T O  R E S T R I C T E D  

D
E
C
L
A
S
S
I
F
I
E
D
/
D
E
C
L
A
S
S
I
F
I
E
E
 
-
 
P
U
B
L
I
C
 
D
I
S
C
L
O
S
E
D
/
M
I
S
E
 
E
N
 
L
E
C
T
U
R
E
 
P
U
B
L
I
Q
U
E



- 7 7 -  ' X  l4 to X?-ïKt"  - ~ 

ENCLOSURE D" t o  
C-M(55)15(FIl\;rZL) 

IN'rLIlNATIONAI.. VISITS UNDER BILATERAL ARRANGEMENTS 
PROCESSING TIME 

Upon receipt by the various National  Security  Authorities o r  
designated security  agencies and NATO  Management  Agencies/Offic e s  ( J i  
a request for  an  international  visit  to be made under  bilateral  arrangement: 
the processing t - h e s  a r e  as set forth below: 

- MEMBER NATION 

H r:lgiurn 

Canada 

Denmark 

France 

Gertnany 

Greece 

Italy 
Luxembourg 

Netherlands 

Norway 

Portugal 

Turkey 

United  Kingdom 

United  States 

NATO Management  AgencyjOffice - 
Central Europe Operating  Agency 

Koblenz Procurement  Centre 

NATO HAWK Management  Office 

NADCE Management  Office 

NATO hiulti-R.Ôlc Combat Aircraft  
nt?vrlopIltcr:I11 nd Production Mi1 IIitgcnle11t 

Agency 

NATO Maintenance and Supply Agency 

NATO Integrated Communications System 
Management  Agency 

NUMBER OF DAYS 

21 

2 
7 

30 

21 

30 

7 

14 

14 

21  

30 

21 

3 0  

3 
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COMMUNIST COUNTRIES 

Albania 

Bulgaria 

Chinese People’s  Republic 

Cuba 

Czechoslovakia 

German Democratic Republic 

Berlin (East) 

Hungary 

North Korea 

North Vietnam 

Outer Mongolia 

Poland 

Rumania 

Soviet Union 

Yugoslavia 

N A T O  U N C L A S S I F I E D  
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- 19-  - 

A DVERTISE hlENTS 

-45ENCIES 

See also DESIGNATED SECURITY AGENCIES 

MANAGEMENT AGENCY/OFFICE,  
NATO NATIONAL AGENCIES 

Responsibilities of international  civil and 
military  agencies  in  infrastructure  works 

AGENTS 

Clearance  for  agents  involved  in  transportation 

Clearance  for  contractors'   agents 

AIR TRANSPORT O F  MATERIAL 

BIDDING 
International  Competitive  bidding  procedure 

Classified  details  in  advance  notification of 
intention to bid 

Return of documents  in c a s e s  of non-submitted 
or rejected  bids 

BLOCKED-OFF STOWAGE 

BREACHES OF SECURITY 

BRIEFINGS: See EDUCATION 

CAHIER DES CHARGES 

CARGO 

CARRIER  COMPANIES 

Clearance 

Paragraph 

Annex 2 (paragraph 

Annex 2 (paragraph 

97 

Annex 2 (paragrapl 

96, 97, 101, 102 

Annex 2 ( paragrapl 
2 6 - 3 6 ) ,  Annex 10 

Annex 2 (paragrapk 
21-25)  

38 

I 00 

4S( i ) ,  62 

Annex 2 (paragrap}  
39.  SO) 

1 O0 

97 

*NOTE: This  index  relates to this Volume only. A comprehensive index 
covering Volumes I, II  and III, is included in Volume I .  
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Paragraph 

CKKTIFICATES 

Persoune1  clearance  certificates 

Facility  security  clearance  certificate 

Check of certificates  for  international visits 

Authorisation for guards 

Temporary  certificates 

CIVIL AGENCIES: See AGENCIES 

CIVIL AIRCRAFT 

CLASSIFICATION,  SECURITY 

Contracts 

Infrastructure  projects  and  documents 

CLASSIFIED  CONTRACTS: See CONTRACTS 

CLASSIFIED INFORMATION: See INFORMATION, 
CLASSIFIED 

CLASSIFIED MATERIAL: See MATERIAL 

CLEARANCES 

See also CERTIFICATES 

Personnel  security  clearances 

- Responsibility for provision 

- Rules  and  procedure for provision 

- Withholding of clearance 

- Withdrawal of clearance 

- Non-NATO nationals 

- Infrastructure  contractor's  personnel 

- Contractors'  agents 

- Temporary clearance 

46, 48-68, 122; 
Annexes 3 ,  7, 8, 9 

41 -44; Annex 4 

114 

108; Annex 5 

63-68 

101 

23, 35, 54 

Annex 2, (paragrapk 
10-20, 23, 38-40 

26(h), 41 

48-57 

58-60 

61, 62, 119 

56, 6 8  
Annex 2 (paragraphe 
Zl(d),  42, 45, 48) 

Annex 2 (paragraph 7 

6 3-68 
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1 CLEARANCES (Co!lt.d) 

- Interpa  tional vis i ts  

Paragraph 

39# 40, 1 1 4 ,  l ! t . - l  

- Sub-contractors 44,  48 

- Security  escorts 1 O 4  

- AgentSIcarrier  companies 97 

Facility  security  clearance 

- Definition 1 1  

- Responsibility  for  provision 26(g), 41  # 44 

- Rules  and  procedure for provision 69-83 
- Validity 

- Records 

75, Annex 2 
(paragraph 36} 

W d  
- Facilities  invited  to  bid for infrastructure  Annex 2 (paragraph 

contracts 26-36 ,  44) 

- Facilities involving  multi-national  considerations 76 

- Withdrawal or' clearance 82-83 

COASTAL  WATERS 1 go( c )  

CODE NUMBERS a9 

COMMANDS: See MILITARY COMMANDS 

COMMUNICATIONS 

See also TRANSPORTATION,  INTERNATIONAL 

Method  of  communicating  between  nations 
concerned  in  infrastructure  projects Annex 2 (paragraph 

COMMUNIST CONTACTS/COUNTRIES 1 OO( c ) ,  1 OZ( e), 
Annex 1 5  

CONSXGNEE 

Definition 3 

Responsibilities 85-1  1 1  

CONSIGNOR 

Definition 4 

Responsibilities 8 5 - 1 1 1  

CONSULTANTS 

CONTAINERS 

77 

5, W ,  97, 98, 100 

N A T O   R E S T R I C T E D  
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CONTRACY'NG OFFICER 

Definition 

Responsibilities 

CONTEi4CTORS 

Definition 

Definition of 'nation of origin of contractor '  

Definition of 'sub-contractor'  

Responsibilities  for  implementation of 
security  policy and procedures 

Conditions  for  negotiating  sub-contracts 

Return of documents/information by contractors 

CONTRACTS 

See al80 BIDDING 

CAHIER DES CHARGES 
CONTRACTING OF'k'ICERS 

CONTRACTORS 

HOST NATION 
Definition of 'classified  contract '  

Types of contracts 

Letting of contracts 

Security  classification 

Downgrading 

Responsibilities of member  nations for 
security  aspects 

Responsibilities of NATO Office of Security 

Appointment of security  officials 

Security provisions  in  contracte 

Preparation of contract  specification8 

6 

41 -44 

7 
1 5  

2 5  

41-44, 1 1 5  

44, 46 

38, 4 5  

1 

3 0 - 3 3  

46 

35 ,  46 

3 5  js(a)(i i i)  

W4 
34  

458 Annex 2 
(paragraph 46) 

45,  Annex 2 
(paragraph 4 1 )  

Annex 2 (paragrapha 
39 ,  40)  

32; Annex 2 
(paragraphs 21 - 4 1 )  

Infrastructure  contracts 
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(Revised 4. 10. 71) - 8 3 -  

CONTRACTS (Contd) 

Release of classified  information i n  contracting 

Negotiation  of  contracts 

COPYING O F  MATERIAL 

CEIYPTOGMPHIC MATERIAL 

CUSTOMS 

DANGEROUS SIJBSTANCES 

DEFINITION OF TERMS 
DEROGATORY INFORMATION: See INE.ORMATION, 
DEROGATORY 

DESIGNATED SECURITY AGENCIES 
Definition 

Establishment 

Responsibilities 

- for clearances 

- for  security measures at subs-. idiary sites 
in other  member nations 

- concerning  transportation 

- for  international  visits 

- for infrastructure 

Relationship  with NATO Office of Security 
Relationship  with  contractors 

DIRECTORS 
DOCUMENTS 

See also CLASSIFICATION, SECURITY 

Definition 

Shipping documents 

Copying of documents 

Packaging 

Return of documents 

Keferences of relevant NATO documente 
DOWNGRADING OF CONTRACTS: See CONTRACTS 
DOWNGRADING OF INFRASTRUCTURE PROJECTS: 

36-40 

18, 4 1 - 4 1  

4 5  

84 

8 5 ( f ) ,  90, 91, 11 1 
Annex 6 
1 1 1  

1 - 2 5  

8 

26 

41 -44,  48, 49-56 

81 

87-91, 95 

40 

Annex 2 

28 

41-44, 46 

72 

2 

90, 92 ,  93 

4.5 

94 

38, 45(k) 

Annex  10 
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EDUCATION 

Br ie f ing  of ccntractors' and sub-contractors 
personnel 

Security  education of infrastructure  contractors' 
per sonne1 

EMPLOYEES: See PERSONNEL 

EQUIPMENT: See MATERIAL 
ESCORTS 

See also GUARDS 

Definition of 'security  eecort' 

EXAMINATIONS: See INSPECTIONS 
EXECUTIVE PERSONNEL 
EXPLOSIVES,  TRANSPORTATION O F  

.FACILITIES 
See also CLEARANCES 

Definition 

Records of cleared faci l i t ies  

Release of information to facil it ies 

Security  measures for facil it ies 

Passing of information to subeidiaries  in 
other  member  nations 

Lists  of facil it ies suitable to  carry out 
infrastructure  contracts 

Security  advice  to  facilities 

- after  clearance 

- after award of contracts 

Nation of origin of facilities invited to bid 

FRONTIERS, CROSSING OF 
GI 1 A R I X  

Dafinition of 't~ecurity  guard^' 

Requirements and principles for provision 
of guards 
A - - b L - - : - a t i n n  fnr a c l a r d n  

W d ) ,  4 w  

Annex 2 (paragraph 
42, 45, 46) 

21 

9, 72 

1 1 1  

Annex 2 (paragraph1 
27- 3 6 )  

Annex 2 (paragraph 

Annex 2 (paragraph 

Annex 2 (paragraph) 
22, 37, 4 8 )  

85(h), 8 7 ,  1 1  1 

99,  100, 103-k 10 

108, Annex 5 
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HOST NATION 

Definition 

Responsibilities 

Rôle of NATO military  commands as host  nation 

INDEXES 

Industrial  Security  Index  (persons making 
international  visits) 

Index of security s t a t u s  of facilities 

INDUSTRIAL ADVISORY GRdUP, NATO 

Relationship with NATO Office of Security 

INDUSTRIAL SECURITY INDEX, NATO: See INDEXES 

INFORMATION,  CLASSIFIED 

See also CLEARANCES 

DOCUMENTS 

Definition of 'classified  information' 

Responsibilities of NATO Security  Committee 
for  protection of information  entrusted to 
industry 

Protection of information  in  connection with 
contracts 

Release of information  to  subsidiaries in 
other member nations 

Protection of information  on  infrastructure 
sites 

Access by visitors 

INFORMATION, UNCLASSIFIED 

INFORMATION, DEROGATORY 

INFRASTRUCTURE 

Definition 

Procedures applicable  to  infrastructure 
c lass i f ied  projects 

- Planning etage 

12 

32, 36 ; Annex 2 
(paragraphs 5, 42)  

12, Annex 2 (paragra 
22) 

28(h), 29(e), 1 16 - I 3 5  
Annexes 3, 7 ,  8, 9 

29W)  

28 

2 

2 7 ( 4  

26(d), 36, 4 5  Annex 2 
(paragraphs 23, 25,  
37-43)  

81 

Annex 2 ( paragraphs  
45-48)  

1 1 5  

36 

1 3  
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l INFRASTRVCTURE (Contd) 

- Contract. stage 

- Construction s;age 

- Responsibility for security measures after 
completion and acceptance of project 

Responsibility for letting of contracts 

Responsibilities for release of information 

Classification of projects 

Downgradingldeclassification of projects 
. ? "  . .  

Guidance by NATO Office of Security 

INSPECTIONS  AND EXAMINATIONS 

INTERNATIONAL COMPETITIVE BIDDING: See 
BIDDING 

INTERNATIONAL  TRANSPORTATION OF CLASSIFIED 

(:-?,i(jj) 13(~:p; ; : -~ '~  - 
Paragraph 

Annex 2 (paragrapi 
l -c ,  21 - 4 1 )  

Annex 2 fparagrapl 
7, 42-48)  

Annex 2 (paragrapl 
47, 48) 

32, 3 3  

36 

Annex 2 (paragrapi 
10-17) 

Annex 2 (paragraph 
12, 19, 20 h Appen 

28(i) 

N d ) ,  ( 4  (0 

MATERIAL: See TRANSPORTATION,  INTERNATIONAL 

INTERNATIONAL VISITS: See VISITS 

INVENTIONS 

Safeguarding of secrecy  of inventione W )  

ISS j 1 O0 FORM 116, I 

LEGAL OBLICATIONS 

Persons  entrusted with claeeified  information 

MANAGEMENT ACENCY/OFFICE, NATO 

Definition 

Responsibilities 

Visits 

List of Agencies/Officee 

Examinations of security  arrangements 

MATERIAL 

Definition 

Marking and Packaging 

Phvairal  arntect;-- 

119, 1 2 4  
Annexes 3 ,  7 ,  8, 9 

4 S( h) 

1 G 

35(b), 3 6 ,  70 

1 1 2 - 1 3 5  

A n n e x  11 

z w  
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MATERIAL (Contd) 

Copying 
Interr~ational  transportation 

MEMBER NATTONS 

See also HOST NATIONS 

NATIONAL SECURITY  AUTHONTIES 

PARENT NATION 

Responsibilities 

- for infrastructure 

MILITARY AGENCIES: See AGENCIES 

MILITARY AIRCRAFT 

MILITARY COMMANDS 

Raie a s  host nation 

Responsibilities 

NATIONAL AGENCIES 

List of agencies concerned with  visits 

L is t  of agencies  concerned  with  transport 

NA'I'IONAI.,I'rY 

Masters  of ships 

Aircraft  captains 

Security  guards 

NATIONAL SECURITY  AUTHORITIES 

See also DESIGNATED SECURITY AGENCIES 

Responsibilities 

- for designation of agencies 

- fo-  clearances 

- for  security  measures  at   subsidiary  si tes 
in other  member  nations 

- concerning  transportation 

- for infrastructure 

- for  international  visite 

26, 65,  71, 1 1 5  

Annex 2 

101 

12; Annex 2 (paragra 
2 2) 

Annex 2 (paragraphs 
12-14,  20) 

Annex 12 

Annex 1 3  

l OO(a) 

101 

103 

26 
41-44,  48-56  

81 

8 7 - 9 1 ,  95 

Annex 2 

39, JO, 1 1 3 ,  I l b .  118 
120-125 
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(Revised 4. 10. 74) - 88- C--'bf(5j)l S(FIN.4 

Pa rag raph  
NATlONAL SECL'RTTY AUTHORJ'I'IES (Contd) 

Relationship with NATO Office of Security 28 

Relationship with contractors 4 1 -4i 

NATIONS 

See also HOST NATION 

MEMBER NATION 

NATIONAL SECURITY AUTHORITY 

PARENT NATION 

Nation o f  origin of facilities  invited to bid Xnnex 2 (paragr: 
2 1 ,  22, 3 7 ,  48) 

Definition of 'nation of origin of contractor' 15 

Nation in which infrastructure work is 
performed 

NATO AGENCIES: See AGENCIES 

NATO  INDUSTRIAL ADVISORY GROUP:  
See INDUSTRIAL ADVISORY GROUP,  NATO 

NATO  INDUSTRIAL  SECURITY INDEX:  See INDEXES 

NATO MANAGEMENT AGENCY/OFFICE: See 
MANAGEMENT AGENCY/OFFICE, NATO 

NATO  MILITARY COMMANDS: See MILITARY COMMANDS 

NATO OFFICE OF SECURITY: S e e  OFFICE OF 
SECURITY, NATO 

NATO  PRODUCTION  AND  LOGISTICS ORGANIZATIONS: 
See NPLOS 

NATO SECURITY COMMITTEE: See SECURITY 
COMMITTEE NATO 

'NEED-TO-KNOW'  RULE Z b ( d ) ,  128 

NEGOTIATOR 20 

NIAG: See INDUSTRIAL ADVISORY GROUP,  NATO 

NON-NATO NATIONS 

Clearances for non-NATC) nationals 56 ,  G8 

Effect of foreign  interests on granting of 
facility clearance8 

76 

Calls a t  non-NATO ports 1 OO(c) 

Stops at airfields in non-NATO countries 102 
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( R e v i s e d  4. I O .  74) -89- 

l 

NOTICES O F  TRANSPORTATION 

IVPLOS ( N A T O  PRODUCTION AND LOGISTICS 
ORGANIZATIONS) 

See also MANAGEMENT AGENCY /OFFICE NATO 

VISITS 

Definition 

Responsibilities 

Security  regulations 

Letting of contracts 

Release of classified  ,nformation  concerning 
contracts 

Security policy and liaison l inks  in respect of 
NPLO projec Cs: diagram 

Relationship  with NATO Office of Security 

Inspections 

0FE'IC.E O F  SEiCURITY, NATO 
Responsibilities 

PACKAGING OF MATERIAL 
PARENT NATION 

Definition and responsibilities 

PERSONNEL 

See also CLEARANCES 

CONSULTANTS 

DIRECTORS 

ESCORTS 

EXECUTIVE PERSONNEL 

GUARDS 

Security risks 

Appoj Itment of contracts Securi ty  off ic ial  

Notification by contractors of persons 
requiring  access to classified  information 

Employees on loan within NPLO programmes 
Infrastructure 

A-efi:.,.+. --L - C  -:L_ ____.-:A-- "' 

C-h1(55)1 5 ( F I N r l L )  

P a r a g r a p h  

85-90 

1 7  

29  

2?  

30 ,  31 

36,  37 

Annex 2 (paragraphs 
21, 22) 

Zh( e ) ,  4 5(i) 

4 S( a)  
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(Rev i sed  4. 1 0 .  74) - 9 0 -  

PORTS 
PRINCIPAL OFFICIALS 

PRODUCTION AND LOGISTICS  ORGANIZATIONS, 
NATO: See NPLOs 

PROPELLANTS 

m r L  TRANSPORTATION 

RECORDS 

See also INDEXES 

Records of facilitieu having eecdrity clearance8 

Record8 of contractors' ernployeea 

Records of vieitore 

RELEASE OF INFORMATION: See INFORMATION, 
RELEASE OF 
REPRODUCTION OF MATERIAL 
ROAD TRANSPORTATION 

SABOTAGE 

SCANDINAVIAN AIRLINES SYSTEMS (SAS) 

SEA TRANSPORTATION: See SHIPPING 

SECURITY  AGENCIES! See DESIGNATED SECUFUTY 
AGENCIES 
NATIONAL SECURITY 
AUTHORITIES 

C-M(55) i  5(FIN='IL 

Paragraph 

1 O0 

72 

111 

96, 97, 99 

45(c) and (k) 
96, 97, 98 

4 S(i)  

101 

OFFICE O F  SECURITY, NATO 
'SECURITY ASPECTS  LETTER' 20, 45,  46, 7 4  

SECURITY BREXCHES: See BREACHES OF SECURITY 

SECURITY CLASSIFICATION: See CLASSIFICATION, 
SECURITY 

SECURITY CLASSIFICATION BOARD 3 5 0 4  

SECURITY COMMITTEE, NATO 

Responsibilities 27 

SECURITY ESCORTS: See ESCORTS 

SECURITY GUARDS: See GUARDS 

D
E
C
L
A
S
S
I
F
I
E
D
/
D
E
C
L
A
S
S
I
F
I
E
E
 
-
 
P
U
B
L
I
C
 
D
I
S
C
L
O
S
E
D
/
M
I
S
E
 
E
N
 
L
E
C
T
U
R
E
 
P
U
B
L
I
Q
U
E



S E C U R I T Y  OFFICERS 

Appointment of contracts  security  official 

Appointment of site security officer 

Responsibilities for supervision and packaging 
of materia1 

Appointment  of  security  officer after 
completion and acceptance of contract 

SECURITY REGULATIONS/POLICY 

NATO Swurity  Committee  responsib l i ty  

Application to NPLOs 

Policy and liaison linhs  in  respect of 
NPLOs (diagram) 

Application to facil it ies 

SECURITY REQUIREMENTS CHECK LIST 
SHAPE 

Rdle a s  host  nation 

SHIPPING 

Sea  transportation of material 

Shipping documents 

SLICE (OF INFRASTRUCTURE) 

S P E  CIFICA TXONS 

STAFF: See PERSONNEL 

STORAGE 

STOWAGE 

SUB-CONTRACTING  OFFICER 

SUB-CONTRACTOR 

Definition 

Security  clearance and obligations 

SUB-CONTRACTS: See CONTRACTS 

SUBVERSION 

SUPREME HEADQUARTERS ALLIED POWERS 
EUROPE: See SHAPE 

4 5(a) 

Annex 2 (paragraph 46) 

94 

Annex 2 (paragraph 47) 

27 

2 9  

Annex 1 

80 

23, 45, 46 

12; Annex 2 
(Paragraph 22) 

96, 97,  100 

90, 91,  92 

Annex 2 (paragraphs 
3,  4) 

Annex 2 (paragraphs 
38-40 

100, 102 

1 O0 

24, 44 

25 

44, 45, 46, 70 

4 S(i)  
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TECHNICAL SPECIFICATIONS 
TENDERS: See BIDDING 

TERMINOLOGY 

TRANSPORTATION, INTERNATIONAL 

General  responsibilities 

Security measures  applicable to: 

- all forms of transport 

- road transport 

- rail transport  

- 6ea transport  

- air transport 

Classification of mater ia l  

SIlipping d c ~ c * r l t r l c ? l l t s  

l.’ack;lginl; 

Security  guards 

Transport of dangerous  substances 

List of national  agencies 

VISITS 

Authorization of and  conditions  for visits 

International  visits 

- definition 

- requests 

- control  procedures 

- emergency  procedures 

- action by NPLOs 
- index 

- list of national  agencies  concerned with 
control  procedures 

- international  vieits  under  bilateral 
nrrangernents - processing  time 

C-,M(55)1 S ( F I K X L )  

Paragraph 

Annex 2 fparagrnph 38) 

1-25 

85-91 

95-97 
98 

99 
1 O0 

101, 102 

84 

90 “ 1  { 

‘1 4 

10.3-110; Annexes 5, I, 

1 1 1  

Annex 1 3  

39,  40 

14 

29, 126-1 35 

40, 112-135; Annex 2 
(paragraph 2 . 1 )  

1 3 1 - 1 3 5  

29k) 
28(h), 2 9 ( e ) ,  l 1  6 -  12 1 

Annex 12 

A n n e x  1 4  
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