Annex 1

EU Border Assistance Mission for the Rafah Crossingoint
(EUBAM Rafah)
2-2017 CRT Call for Contributions

European Union Border Assistance Mission for the Riah Crossing Point
(EUBAM Rafah)

Organisation:

Job Location: Ramat Gan — Israel
Employment Seconded CRT
Regime:
Ref.: | Name of the Post: | Location: | Availability:
Job Titles/
Vacancy Notice: Seconded CRT (1)
CRTO2 Co_mmunlcatlon and Information Systems Ramat Gan ASAP

Officer
Deac_illne_z for' Monday 11 of September 2017 at 17:00 hours (Brussdime)
Applications:
E-mail Address to cpcc.eubamrafah@eeas.europa.eu
send the Job or
Application Form https://goalkeeper.eeas.europa.eu/registrar/
to:

For more information relating to selection and wéonent, please contact the Civilian
Planning and Conduct Capability (CPCC):

Information: Mr Andre KONZE
cpcc.eubamrafah@eeas.europa.eu
+32 (0)2 584 3848

Seconded Personnel For seconded positions, only personnel nominatieteived through official
channels from EU Member States will be considelEtdlmember States will bear all personnel-relatestsco
for seconded personnel, e.g. salaries, medicalragee travel expenses to and from the Mission area
(including home leave) and allowances other tharse¢hpaid according to the Council documents 7291/09
(10 March 2009) and 9084/13 (30 April 2013).

Tour of Duty/Contract Period — The duration of the deployment should be of @t with a possibility of
Extension.

Leave — The holiday arrangements are set at a nationadl land subject to change. The national
arrangements as applied for regular secondmen®SDP Missions could be used as an indication for a
proper holiday arrangement for CRT/EU Member Séxggerts as well. Due to the nature of the shomter
assignment, it would be preferable that accruettlags be taken after the deployment has ended.

As a rule there is no leave included during CRTlagpents. Any leave will be considered as interiupbf
service, there will be no allowances of any kinidday the Mission during any leave period and edvél
costs related to the leave must be borne by thairsgpEU Member State or by the expert.

The Civilian Operations Commander requests thatM&thber States propose candidates for the following
international short term position for EUBAM RAFAld¢ccording to the requirements and profiles desdribe
below:

A. Essential Requirements

The following are essential requirements in respéctvilian international experts to the Missions.

Citizenship —Citizenship of an EU Member State.



Integrity — The candidates must maintain the highest standdrgersonal integrity, impartiality and self-
discipline within the Mission. Candidates are ntdveed to provide or discuss any information or aioent
as a result of access to classified and/or seasitilormation relating to the Mission or respectisasks and
activities. The candidates shall carry out thetretuand act in the interest of the Mission.

Communication Skills — The candidates must have excellent interpersamélcommunication skills, both
written and oral. In particular, they must be ablevrite reports in the working language of the $itig.

Language Skills — Spoken and written proficiency in the working laage of the Mission. Certain
positions may require higher language skills furthgecified in the individual job descriptions. drder to
provide for national representation in all Missipuertain (ordinarily internal) positions in Miss® may
accept proficiency in a language other than theritgjlanguage of the Mission.

Flexibility and Adaptability — The candidates must be able to work in arduouslitons with a limited
network of support and with unpredictable workirauts and a considerable workload. They must hage th
ability to work professionally as a member of antedn task forces and working groups with mixed
composition (e.g. civilian and military staff) abe able to cope with extended separation from faamid
usual environment.

Availability — The candidates must be able to undertake argr @ithministrative tasks related with the
competencies, responsibilities and functions ofrédgpective position within the Mission, as reqdiby the
Head of Mission.

Physical and Mental Health —The candidates must be physically fit and in goedlth without any
physical or mental problems or substance dependeiigh may impair operational performance in the
Mission. To ensure duty of care in a non-benigniremvnent, selected candidates should, in principée,
under the normal age of retirement in contributitgtes.

Computer Skills — Skills in word processing, spreadsheet and e-anaiessential.
Training — HEAT or equivalent.

Education — A recognised academic qualification under theoBean Qualifications Framework (EGFyr
equivalent, at a level specified in the individjcdd descriptions.

Driving Licence — The candidates must be in possession of a valuding Mission area - civilian driving
licence for motor vehicles (Category B or equivélefihey also must be able to drive any 4-wheelalri
vehicle. (Category C or equivalent is now requitedirive armoured vehicles in Israel, and it isréiore
highly desirable).

Serious deficiencies in any of these essential ireguents may result in repatriation/termination toé
secondment.

B. Desirable Requirements

Knowledge of the EU Institutions— The candidates should have knowledge of the Eiltuions and
international standards, particularly related te @ommon Foreign and Security Policy (CFSP), inclgid
the Common Security and Defence Policy (CSDP).

Knowledge of the Middle East— The candidates should have knowledge of theryistolture, social and
political situation of the region; and also knowdedof the police, judiciary and governmental sties
(distinct advantage).

Training and Experience —The candidates should have attended a Civilian<kinagement Course or
have participated in a CSDP Mission (desirable).

! Common European Framework of References for Larggiag

2 https://ec.europa.eu/ploteus/content/descriptogpa




C. Essential Documents for Selected Candidates

Passport— The support of the contributing States is stromglgommended in the issuance of a Diplomatic
Passport for Mission Members. This is to facilitatel afford appropriate operational freedom of muset
within the Mission area (including both Israel awtupied Palestinian Territories).

Visas— The Mission shall facilitate the obtaining oas for selected personnel with EU citizenship dhee
Mission Members have been deployed in the courfherefore a visa prior to the deployment is not
required.

Required Personnel Security Clearance (PSG} The selected candidates will have to be in Ezsse of
the necessary level of Personnel Security CleardP8€) as specified in the respective job desorigti For
seconded experts, the original certificate of tagomal security clearance or a proof of the ititia of the
process must accompany them upon deployment. Fdracted experts, the process will be initiatedHsy
Mission upon deployment. For both seconded andracted experts, access to EUCI will be limited to
RESTRICTED until the issuance of their nationalusig clearance.

Certificate/Booklet of Vaccination — The selected candidates must be in possessioma oflid
certificate/booklet of vaccination showing all vamtions and immunisations received. They also rbest
vaccinated according to the required immunisatfonshe Mission area.

Medical Certificate — The selected candidates should undergo an ex¢éensedical examination and be
certified medically fit for Mission duty by a comieat authority from the contributing States. A cagthis
certification must accompany deployed secondedvaorgd personnel.

D. Additional Information on the Selection Process

Gender Balance- The EU strives for improved gender balance irbBSperations in compliance with
UNSCR 1325. The CPCC encourages the contributiage$tand European Institutions to take this into
account when offering contributions.

Application Form — Applications will be considered only when usirge tstandard Application Form
(Annex 2) to be returned in Word format, and indicgwhich position(s) the candidate is applying fo

Selection Process- The candidates considered to be most suitable b&ilshortlisted and, if needed,
interviewed in Brussels, at the Headquarters oMresion or by phone, before the final selectiomide. If
seconded candidates are required to travel to Bis/dission Headquarters for interviews, the cdmniing
States will bear any related costs.

The selection of candidates who are working foeptivilian CSDP Missions at the time of their apaltion

will be subject to an impact assessment taking atcount the operational needs of the CSDP Missions
concerned.

Information on the Outcome — Member Sate will be informed about the outcoméhefselection process
after its completion.

E. Data Protection

The EEAS, and its Directorate CPCC processes palrstata pursuant to Regulation (EC) 45/2001 on the
protection of individuals with regard to the prosieg of personal data by the Community institutiansl
bodies and on the free movement of such data, pefnented in the EEAS by the Decision of the High
Representative of the Union for Foreign Affairs aBecurity Policy of 8 December 2011. The Privacy
statement is available on the EEAS website>. PyiGtatement.

F. Job Descriptions

The current reporting lines of the following jobsddptions might be subject to modification based o
operational requirements and in line with the pgphes set out in the Operation Plan (OPLAN).



SECONDED POSITION

Position Name: Employment Regime:

Communication & Information Seconded

Systems Officer

Ref. Number. Location: Ramat Gan Availability:

CRTO02 As soon as possible
Component/Department/Unit Level of Security Clearance: | Open to contributing third
Mission Support/CIS EU SECRET States:No

1. Reporting Line:

The CRT CIS Expert reports to the Head of Admiaistn and Finance.

2. Main Tasks and Responsibilities:

To perform problem management and incident managearalysis, and develop general solutions
to enhance the quality and reliability of CIS sees;

To liaise with relevant CIS units on the impleméiota of approved CIS change management
requests through standardized release managenueedpres;

To design the deployment, development, testing, araintenance processes of CIS standard
hardware, software, systems, and peripherals;

To design and deploy departmental training acésiincluding user training programs in support of
new technologies and procedures;

To assist in the design and implementation, manageand maintenance of CIS telecommunication
systems in all office locations;

To install and commission all standard communicetiequipment in the Mission including but not
limited to: HF CODAN, UHF Motorola GM and GP systgnHF/UHF vehicular equipment, UHF
repeaters, VSAT, BGAN, and portable/mobile satellibmmunications equipment; and provide 1st
and 2nd level support and fault finding on commatian installations and equipment;

To provide technical support for IT-network andomhation systems, including microwave and Wi-
Fi links, Local Area Network, and Windows-baseauwtiapplications and server systems;

To provide support for mission telephony systenwuiding IP telephony, videoconferencing, and
GSM equipment;

To deploy, install, maintain, and support of atadeentre equipment, servers, software, and sarvice
in the Mission;

To plan, implement, and maintain data recoverysoblisiness continuity measures, and disaster
recovery measures, ensuring a high availabilitynssion-critical data centre services throughoet th
Mission;

To undertake any other related tasks as requegtdteline Manager(s).

3. Specific Tasks and Responsibilities:

To cooperate closely with CIS teams in EUPOL CORR& EUDEL Delegation Tel Aviv in order
to identify and work on sustainable IT solutions E&JBAM Rafah.

To provide service and technical reporting to tleatiof Administration and Finance;

To maintain the EUBAM-RAFAH Local area network agsure the operation through an adequate
preventive maintenance program while providing EUWBRAFAH users with network
accessibility, email service, internet use, shalad, security and backup of data;

To provide technical support for IT-network andaimhation systems, including Wi-Fi links, Local
Area Network, VPN, and Windows-based client agglans and server systems;

To analyse the systems and propose solutions tmiragheir performance;



To monitor and maintain ACID encryption system, éaég antivirus updated, and to encrypt/decrypt
all documents to be confidentially sent outsideNtigsion;

To keep updated the CIS inventory, maintain an aategnumber of CIS equipment and spares
available and maintain the appropriate budget obaind accountability for CIS spending. Organise
repair and replacement as necessary, and carheameeded processes for new acquisitions;

To support in the implementation of appropriateus& mechanisms in order to protect EUBAM-
RAFAH’s CIS infrastructure from all kinds of elemtic threats;

To produce weekly reports regarding the CIS agtiag well as the detected digital threats (detected
intrusions, malware and viruses detected, etc.);

To keep updated the technical documentation reggmitworks, systems, contingency plans, etc.

4. Essential Qualifications and Experience:

Successful completion of university studies of east 3 years attested by a diploma OR a
gualification in the National Qualifications Framask which is equivalent to level 6 in the

European Qualifications Framework OR a qualifioataf the first cycle under the framework of

qualifications of the European Higher Education &re.g. Bachelor's Degree OR equivalent and
attested police or/and military education or tnagnior an award of an equivalent rank. The
gualification should be in any of the fields of dnfnation Technology, Computer Science,
Communications, Engineering or other related fiekddD

A minimum of 4 years of relevant professional eigree, after having fulfilled the education
requirements.

5. Essential Knowledge, Skills and Abilities:

Ability to establish priorities and to plan and eainate own work;

Ability to work in a multi-cultural, multi-ethnicenvironment with sensitivity and respect for
diversity.

Advanced knowledge in networking: TCP/IP, LAN, VPNPSEC), including installation,
administration and management;

Experience in communications systems, satellite momcations and positioning/ navigation
technologies (e.g. Thuraya, Iridium, GPS), andteel@antenna systems;

Knowledge of technologies with wired and wirelessworks (e.g. LANs, MANs, WANS).

Advanced knowledge and experience in installatimanagement and configuration of servers
(Microsoft Windows 2012 R2 and Linux is compulsgrworkstations (Windows 10 is desired),
firewalls and Next Generation routers (FORTIGATEais advantage), switches, mail gateways
(FORTIMAIL and ScrollOut f1 is an advantage), wepphcations firewalls (FORTIWEB is an
advantage), backup solutions (ACRONIS backup isdvantage), antivirus (KASPERSKY is an
advantage); relevant certifications are an asset;

Expert technical skills and hands-on experiencéronbleshooting server hardware and software
issues.

6. Desirable Qualifications and Experience:

Possession of Microsoft Operating Systems Techiedd@ertifications related to Windows 2012;

7. Desirable Knowledge, Skills and Abilities:

Knowledge of the functioning of the EU and in peutar CSDP missions;
Advanced knowledge of virtual environments, CITRIX;
Knowledge of SIEM systems;

Ability to converse in business terms about orgaiosal technology needs and solutions, and in
technical terms with IT and communications spesigli



