
fiMSM.·QM 
E; 
Ett.S t"1: 
wna&I 
lifta" 

CONSEIL DE L'ATLANTIQUE NORD 

NAT 0 

ORIGINAL: ENGLISH 
29th- JUly" 1'980 

EXEMPLAIRE 

COPY 

CON F IDE N T l A L (1) 

DOCUMENT c-Mcso,43 
SECURITY WITHIN THE NORTH ATLANTIC TREATY ORGANIZATION 

PROPOSED CORRIGENDA TO C-M(55)15(FINAL) 

Note by the Acting'Secretary General 

At its meeting in March 1980 the NATO Security 
Comm1ttee agreed various amendments to C-M(55)15(Final). 
These are now submitted for the approval of the Council. 
Because of the special reproduction method used for 
C-M(55)15(Final) the proposed amendments are presented, 
following established custom, in the form of replacement 
pages. These are attached to the Annex. 

2. All proposed changes have been either sidelined 
or underlined. The reasons for the main changes are given 
at Annex. 

N· 305 

3. If no objections or comments to the proposed changes 
are received by the cJose of business on 5th September, 1980 
the approva1 of Council will be assumed. 

4. The NATO Security Committee also agreed'that, if 
these changes were approved by Council, C-M(71)53 (Minimum 
Standards within NATO for Classified Storage Containers, 
Alarms and Other Security Deviees) and C-M(72)84 (Private 
Travel by Staff of NATO Commands or Agencies to or through 
Communist Countries) would no longer be required because 
the policy aspects of these two documents would then be 
included in C-M(55)15(Final) and the guidance ~spects in the 
AC/35 Document series. Accordingly, if the Council approves 
the proposed changes at Ann~x, its approval to the cancella­
tion of C-M(71)53 and C-M(72)84 will also be assumed unless 
any objections or comments are received by 5th September, 1980. 

(Signed) Rinaldo PETRIGNANI 

NATO, 
1110 Brussels. 

This document includes: 2 Annexes. 

(1) NATO RESTRICTED ",hen detached from enclosures. 
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NAT 0 CON F IDE N T l A L (1) 

-1- ANNR'C to 
c-M(sO)43 

SECURITY WITHIN THE NORTH ATLANTIC TREATY ORGANIZATIl 'N 

PROPOSED CORRIGEr-mA TO C-r.1(55)15(FINAL) 

Except for a fe,', edi torial amendments the changes 
proposed in the attached replacement pages, and the reasons 
for thet1, are: 

(a) 

(b) 

(c) 

(d) 

To substitute throughout C-M(55)15(Final) the 
term "countr(y)(ies) with special security risks" 
for "Communist countr(y} (ies)" • This change "ras 
made to meet the vlishes of sorne members of the 
NATO Security Committee and also to permit the 
current li st (Annex 6 to Enclosure "C" and Annex 
15 to Enclosure "D") to be "lidened if and ... ·rhen 
considered necessary; 

Paragraph 34 of Enclosure "C": To emphasize the 
need for staff handling NATO classified information 
to be thoroughly briefed, ,,,hen they take up their 
duties and, thereafter, periodically, about the 
dangers to security arising from indiscreet 
conversation; 

para~raph 37.1 of Enclosure "C": To emphasize that 
the ead of a NATO command or agency has absolut~ 
discretion to grant or refuse a request, e~~cept 
that he may not grant permissio~ when the relevant 
National Security Authority has recornmended 
refusaI; 

Annexes 6 and 15 to Enclosures "c" and "D" 
respectivei~: To add tampuchea and Laos; to 
substituteVietnam" for "Horth Vietnam"; and, 
to list the countries under their official titl~:~ 

(e) a es 20-22: This 
as een comp e e y rev~se 0 ~nclude the 

up-dated policy aspects of the existing 
Section IV and of C-r,I(71) 53 (rUnimum Standards 
\IIi thin NATO for Classified Securi ty Containers, 
Alaros and Other Security Deviees). It also 
contains sorne instructions on technical security 
which are not included in the existing Section IV 
or in C-fvl(71 )53. 

(1) NATO RESTRICTED when detached from enclosures. 
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(Revised 5. 9. 80) -5- C-M(55)15(FINAL) 

PERSONNEL SECURITY 

Clearance of Personnel 

9. AU persons, civilian and military, whose duties require 
access to information classified CONFIDENTIAL or above should be 
cleared before such access is authorized. This clearance should be 
designed to determine whether such individuals are of: 

(a) unquestioned loyalty; and 

(b) such character, habits, associates and discretion as to 
cast no doubt upon their trustworthiness in the handling 
of classified information. 

Particularly close scrutiny in the clearance procedures should be 
given to: 

(c) persons to be granted access to TOP SECRET 
info rmation; 

(d) aU persons occupying positions involving constant 
access to a considerable volwne of information 
classified SECRET; 

(e) persons originating from or having connections of any 
nature, directly or indirectly with nationals of countries 
with special security risks( 1); and 

(f) any other persons who may be vulnerable to pressure 
from foreign or other sources. 

In the circumstances outlined in sub-paragraphs (c), (d), (e) and (f) 
above, the fullest practicable use should be made of the technique of 
background investigation. 

10. When persons such as messengers, night custodians, etc., 
are employed in circumstances in which they wiU have special opportunities 
to ob tain improper access to classified information, consideration should 
be given to their first being security cleared as if they were, in fact, 
authorized to have access to information of the same classification. 

• Removal of Personnel 

Il. Persons who are considered to be security risks such as 
those who are m ernbers of subversive organizations, or those concerning 
whose loyalty or trustworthiness there is reasonable doubt, should be 
excluded or removed from positions where they might endanger the 
security of the nation. 

(l) A list of countries with special security risks is at Annex 6 to Enclosure "c" 
NATO RESTRICTED 
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NATO RESTRICTED 

(Revised 5.9. 80) -18- C-M(55) 15(FINAL) 

BRIEFING 

33. Before having access to COSMIC TOP SECRET information, aIl 
persons will be briefed on NATO security procedures and the consequences 
which the law or administrative or executive order of their nation provides 
when classified information passes into unauthorized hands either by intent 
or through negligence. Persons with access to NATO SECRET, NATO 
CONFIDENTIAL and NATO RESTRICTED information will be made aware 
of the appropriate NATO security regulations and of the consequences of 
neglig enc e. 

34. It is important that persons who are required to handle NATO 
classified information are initially made aware, and periodically reminded, 
of the dangers to security arising from indiscreet conversation with persons 
having no need .. to-know, on their relationship with the press, and on the 
threat presented by the activities of hostile intelligence. Such persons will 
be thoroughly briefed on these dangers. 

35. Such personnel must be urged to report immediately to the 
. appropriate security authorities any contacts they may have with nationals 
of countries with special security risks( 1) occurring outside their normal 
duties and any approach or manoeuvre with suspicions of an intelligence 
background. 

1 

36. AIl personnel normally exposed to frequent contact with represent-
atives of countries with special security risks must be given a briefing on the 
techniques known to be employed by various intelligence services. 

37. Persons who have access to NATO classified information and who 
intend to travel to or through (including scheduled stop-overs by air travel) 
countries with special security risks or to any destination by any form of 
transport that belongs to, is registered in, or managed from such a country, 
shall, before commencing their journey: 

(a) 

(b) 

be given a thorough briefing about the security hazards which 
may be i~volved. During the briefing, they will be requested 
to report as soon as they return on any occurrence, no matter 
how unimportant it may seem, which could have security 
implications; 

if serving in NATO commands or agencies, ob tain prior approval 
for the journey from the head (or the officer designated by him) 
of their NATO command or agency; 

(c) if holding permanent or temporary NATO passes or NATO Civil 
Wartime Agencies' identification cards, deposit these documents 
in a secure place. 

(1) A Hst of countries with special security .risks is at Annex 6. 
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NATO RESTRICTED 
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37. l Heads of NA TO commands and agencies must seek prior authority 
from the prospective traveller's National Security Authority before granting 
permission for the visit to take place. The Head of a NATO command or 
agency has absolute discretion to grant or refuse a request, except that he 
may not grant permission when the National Security Authority has recommended 
refusaI. Additionally, the NOS will be consulted in cases involving NATO civil 
agencies, and the appropriate military security authority will be consulted in 
cases involving NATO military commands or military agencies. 

37.2 Staff of NATO commands and agencies whose dependents wish to 
make similar journeys shall notify the security authority in their NATO command 
or agency prior to the journey. The dependents will be suitably briefed and 
debriefed, preferably by the security authorities concerned, or, if this is 
impracticable, by the person whose dependents are making the journey. 

lld The procedures in paragraphs 37, 37. land l1.r..l. above are without 
prejudice' to any more stringent regulations of the traveller's parent nation 
which existe 

ACCESS TO NA TO CLASSIFIED INFORMATION 

38. Each individual in possession of NATO c1assified information is 
responsible for ensuring that persons to wh am it is passed are authorized to 
have access to information of at least that specifie classification. 

39. The responsibility for authorizing access to NATO classified 
information, and for the briefing of personnel on the NATO security procedures, 
rests with the responsible officiaIs of the governrnent department or NATO 
command or agency in which the person is to be employed. 

40. Member nations and the Heads of NATO commands and agencies 
sponsoring delegates to conferences and meetings away from their parent 
organizations will transmit certification to the appropriate authorities that 
such delegates are authorized to have access ta NATO classified information 
of the appropriate level. Exceptionally, such certification may be hand­
carried by the delegates concerned. A copy of the certificate of security 
clearance ta be used for aIl visits, except repeated visits or visits ta facilities 
in more than one member country to be made under the terms of Section VI of 
Enclosure "D", is at Annex 4. 

41. Persons outside regular government or NATO employment on 
NATO or national business requiring access to NATO c1assified information 
do sa under the sponsorship of their own governrnent and will be security 
cleared and briefed as to their responsibility for security. 

ACCESS TO COSMIC TOP SECRET INFORMATION 

42. Access to COSMIC TOP SECRET information must be specially 
controlled. Those who are required ta have such access will be specifically 
designated by the government department or NA TO command or agency 
concerned, and their names will be recorded in the appropriate COSMIC 
registry or control point. 
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GENERAL 

SECTION IV 

PHYSICAL SECURITY 

48. This Section lays down the policy and minimum standards for 
the physical security measures for the protection of NATO classified information. 
The object of physical security measures is to prevent an unauthorized person 
from gaining access to NA TO classified information. 

SECURITY REQUIREMENTS 

49. The premises in which NATO classified material is housed will 
vary greatly, ranging from the large government department in a capital city to 
a tent pitched in a field, and the security measures necessary will vary also. 
In some buildings there is much NA TO classified information which requires 
safeguarding and in these, comprehensive physical security measures will be 
necessary. In other buildings there may be little NATO classified information 
and it may be possible to arrange that all highly classified material is kept in 
one safe or strong room, or under permanent guard. 

50. In deciding what degree of physical security protection is neces-
sary. account must be taken of aU relevant factors such as: 

51. 

(a) 

(b) 

(c) 

the level of classification and category of information; 

the amount and form of the information held; 

the security clearance and need- to-know of the staff; and 

the locaUy assessed threat from hostile intelligence services, 
and terrorist and criminal activities. 

The physical security measures achieved must be designed to: 

deny surreptitious or forced entry by an intruder; 

deter, impede and detect actions by disloyal personnel (the 
spy within); and 

allow for segregation of staff in their access to NATO classified 
information in accordance with the principle of need-to-know. 

PHYSICAL SECURITY MEASURES 

Security Areas 

52. Areas where information clas sified NATO CONFIDENTIAL or 
higher is handled and stored must be organized and structured so as to corre­
spond to one of the following: 

(a) Class l Security Area: an area where NATO CONFIDENTIAL 
information or higher and of any category is handled and stored 
in such a way that entry into the area constitutes_ for aIl practical 
purposes, access to classified information_ e. g. document regi­
stries and operations centres. Such an area requires: 
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(i) a clearly defined and protected perimeter through which aIl 
entry and exit is controlledj 

(ii) a control of entry system which adInits only those appropriately 
cIeared and specially authorized to enter the areaj 

(iii) specification of the level of clas sification and the category of 
the information normally heId in the area, i. e. the information 
to which entry gives access; 

(b) Class 2 Security Area: an area where NATO CONFIDENTIAL 
information or higher and of any category is handIed and stored 
in such a way that it can be protected by controIs established 
internally from access by unauthorized persons, e. g. premises 
containing offices in which information classified NATO CONFI­
DENTIAL and higher is regularly handled and stored. Such an 
area requires: 

Ci) a clearly defined and protected perimeter through which aIl 
entry and exit is controlled; 

(ii) a control of entry system which adInits unescorted only those 
cleared and specially authorized to enter the area. For aIl 
others, provision is made for escorts or equivalent controls 
to prevent unauthorized access to NATO classified information 
and uncontrolled entry to area·s subject to technical security 
inspections. 

Those areas which are not occupied by dut Y personnel on a 24 hour 
basis will be inspected immediately after normal working hours to ensure that 
NATO classified information is properly secured. 

AdIninistrative Zone 

53. Around or leading up to Clas s l or Clas s TI Security Area an 
Administrative Zone of lesser security may be established. Such a zone requires 
a visibly defined perimeter within which possibility exists for control of personnel 
and vehicles. NATO RESTRICTED information only will be permitted to be hand­
led and stored in AdIninistrative Zones. 

Control of Entry 

54. Entry into Class land Class TI Security Areas will be controlled 
by a pass or personal recognition system governing the regular staff. A system 
of control of visitors designed to deny unauthorized access to NATO classified 
information must also be established. Whenever possible, a pass should not show 
in clear text or symbols the identity of the issuing organization and/or the place 
to which its holder is allowed entry. Pass systems may be supported by auto­
mated identification, which should be regarded as a supplement to, but not a total 
replacement for, guards. 

Guards 

55. Wh en guards are used to ensure the integrity of security areas 
and NATO classified information they must be appropriately cleared, qualified 
by training and supervised. 
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55.1 Patrols of Class land Class II security areas should take place 
outside normal working hours and on non-working days at intervals to be determ­
ined by the security authority in the light of the local threat. The patrols shaH 
ensure that NATO classified information is properly protected and that there is 
no sign of any untoward incident. 

55.2 In order to improve general guard coverage and, for security 
areas where in the interests of security it has been determined that members of 
the guard force may not have direct entry, intruder detection by means of devices 
such as closed circuit television, alarm system or visual inspection ports should 
be provided. The former devices may also be employed as substitutes for patroIs. 

55. 3 The response force required is to provide a minimum of two guards 
to any point of a security disorder on the site without weakening site protection 
elsewhere. Guard response to alarms or emergency signaIs shan be tested and 
must be within a time limit evaluated as capable of preventing an intruder's access 
to the NATO classified information being protected. 

Security Containers and Strong Rooms 

56. Containers used for storage of NATO classified information are 
divided into three clas ses: 

Class A: containers nationaIly approved for storage of COSMIC TOP 
SECRET information within a Class l or a Class II Security Area; 

Class B~ containers nationally approved for storage of NATO SECRET 
and NATO CONFIDENTIAL information within a Class l or a Class II 
Security Area; 

- Class C: office furniture suitable for storage of NATO RESTRICTED 
information only. 

57. For strong rooms constructed within a Class l or a Class II 
Security Area and for aIl Class l Security Areas where information classified 
NATO CONFIDENTIAL and higher is stored on open shelves or displayed on 
charts, maps, etc, the walls, Hoors and ceilings, door( s) with lock( s) must be 
certified by a national security authority to offer equivalent protection to the 
class of security container approved for the storage of the NATO classified 
information involved. 

Locks 

58. Locks used with security containers and rooms in which NA TO 
classified information is stored shan meet the following standards: 

- Group A: nationally approved for Class A containers; 
- Group B: nationally approved for Class B containers; 
- Group C: suitable for Class C office furniture only. 

Control of keys and combinations 

59. Keys of security containers should not be taken out of the office 
building. Combination settings of security containers will be committed to mem­
ory by persons needing to know them. Spare keys and a written record of each 
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combination setting for use in an emergency should be held in sealed opaque 
envelopes by the governrnent department or NATO command or agency concerned. 
Working and spare security keys should be kept in separate containers. The 
record of each combination should be kept in a separate envelope. The keys and 
the envelopes should be given security protection no less stringent than the mat­
erial to which they give access. 

60. Knowledge of combination settings of security containers will be 
restricted to the smallest possible nurnber of persons. Settings will be changed: 

(a) at intervals of not more th an six months; 

(b) whenever a change of personnel occurs; 

{cl whenever a compromise has occurred or is suspected. 

Intruder Detection Devices 

61. When alarm systems, closed circuit television and other electric 
devices are used in the protection of NATO classified information, electricity 
must be provided through permanently connected external mains supply with a 
rechargeable standby battery. Another basic requirement is that a malfunction 
in or tampering with such systems shall result in an alarm or other definitive 
warning to the monitoring personnel. 

Approved Equipment 

62. National security authorities will maintain, from their own or from 
bilateral resources, lists of equipment which they have approved for the direct or 
indirect protection of NATO classified information under various specified circurn­
stances and conditions. NATO commands and agencies will consult with their host 
nation before purchasing such equipment. 

Physical Protection of Copying Machines 

63. Copying machines must be physically protected to the extent neces-
sary to ensure that only authorized persons can use them and that all classified 
products are properly controlled. 

PROTECTION AGAINST OVERLOOKING AND EAVESDROPPING 

Overlooking 

64. When NATO classified information is at risk from overlooking, 
appropriate measures must be taken to counter this risk under daylight as weIl 
as artificial light conditions. 

Eavesdropping 

65. Offices or areas in which highly classified information is regularly 
discussed must be protected against passive and active eavesdropping. 

65.1. Protection against passive eavesdropping - the leakage of class-
ified information via insecure communications or by overhearing directly - will 
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involve technical security inspections as described in paragraph 65.3 below 
and may involve soundproofing walls, doors, Hoors and ceilings. 

65.2 Protection against active eavesdropping - the leakage of c1assi­
fied information by wired microphones, radio microphones or other implanted 
devices - requires a technical security inspection of the fabric of the room, its 
furnishings and fittings and its office equipment, inc1uding office machines and 
communications. 

Technically Secure Areas 

65. 3 Areas to be protected against eavesdropping should be technically 
inspected at least once a year and after any entry by uncleared and unsupervised 
people for maintenance work, redecoration and the like. These areas are to be 
designated as technically secure areas and entry to them must be specially con­
trolled. They should be kept locked when not occupied and the keys treated as 
security keys. No new furnishings or equipment should be allowed in until in­
spected and approved by the technical security authority. Whenever possible, 
telephones should not be installed in areas which are technically inspected. 
Where their installation is unavoidable, and where the nature of the telephone 
system makes this desirable, telephones should be provided with a positive 
disconnect device. 

Examination of electric 1 electronic office equipment 

65.4 Before being used in those areas where meetings or work is 
being performed which involves highly c1assified NATO information or the 
threat is considered to be high, communications equipment and electric or 
electronic office. equipment of any kind should be examined by technical or 
communications security experts to ensure that no intelligible information 
is inadvertently/illicitly transmitted by such equipment beyond the perimeter 
of the appropriate security area. 
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Security of Courier and Messenger Personnel 

107. AU couriers and messengers employed to carry documents classified . 
NATO CONFIDENTIAL and above will be security cleared by the appropriate 
national authority. There is, however, no necessity for such persons to be 
briefed on NATO security procedures. Couriers and messengers will be 
instructed on their duties for protecting the documents entrusted to them. 

Personal Carriage 

108. Each member nation and NATO command and agency will prepare 
instructions covering the personal carriage of documents classified NATO 
CONFIDENTIAL and above by hand of persons other than couriers and messengers 
based on these regulations. These instructions wiU make it clear that: 

(a) in no circumstances may COSMIC TOP SECRET documents be 
carried internationally; 

(b) the bearer must be cleared for access to at least the level of 
classification of the documents carried; 

(c) a record must be kept in the appropriate registry in the case of 
COSMIC TOP SECRET documents and in the appropriate offices, 
in the case of NATO SECRET or CONFIDENTIAL documents, of 
aIl documents carried. The receipt for the documents or the actual 
documents, if returned, must be checked against this record; 

(d) the documents will be carried in a locked container which will bear 
a label with an identification and instructions to the finder; 

(e) the documents must not leave the possession of the bearer unless 
they are housed in accordance with the provisions for safe custody 
contained in Section IV, i. e. the documents must not be left 
unattended (e. g. in hotels, and vehicles) or stored in hotel safes 
or luggage lockers; 

(f) the documents must not be read in public places (e. g. in aircraft, 
trains, etc.); 

and, when international carriage is involved, that: 

(g) the container or document package will be covered by an official 
seal, or likewise protected under procedures designed to prevent 
custom s examination; 

(h) the bearer must carry a courier certificate (copy at Annex 5) 
recognized by aU NATO nations authorizing him to carry the 
package as identified; 

(i) the bearer must not travel either by surface routes through non­
NATO nations or by air routes over countries with special security 
risks (see Annex 6). When speed il> of paramount importance, this 
restriction may be waived on the specific authority of the head of 
the NATO command or agency or his authorized designate or by the 
appropriate authority of the member nation. 

The bearer will be required to read and sign these instructions. 
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NATO UNCLASSIFIED 

(Revised 5.9.80) -72 .. ANNEX 6 to 
ENCLOSURE "C" to 
C .. M(55)15 (FINAL) 

COUNTRIES WITH SPECIAL SECURITY RISKS 

Popular Republic of Albania 

Berlin (East) 

People's Republic of Bulgaria 

People's Republic of China 

Republic of Cuba 

Czechoslovak Socialist Republic 

German Democratie Republic 

People's Republic of Hungary 

Democratie State of Kampuchea 

Korean Democratie People's Republic 

People's Democratie Republic of Laos 

Mongolian People's Republic 

Polish People's Republic 

Socialist Republic of Romania 

Union of Soviet Socialist Republic s 

Socialist Republic of Vietnam 

Socialist Federal Republic of Yugoslavia 
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(Revised 5.9.80) -32- C-M(55) 15(FINAL) 

agency; when this is not available, blocked .. off stowage may 
be approved. Blocked-off stowage is stowage in the hold of a 
ship where the material is covered and surrounded by other 
cargo consigned to the same destination in such a way that, 
in the opinion of the designated security officer, access to the 
mate rial is physically impracticable. Where it is impracticable 
to carry a consignment in the hold, it may be carried as deck 
cargo provided it is in a secure container and disguised. In aU 
cases, the consignment must be under security control; 

(c) unless the ship be in extremis, she shall not enter the coastal 
waters of any country with special security risks(l), nor shall 
she eall at any non-NATO ports unless prior approval of the 
consignor's National Security Authority or designated security 
agency has been obtained; 

(d) in aIl cases, loading and unloading shall be under seeurity control; 

(e) deliveries to the port of embarkation and collection from the port 
of disembarkation must be so timed to prevent, as far as pos sible, 
a eonsignment being held in port warehouses. Where, however, 
this is unavoidable, sufficient security guards must be provided 
to keep the consignrnent under adequate supervision. 

Transportation by Aireraft 

101. Preference shall be given to utilization of military aircraft of 
a NATO nation, the captain of whieh should be security cleared. If this is 
not practicable a non-military aircraft may be used provided it is registered 
in a NATO nation and the captain is a NATO national, except that Scandinavian 
Airlines System aireraft may be used provided the captain of such an aircraft 
is a NATO national. If civilian airerait are utilized security guards must be 
assigned foUowing the conditions laid down in paragraphs 106 and 107(e). 
Partieular attention is ealled to the fact that international air traffie regula­
tions do not permit specially assigned seeurity guards to travel on board 
aireraft earrying freight only, therefore sueh aireraft shall not be used for 
the transport of NATO SECRET mate rial, except as provided in paragraph 106. 
Pas senger aireraft should be utilized for the transportation of small item s 
only and the regulations covering the international transportation of NATO 
clas sified doeum ents should be applied. 

(1) A list of countries with special security risks is at Annex 15 
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NATO RESTRICTED 

(Revised 5.9.80) -33- C-W(55) 15(FINAL) 

102. 

( a) 

(b) 

(c) 

(d) 

( e) 

( f) 

(g) 

The following minimum standards should be observed: 

every effort should'be made to deliver the consignment 
straight to the aircrait rather than permitting it to be 
stored in warehouses, etc., at airports and airfields. 
When a consignment cannot be 10aded straight away it 
shall be either returned or kept under guard at the airport 
under the conditions stated in paragraph 1 OO( e) above; 

similarly every effort shall be made for the aircraft to 
be met on landing and the consignment to be removed to 
its final destination. When this is not practicable, the 
consignment shall be kept at the airport under the conditions 
stated in paragraph 1 OO( e) above; 

during intermediate routine stops of short duration the 
consignment shall remain in the aircrait but the aircraft 
itself kept under security control; 

in the event of the aircraft being delayed at an intermediate 
stop or having to make an emergency landing, it is up to 
the security guard, or the person fulfilling the duties of 
the security guard, to take aIl measures he considers 
necessary for the protection of the material. Where such 
a stop is in a NATO nation, he shall be entitled to calI 
upon, and expect to receive, the assistance of the National 
Security Authority or designated security agency of that 
nation; 

no flight shall be permitted either over countries with special 
security risks, or near enough to ~ countries as to make 
emergency landing or accidentaI over-flying possible; 

direct flights should be used wherever possible; 

except in an emergency, stops at airfields in non-NATO 
nations will not be permitted. 

SECURITY G UARDS 

103. Persons fulfilling the duties of security guards may be civilian 
or military personnel and m ay be armed or unarmed depending on national 
practices and arrangements made between the National Security Authorities 
or designated security agencies of the nations affected by the transportation. 
Similarly, the nationality of such guards in any particular nation shall be 
subject to mutual agreement. They must be nationals of NATO nations and 
be security cleared. 
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(Revised 5.9.80) -62- ANNEX 6 to 
ENCLOSURE "D" to 
C-M(55)15(FINAL) 

NOTES FOR SECUR1TY GUARDS 

1. 1t has been found necessary to authorise you to escort a 
consignment of classified material. Your authorisation is attached. 

2. 

( a) 

(b) 

(c) 

(d) 

( e) 

( i) 

(g) 

The following points are brought to your attention: 

The consignment contains clas sified mate rial. 

Your security officer is required to furnish a statement to 
the effect that the consignment is a NA TO consignment. 

Your security officer is required to provide you with an 
inventory of the consignment, for which you will be held 
liable and responsible. 

Upon your return, you must produce a bona fide receipt for 
the consignment signed by a responsible and appropriately 
cleared official of the facility or agency receiving the 
consignment. 

Throughout the journey, the classified consignment must 
stay under your control. 

The consignment will not be opened en route exc ept in the 
circumstances envisaged in (k), below. 

The classified consignment is not to be discussed in any 
public plac e. 

(h) The clas sified consignment is not, under any circumstanc es, 
to be left unattended. During overnight stops, military or 
industrial facilities having appropriate NATO security 
clearance may be utilised. 

(i) While escorting a classified consignment, you are forbidden 
to travel! 

(i) by surface routes through non-NATO nations; 

(ii) by air over countries with special security risks; 

(iii) by sea into a harbour of a non-NATO nation. 
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NATO UNCLASSIFIED 

(Revised 5.9.80) -78- ANNEX 15 to 
ENCLOSURE "D" to 
C-M( 55)15(FINAL) 

COUNTRIES WITH SPECIAL SECURITY RISKS 

Popular Republic of Albania 

Berlin (East) 

People's Republic of Bulgaria 

People's Republic of China 

Republic of Cuba 

Czechoslovak Socialist Republic 

German Democratie Republic 

People's Republic of Hungary 

Democ ratic State of Kampuchea 

Korean Democratie People's Republic 

People's Democratie Republic of Laos 

Mongolian People's Republic· 

Polish People's Republic 

Sociali st Republic of Romania 

Union of Soviet Socialist Republics 

Socialist Republic of Vietnam 

Socialist Federal Republic of Yugoslavia 
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(Revised 5. 9. 80) , -5 ... SUPPLEMENT to 
C-M(55)15(FINAL) 

BACKGROUND INVESTIGATION 

15. 

( a) 

A background investigation will coyer the following: 

National Records Check - A check will be made of national 
security and central criminal records, where these latter 
exist, or other comparable governmental and police records 
for any officially recorded indication of disloyalty or 
untrustworthines s. 

(b) Birth Records - The individual's date and place of birth will 
be verified. 

(c) Citizenship Status - In all cases the citizenship status and'or 
nationality, present and past, of the individual will be 
established. 

/ 

(d) Education - Investigation will normally coyer attendance since 
the eighteenth birthday at schools, universities and other 
educational establishments. 

(e) Employment - Investigations will coyer pr esent and former 
employment, reference being made to sources such as 
employment records, performance or efficiency reports and 
employer s Or supervisors. 

(f) Interviews - Interviews will be had with persons who are in 

(g) 

a position to give a true unbiased assessment of the individual's 
background, activities and trustworthiness. When it is the 
national practice to ask for references these will be interviewed 
unIes s there are good reasons for not doing so. Additional 
enquiries will be conducted to develop all information available 
on an individual and to substantiat e or disprove derogatory 
information. 

Criminal Reco'rds - Central criminal records (where these 
exist) and lor the records of law enforc ement agencies in the 
vicinities where the individual has resided or been employed 
for substantial periods of time will be checked. 

(h) Military Service - The service of the individual in the armed 
forces and type of discharge will be verified. 

(i) Foreign Connections - The extent and purpose of any connection 
the individual has had in his own nation or abroad with persons 
from countries with special security risks(l) will be ascertained 
whenever pos sible. 

(1) See Annex 6 to Enclosure "C" 
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NATO CONFIDENTIAL 

(Revised 5.9.80) -6. SUPPLEMENT to 
C-M( 55) l5(FINAL) 

(j) Foreign Travel - Information will be sought about travel to 
countries with special security risks, except in the service 
of the goverrunent, and, whenever, it is considered necessary.' 
an investigation will be made to asc ertain the reasons for such 
travel. 

(k) Credit Record - Information should be sought about the credit 
standing and financial reputation of the individual. 

( 1) Organizations - During the course of the investigation, as set forth 
above, efforts will be made to determine if the individual has or 
has had me mbership in, or affiliation with, any foreign or dom estic 
organization, association, movement, group or similar combinati,!n 
of persons which is subversive, or which has adopted, or shows, 
a policy of advocating or approving the commission of acts of force 
or violence to deny other persons their rights, or which seeks to 
alter the form of government of member nations by unconstitutional 
means. 

REV ALIDA TION 

16. An up-dated investigation for the purpose of renewing a COSMIC TOP 
SECRET clearance certificate within the term s of paragraph 3 above will coyer 
the following: 

(a) the completion of a per sonal particular s form by the staff me m ber 
concerned. (The form may be either the NATO Supplementary 
Personal Particulars Form or a similar national form supplied 
by the relevant national authorities to the requesting NATO command 
or agency); 

(b) a check of the personal particulars form against the security and 
personnel records held by the requesting NATO command or agency; 

(c) the despatch by the requesting NA TO command or agency of the 
completed Personal Particulars Form mentioned at (a) above and 
of the results of the check required at (b) above to the parent 
National Security Authority conc erned; 

( d) consultation by the host nation of its national records at the request 
of the parent National Security Authority (or direct by tœ NATO 
command or agency if so authorized by the host nation for the 
purpose of saving time); 

(e) where applicable, consultations identical with those in (d) above 
by any other NA TO nation in which the staff member has resided 
if so requested by the parent National Security Authority; 

(f) where character references are required by member nations who 
have supplied their own Personal Particulars Form, such references 
will be taken up in con sultation with the National Security Authority 
of the host nation; 
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NATO CONFIDENTIAL 

(Revised 5.9.80) -8-

SECTION III ~ 

SUPPLEMENT to 
C-M(55) 15(FINAL) 

SUITABILITY FOR SECURITY CLEARANCE 

18. The acts, activities and associations listed below contain the 
principal types of information which create a question as to an individual 's 
eligibility for security clearance. This listing is not aIl inclusive but may 
be supplem ented from time to time as the occasion warrants. 

CONCERNING THE INDIVIDUAL OR HIS 1 HER SPOUSE 

19. Commission of any act of sabotage, espionage, treason, 
sedition, or attempts thereat or preparation thereof, or conspiring with 
or aiding and abetting another to commit or attempt to commit, any act of 
sabotage, espionage, treason or sedition. 

20. Establishing or continuing a sympathetic association with a 
saboteur, spy, traitor, seditionist, anarchist or revolutionist, or with an 
espionage or other secret agent of a foreign nation, or any representative 
of a foreign nation whose interests are inimical to the security interests of 
the member nations or with any person who advocates the use of force or 
violence to overthrow the government of the member nations or the alteration 
of the form of government of the member nations by unlawful means. 

21. Advocacy of use of force or violence to overthrow the government 
of the member nations, or of the al teration of the form of government of the 
member nations by unlawful means. 

22. Membership in, or affiliation with, any foreign or domestic 
organization, association, movement, group or combination of persons which 
is subversive or which seeks to alter the form of governrnent of the rnernber 
nations by unlawfui means. 

23. Prolonged residence other than on official government duties in 
a country with special security risks. 

24. Any facts which furnish reason to believe that the indi vi dual or 
his Iher spouse may be subject to coercion, influence, or pressure which 
may cause the individuai to act contrary to the best interests of security • 

CONC ERNING THE INDIVIDUAL 

25. Any deliberate misrepresentations, falsifications, or omissions 
of mate rial facto 

26. Any criminal, infarnous, dishonest, immoral, or notoriously 
disgraceful conduct, chronic financiai difficulties, habituaI use of intoxicants 
to excess, drug addiction, or sexual perversion. 
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